MeToaunyeckme pekomeHaaunm
no obecneyeHunto ¢ NOMOLLbIO KpUnTocpeacTB 6e30MacHOCTN NepCoHanbHbIX AaHHbLIX MPU KX
00paboTke B MHPOPMALIMOHHBIX CUCTEMAX NEPCOHarbHbIX AAHHbIX C UCMOMb30BaHUEM
CpeacTB aBToMaTm3aumm
(ytB. PCB PP 21 cheBpans 2008 r. N 149/54-144)

BBegeHue

Hactoswme MeTogudeckne pekomeHgaumm no obecnevyeHMto € MOMOLLbHO
KpuntocpeactB  ©6e30MacHOCTM  MEepPCOHanbHbIX  AaHHbIX  Npu  Mx  obpaboTtke B
WH(POPMALMOHHBIX CUCTEMAxX MNEepPCOHarbHbIX AaHHbIX C  WUCMNONb30BaHMEM CpencTB
aBTOMatmM3auumn (ganee - Metoguyeckne pekomeHgaumm) paspaboTaHbl B COOTBETCTBUU C
n. 2 noctaHoBneHus lNpasutenbctBa Poccuiickon ®eaepaumm ot 17 Hosbpa 2007 roga N 781
"O6 ytBepxaeHumn lMNMonoxeHna o6 obecneyeHnn 6e30MNaCHOCTM NEPCOHanbHbIX AAHHbLIX Mpu
nx o6paboTke B MHPOPMALMOHHBIX CUCTEMAXxX NepPCoHasbHbIX AaHHbIX".

MeToanyeckme pekomeHOauMu npefHasHadeHbl AN OonepaTtopoB M pas3paboTymkoB
WHPOPMALMOHHBIX CUCTEM MEpPCOHarnbHbIX [aHHbIX W OXBaTbiBAlOT BOMPOCHI 3aALUUTHI
nepcoHasnbHbIX AaHHbIX C MOMOLLbIO KPUNTOCPEACTB.

MeToanyeckumn pekomMeHgaumsiMm HeobXoauMMO PYKOBOACTBOBATbCS B Criyyae
onpeaeneHns onepatopom Heobxogmmoctn obecneyeHusi 6e30MacHOCTM MNepPCOHanbHbIX
AaHHbBIX C MCNONb30BaHMEM KPUMNTOCPEACTB (3a UCKIKOYEHMEM Crny4das, Korga onepaTopom
aBnseTca usanyeckoe nuuo, UCNONb3ytollee NepCoHarnbHble OaHHble UCKHYUTENBHO ANd
NNYHBIX U CEMEWHbIX HYXA), a Takke npu obecrneyeHun 6Ge30nacHOCTM MNepCoHanbHbIX
AaHHbIX npu 0bpaboTke B MHEPOPMALMOHHBLIX CUCTEMAaXx, OTHECEHHbIX K KomneTeHuun OCH
Poccun. B yactHocTn, MeTtognyeckummn pekoMmeHgaunsamm Heobxoanmo pykoBoACTBOBATLCS B
crnegyrowmnx cnyyasax:

- Npn obecneyeHnn ¢ Ucnonb3oBaHMEM KpunTocpeacTB 6€30MacHOCTU NepCOHanbHbIX
AaHHbBIX Npu nx obpaboTke B rocyaapCTBEHHbIX MHPOPMAaLUMOHHBLIX CUCTEMAX NEePCOHarbHbIX
AaHHbIX (YacTb 5 PepgeparnbHoro 3akoHa ot 27 uonga 2006 roga N 149-03 "O6 nHgopmauuu,
MHAOPMALMNOHHBIX TEXHOSOIMSX 1 0 3awuTe nHdopmaumn");

FTAPAHT:

Mo-BnanmomMy, B TeKCTe npeabigyuiero ab3aua gonyuleHa onedyaTtka. Mimeetcs B Buay
"yacTtb 5 ctaTby 16"

- NpU MCNONb30BaHUN KPUNTOCPEACTB AN obecrneyeHusi NepCcoHarnbHbIX AaHHbLIX B
cny4asix, NnpeaycMoTpeHHbIX M. 3 MNonoxeHus o paspaboTke, NPON3BOACTBE, peanuM3aumm u
aKkcnnyaTauun wndpoBanbHbIX  (KpunTtorpaduyecknx) CpeacTts  3awuTbl  MHGOpMaumm
(MonoxeHune MK3-2005).

Hacroawue MeToguueckume pekomMeHaauunm He pacrnpoCcTpaHATCA Ha
MHOPMAaLMOHHbLIE CUCTEMbI MEPCOHANbHbLIX AAaHHbIX, B KOTOPbIX:

- nepcoHanbHble [OaHHble obpabartbiBaloTcA 06€3  MUCNonb3oBaHUS  CPencTB
aBTOMaTU3aLMK;

- obpabaTbiBalOTCA NEpPCOHarnbHbIE AAaHHbIE, OTHECEHHbIE B YCTAHOBMEHHOM MOpsaaKe K
CBeLEHMAM, COCTaBNAOLLMM roCyAapCTBEHHYIO TalHYy;

- TEeXHNYeCKMe CcpeacTtBa 4YacTUYHO WNM  LENUKOM HaxoasaTca 3a npegenamm
Poccuinckon ®epepaunn.

1 OCHOBHbIe TepMUHbI U UX onpeanereHns
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B HacTtoswmx MeToguyecknx pekoMeHgaumax U npy B3auMoOLencTtsum  C
nmueHsnatamm  ®CB  Poccun,  gasnswowmmucs  paspaboTymkamm  KpUNTOCPEACTB,
paspaboTymkamm  UHPOPMALMOHHBLIX CUCTEM  MEPCOHalnbHbIX [AaHHbIX, B  KOTOPbIX
NCNonb3ylTCA KpuntocpeacTea, nnn cneumanm3npoBaHHbIMK opraHusauunsamu,
NpoBOAAWMMU TEMaTUYeCcKue WuccnegoBaHus KpUNTOCPeacTB, UCMOMb3YKTCH cnegyowime
OCHOBHbIE TEPMWHbI.

ABTOomaTuampoBaHHaa cuctema (AC) - cuctema, cocTosdllad M3 nepcoHana u
KOMMNMeKca cpeacts aBToMaTtu3auumn ero OesTenbHOCTW, peanuayowas MHGOOPMaLMOHHYO
TEXHOSIOTMIO BbINMOMHEHNS YCTAHOBMNEHHbIX OYHKLNN™(1).

ABTOMaTU3MpOBaHHasA cuctema B 3awuweHHoM wucnonHeHun (AC3UN) -
aBTOMaTU3NPOBaHHasa cucTema, peanusyroLias MHPOPMALNOHHYIO TEXHOSOMMIO BbIMNOMHEHMS
YCTaAHOBMEHHbIX (OYHKUMA B COOTBETCTBUM C TpeboBaHMAMM CTaHAapTOB W (MNKN) MHbIX
HOPMAaTMBHbIX JOKYMEHTOB NO 3awuTte nHdopmaumm™(2).

ATaka - ueneHanpasreHHble AENCTBUSA HapyLUMTENS C UCMONb30BAHUEM TEXHUYECKMX
n (MnNn) NporpaMmMHbIX CPEACTB C LeNbio HapyLWeHWs 3aaHHbIX XapakTepucTmuk 6e3onacHocTu
3almLLLaeMON KpMNTOCPEACTBOM MHAPOPMALIMM UMK C LENbIo CO34aHUs YCroBMIA Ang 3Toro.

Be3onacHoOCTb - COCTOSHME 3aALUMLLEHHOCTM XN3HEHHO BaXHbIX MHTEPECOB JINYHOCTH,
obLecTBa 1 rocyaapcTsa OT BHYTPEHHUX U BHELLIHMX Yrpo3™(3).

Be3onacHoCcTb 0OOBeKTa - COCTOSHME 3alUMLEHHOCTU O6bekTa OT BHELWHUX W
BHYTPEHHMX yrpo3.

MpumeyaHue

[laHHOe onpeaeneHne pacnpocTpaHaeTcs Ha nbon peanbHbii OOBEKT, B KayecTBe
KOTOPOro MOryT BbICTynaTb TEXHUMYECKME CpeAcTBa, NporpaMMHble CpeacTBa, MHGopMauus,
MH(POPMaLNOHHbIE TEXHOMOormwu, MH(OPMaLNOHHbIE CUCTEMBI,
MHPOPMALNOHHO-TENEKOMMYHUKALMOHHbIE CETU, 30aHUS, COOPYXXEHUSA U T.4.

BrnokupoBaHue nepcoHanbHbIX AaHHbIX - BPEMEHHOE npekpalweHne cbopa,
cucTemMaTu3auumn, HakonmneHus, UCNOoNb30BaHNA, PpacnpPOCTPaHEHNSA NePCOHanbHbIX AAHHbIX, B
TOM ymncne nx nepegadn’(4).

BcTtpaMBaHue KpuntocpencTBa - MpouUecc MNOAKMIOYEeHMs  KpunTtocpeactsa K
TEXHUYECKUM WM MNPOrpaMMHbIM CpeacTBaM, COBMECTHO C KOTOpPbIMM MpeanonaraeTcs ero
LWTaTHOE PYHKLUNOHNPOBAHME, 3a UCKITIOYEHNEM NpoLecca MHCTanNIauun.

[ oKymMeHTUpOBaHHbIE (meknapupoBaHHbIe) BO3MOXHOCTU no (TC) -
dyHKunoHanbHble Bo3moxxHocTh 10O (TC), onncaHHble B gokymeHTaumm Ha 10 (TC).

HOoctyn K uWH(popMaLMK - BOBMOXHOCTb  MOMyYeHUs  uMHdopmMaumm ©n  ee
ncrionb3oBaHnsa*(5).

XXU3HEeHHO BaXHble UWHTepechl - COBOKYNHOCTb MNOTPebHOCTEN, YAOBNETBOPEHME
KOTOpPbIX HagexXHo obecneynBaeT CyLeCcTBOBaHME N BO3MOXHOCTU NPOrPECCUBHOIO Pa3BUTUS
nn4HoCcTK, oblecTBa n rocygapcrtea®(6).

3awmiaemas MHcopmauua - nHopmauus, ans KOoTOopomn obnapgatenem
NHpopmauun onpegeneHbl XxapakTepucTukn ee 6€30NacHOCTMW.

MHcTannaumsa - ycTaHOBKa MPOrpaMMHOro npoaykta Ha KomnbtoTep. WHcTannauus
06bIYHO BLINOMHAETCA NOA YNpaBfeHMeM WMHCTannsaTopa - NporpamMmbl, KOTopas NpUBOAUT
COCTaB W CTPYKTYpy YCTaHaBNMBaeMoOro nporpaMMHOro u3genvss B COOTBETCTBUE C
KOHUrypaumen KomnbloTepa, a Takke HacTpamBaeT nporpamMHble napameTpbl COrfnacHo
TUNY UMEIOLLENCS ONepaLnoHHON CUCTEMbI, KnaccaM pellaemMbiX 3agad n pexmmam paboThbl.
Takum obpasom, WHCTannauuMs Adenaet NPOrpaMMHbIA - MPOAYKT  MPUrogHbIM — Ans
NCNONb30BaHMA B OAHHOW BbIYUCIIUTENbHOW CUCTEME M FOTOBbIM peLlaTb OnpeaeneHHbIN



Knacc 3agay B onpeaeneHHom pexmme pabotbl™(7).

UHdopmauums - ceegeHmst  (CoobLeHNsl, [OaHHble) He3aBUCUMO OT  OpMbl  UX
npegcraBneHns™(8).

MHcopmaumoHHasas cucTtema - COBOKYMHOCTb coaepxawenca B 6asax [AaHHbIX
nHpopmauunm n obecneumBawwnx ee 06paboTKy MHEPOPMAUMOHHBLIX TEXHOMOrMA U
TeXHU4ecKkux cpeacts (9).

MHdopmaumoHHaa cuctema nepcoHanbHbIX AaHHbIX - MTHPOPMALMOHHAA CUCTEMA,
npegcrasnsowas cobon COBOKYNHOCTb MEPCOHarnbHbIX AaHHbIX, codepXawmxcsa B 0Oase
AaHHbIX, @ Takke MHPOPMAUMOHHBLIX TEXHOMOMMA N TEXHUYECKUX CPencTB, MO3BONSAOLLMX
OCyLLeCTBNATb 06paboTKy TakMx MepCOoHarnbHbIX [aHHbIX C WCMOMb30BaHWEM CpencTB
aBTomMaTu3auun nnun 6e3 ncnonb3oBaHus Taknx cpeacts™(10).

MHdopmMaLnOHHbIe TexXHONOoruum - NpoLecchbl, MeTodbl Moucka, cbopa, XpaHeHus,
00paboTkn, npefocTaBneHus, pacnpocTpaHeHna UHdopMauun M cnocobbl OCyLLECTBIIEHUS
Takmx npoueccosB U metoaos*(11).

MHpopmaLMOHHO-TENEKOMMYHUKALUMOHHAA  CeTb - TEXHOMNOMM4yeckass  cucTema,
npegHasHayeHHaa Ons nepejadv nNo JIMHUAM CBA3W MHopMaumn, [OCTYn K KOTOPOM
OCYLLIECTBMSETCH C UCNOSb30BaHMEM CPEACTB BblYUCIIUTENBHON TEXHUKN™(12).

MHdopMaLUnMOHHO-TeNEeKOMMYHMKaALMOHHaA ceTb  obuwero  nNonb30BaHUSA -
NHPOPMALNOHHO-TENEKOMMYHUKALMOHHAsA CeTb, KOTOopasa OTKpbITa A1 UCMNONb30BaHMUS
BCEMU PUBNYECKUMN U HOPUANYECKUMM NMLAMWU N B yCryrax KOTOPOW 3TUM NULaM He MOXET
ObITb OTKa3aHo.

Mcnonb3oBaHue nepcoHarnbHbIX AaHHbIX - 4EACTBUSA (Onepaumm) ¢ nepcoHanbHbIMU
AaHHbIMW, COBEpLUAEMble OnepaTopoM B LENsIX NPUHATUS PELUEHUA UM COBEPLUEHUS MHbIX
OENCTBUA,  MNOpOXOAlLWMX  opuavyeckne  nocrneactBus B OTHOWeEHWM  cybbekTa
nepcoHanbHbIX OaHHbIX UM Apyrux nuy nmbo mHbiM obpasom 3aTparMBaromx npasa U
cBoboabl cybbekTa NnepcoHanbHbIX aHHbIX UNK apyrnx nuuy*(13).

Kanan ataku - cpega nepeHoca oT cybbekta K 06bekTy aTaku (a, BO3SMOXHO, U OT
o0bekTa K CyObEeKTy aTakm) 4ENCTBUN, OCYLLECTBASEMbIX NMPY NMPOBEAEHUN aTaKu.

KoHTponupyemas 30Ha - NpOCTPaAHCTBO, B MNpeaenax KoToporo ocylecTBnseTcs
KOHTPOIb 3a npebbiBaHNEM U AEUCTBUSMU NALL U (MNN) TPAHCMOPTHLIX CPEACTB.

paHnLEen KOHTPONMPYEMOW 30HbI MOXET OblTb: MEPUMETP OXpPaHSAEMOW TeppuTopumn
npeanpusaTus (ydpexaneHus), orpaxgaroLime KOHCTPYKUMM OXPaHAEMOro 30aHUs, oXpaHsaemMomn
YacTu 3gaHus, BblAeneHHOro nomeLleHna™(14).

KoHdmpaeHumanbHoCTb MHbOpMauun - obs3atenbHoe AN BbINOSHEHUS  MULIOM,
noslyyMBLUMM OOCTYN K onpedeneHHoM WHgopmMauuu, TpeboBaHue He nepefaBaTb TaKyk
nHpopmauuio TpeTbmuM nNuuam 6e3 cornacus ee obnagatens®(15).

KoHdmaeHumanbHOCTL NepcoHanbHbIX AaHHbIX - 00s3aTenbHoe ans cobniogeHus
onepaTopoM Ui MHbIM NOMYYMBLUMM AOCTYN K NEPCOHANbHbIM LaHHbIM NMUOM TpeboBaHue
He fgonyckaTb UX pacnpocTpaHeHus 6e3 cornacus cybbekTa nepcoHarnbHbIX AaHHbIX UK
HarMynsa MHOro 3aKOHHOro OCHOBaHUA™(16).

Kpuntorpacdunyecku onacHasa wuHdopmauusa (KOWU) - nHdopmaums o COCTOSHUSAX
KPUNTOCPEACTBA, 3HAHWE KOTOpPOW HapylwuTenem Mo3BONUT €My CTPOUTb anropuTMbl
onpeaeneHns KNyYeBon WHGopMauun (MNn ee 4vacTu) WU anropuTMbl BGeckn4eBoro
YTEHUS.

KpuntocpeacTBo - wimdpoBansHoe (kpunTorpacuyeckoe) CpeacTBo,
npegHasHavyeHHoe Ans 3awmTbl MHpopMaunn, He codepXallen CBeAeHUW, COCTaBMSLLMX
rocydapCTBeHHy TanHy. B 4yacTHOCTM, K KpuUNTOCpeAcTBaM OTHOCATCA cpeacTtsa
Kpuntorpadpudeckon 3awmtbl MHpopmaumm (CK3N) - wngposansHble (kpyntorpaduyeckne)
cpeacTBa 3alinMTbl MHGOPMAaUUM C OrpaHUYEHHbLIM OOCTYNOM, HE coAepXallen cBefeHUN,
COCTaBIAOLWMX rOCyJapCTBEHHYIO TanHy*(17).



Mopenb HapywuTens - NpeanosioXXeHNs 0 BO3MOXHOCTAX HapyLUMTens, KoTopble OH
MOXEeT UCMNoNb30oBaTb AN1A pa3paboTkn 1 NpoBeAeHUs aTak, a Takke 06 orpaHU4YeHUsX Ha 3Tu
BO3MOXHOCTKN".

Mopaenb yrpos - nepeyeHb BO3MOXHbIX Yrpo3.

HapywwuTtenb (cyb6bekT artaku)-nvuo (MMM MHUUMUMPYEMBIA UM MNPOLECC),
nposogsee (NPOBOASALLNIN) aTaky.

HeraTtuBHbIe pyHKUNOHarNbHbIE BO3MOXHOCTM - JIOKYMEHTUPOBAHHbIE n
HEJOKYMEHTUPOBAHHbBIX ~ BO3MOXHOCTU  MpOrpaMMHbIX W annapatHbiX  KOMMOHEHTOB
KpunTocpeacTea v cpefpbl (PyHKUMOHMPOBAHUA KpUNTOCPEACTBa, NO3BONSAOLLME:

- MOANMULMPOBATL UMM UCKaXaTb anropuTtM paboTbl KPUNTOCPEOCTB B npouecce ux
NCMonb30BaHUS;

- MoamnmumpoBaTb UM UCKaXKaTb UH(OPMAUUOHHbIE UMW ynpaBnsowmne MOTOKU U
npouecchl, CBA3aHHbIE C (PYHKLMOHMPOBAHNEM KPUNTOCPEACTBA;

- nonyyvyaTb [AOCTYN HapywuTensam K XpaHswencs B OTKPbITOM BUAE KIHOYEBOW,
NOEHTUMPUKALNOHHON U (MNKN) ayTeHTUMUUUPYIOLWENn MHPopMaunn, a Takke K 3alumiiaemMon
MHdopMaLuun.

HepokymeHTupoBaHHble  (HeaeknapupoBaHHble) Bo3moxHoctun IO (TC) -
dyHKUMOHanbHble Bo3MoxHocTn [10 (TC), He onucaHHble WM He COOTBETCTBYHOLLME
ONUCaHHbIM B [AOKYMEHTauuwu, Mpu UCMONb30BAHUN KOTOPbIX BO3MOXHO HapylleHue
XapakTepuctmk 6e3onacHoCT 3awuwaeMon nHpopmaunn®(18).

Hocutenu cBegeHuin, cocTaBnsAOWMUX rocyaapCTBEHHYIO TauMHy - MaTepuarnbHble
00beKkTbl, B TOM u4ucne u3andeckme nMons, B KOTOPbIX CBEAEeHMus, CocTaBngawLlme
rocyapCTBEHHYIO TaHy, HAXOAAT CBOe OTobpaxeHue B Buae cumBosnos, ob6pasoB, CUrHamoB.,
TEXHUYECKUX peLleHnn n npoueccor™(19).

MpumeyaHue

Tak Kak no cBOen Npupoae CBeAeHUd, COCTaBnsALWME FOCYAAPCTBEHHYIO TanHy, He
OTNNYaTCA OT BCEX OCTalbHbIX CBEAEHUN, TO NPUBEAEHHOE ONpeaeneHNe MOXHO KOPPEKTHO
ncnonb3oBaTh AN NOObIX CBEAEHUN.

YuutbiBaa onpegeneHne noHATMs "mHdopmauunsa”, TepMuH "HocuTenb MHgopmauunn”
MOXHO UCMONb30BaTh B KAYECTBE CMHOHMMA TEPMUHY "HOCUTESNb CBEAEHNN".

O6e3nnMunMBaHue nepcoHanbHbIX [AaHHbIX - AENCTBUS, B peaynbTaTte KOTOpbIX
HEBO3MOXHO OnpefenuTb NPUHAANEXHOCTb NepCOoHanbHbIX AAHHBIX KOHKPETHOMY CyObekTy
nepcoHanbHbIX AaHHbIX*(20).

O6bnapatenb MHdOpMaUUmn - NNLIO, CaMOCTOATENBHO co3aasLuee MHopMaumo nMdo
nosiyymBLlEE Ha OCHOBaHWM 3aKOHa WNU AOroBopa MNpaBoO paspellaTb UM OrpaHnYMBaThb
AOCTYN K Hpopmauun, onpeaensaemon no kakum-nmbo npmsHakam*(21).

Ob6paboTka mnepcoHanbHbIX AaHHbIX - AEACTBUS (Onepauum) ¢ nepcoHanbHbIMU
AaHHbIMW,  BKNtovasi cbop, cucTeMatM3auuio, HaKoMmeHue, XpaHeHue, YTOYHEeHue
(obHOBNEHME, U3MEHEHME), UCMONb30BaHME, pacnpocTpaHeHne (B TOM 4ucne nepepady),
obeanuunBaHne, 6NoKMpoOBaHNE, YHUUTOXEHNE NEPCOHANbHbIX aHHbIX"(22).

ObwenocTtynHble rMepcoHanbHble [AaHHble - NepCoHarnbHble AaHHble, [OCTyn
HEeOrpaHMYeHHOro Kpyra nuL K KOTOpbIM NPeaoCTaBneH C cornacus cydbekta nepcoHanbHbIX
AaHHbIX NN Ha KOTOpble B COOTBETCTBUM C (beeparnbHbIMU 3aKOHaMU He pacnpocTpaHsaeTcs
TpeboBaHne cobnoaeHns KoHpmaeHunanbsHoOCTN (23).

O61beKT nHopmMaTrusaumm - COBOKYNHOCTb MH(POPMALIMOHHBIX PECYPCOB, CPEACTB U
cuctem  obpaboTkm  MHOpMALMKM, UCNOMb3yeMblX B  COOTBETCTBMM C  3a4aHHOM
MHOPMALMOHHON  TEXHOMNOrMen, cpeacts obecneyeHna ob6bekTa MHGOpMaTM3aLU,
nomeLLeHNn nunm ob6bekToB (34aHWN, COOPYXEHWUN, TEXHUYECKUX CPEeOcCTB), B KOTOPbIX OHM



YCTAHOBMEHbI, WNXU NOMelWeHns K ob0beKkTbl, npegHa3HaYeHHble ANna  BeaeHus
KOH(pmnaeHUumanbHbIX neperosopoB®(24).

Oneparop - rocy4apCTBEHHbIA OpraH, MyHMUMMANbHbIA OpraH, pPUaNYeckoe Wunm
duamyeckoe nuULo, opraHusylwme u (Mnm) ocyllecTtensawwme obpaboTKy nepcoHanbHbIX
AaHHbIX, a Takke onpegenswowme uUenn W cogepxaHve 00paboTkn nepcoHanbHbIX
AaHHbIX"(25).

Ony6nukoBaHHble BO3MOXHOCTU MO unu TC - BO3MOXHOCTU, CBEAEHUSA O KOTOPbIX
cogepxatca B OOLLEAOCTYMHbIX OTKPbITbIX WUCTOYHMKaX (TexHuyeckme wn nwobble gpyrve
maTepuanbl paspabotdumka MO wnn TC, moHorpadun, nybnukaumm B CMW, maTtepuansl
KOH(pepeHLM n apyrmx opymos, MHdopMauus ua cetu Internet n 1.4.).

MepcoHanbHble AaHHble - Ntobas MHpopmauusa, OTHOCAWAACA K onpeneneHHoOMy
UnNu onpegenseMoMy Ha OCHOBaHMM TakoW WHdopmauum dusndeckomy nuuy (cybbekTy
nepcoHasnbHbIX AaHHbIX), B TOM 4Yucne ero damunusi, MMs, OTY4eCTBO, rog, Mecsu, gaTta u
MECTO pOXOeHusl, ajpec, CceMenHoe, couuanbHoe, WMYLLECTBEHHOE MOJSIOXEHUe,
obpasoBaHue, npodeccus, goxoabl, opyras nHdopmauma™(26).

Monb3oBartenb - NMUO, Yy4acTBylllee B 3KCnnyataumm Kpuntocpeactsa Wnu
ncnonb3ytoLlee pesynbTatbl €ro PyHKLNOHNPOBAHMS.

MO - nporpammHoe obecneveHune.

PacnpocTtpaHeHMe nepcoHanbHbIX AaHHbIX - JENCTBUSA, HaMNpaBfeHHble Ha
nepegadvy nepcoHarnbHbIX AaHHbIX ONpedesieHHOMY Kpyry nuy (nepegaya nepcoHanbHbIX
AAHHbIX) UM HA O3HAKOMIEHNE C NEePCOHarbHbIMU OAHHBIMW HEOrPaHMYEHHOrO Kpyra nuu, B
TOM 4ucne obHapogoBaHWe MepCoHasbHbIX OAaHHbIX B CPeACcTBax MacCoBOW MHGOpMaumu,
pasmelleHne B WHGPOPMALMOHHO-TENEKOMMYHUKALUMOHHBLIX CETSX WK npefocTaBneHne
A0CTyna K NepcoHanbHbIM AaHHbIM KakuM-nnbo MHbIM cnocobom™(27).

CneumanbHasa 3awmTa - KOMMMEKC OPraHM3aLUMOHHbIX U TEXHUYECKUX MEPONPUSTUN,
obecneunBaroLLMX 3alimMTy UHOPMaUUM OT YTEYKM NO KaHanam MOOOYHbIX W3NYyYEeHUN |
HaBOOK.

Cpena cdyHKkumoHmpoBaHua kpuntocpenctBa (CPK) - COBOKYNHOCTb TEXHNYECKMX U
NporpaMMHbIX  CpPeAcTB, COBMECTHO C  KOTOpbIMM  npegnonaraeTcs  wTaTHoe
PYHKUMOHUPOBAHME KPUNTOCPEACTBA M KOTOPble CMNOCOOHbI MOBAUATL Ha BbINOSIHEHME
npeabsBnseMbiX K KpuntocpeacTsy TpeboBaHu.

CpeAacTBO 3aWmMThl MH(OPMaLMK - TEXHUYECKOE, MPOrpaMMHOe CPeaCTBO, BELLECTBO
n (unun) matepwmarn, npeaHasHavyeHHbIe UNU Ucnonb3yemMble A58 3aWwmTbl MHopmaumm™(28).

CpenctBo BbluucnutenbHon TexHUKUM (CBT) - COBOKyNnHOCTb MpPOrpamMMHbIX W
TEXHUYECKMX JMEMEHTOB CUCTEM 00paboTKM [aHHbIX, CMNOCOOHbLIX (OYHKUMOHMPOBaATb
CaMOCTOATENbLHO UIK B COCTaBe Apyrux cuctem*(29).

TpaHcrpaHM4yHasa nepegaya nepcoHasrbHbIX AaHHbIX - Nepefaya nepcoHarnbHbIX
AaHHbIX onepaTtopoMm 4epe3 [ocyaapCTBeHHyk rpaHuly Poccuinckon ®epepaummn opraHy
BNacTW MHOCTPAHHOrO rocyaapcTea, U3NYECKOMY UIn IopuanyYeckomMy nmuy MHOCTPaHHOro
rocygapctea*®(30).

TC - TexHM4eckoe cpencTBo.

Yrpo3a 6e30nacHOCTU - COBOKYMHOCTb YCINOBUA N (PaKTOPOB, CO34al0LLMX ONACHOCTb
XW3HEHHO BaXXHbIM UHTepecaM NMYHOCTU, obLecTBa u rocygapctea®(31).

Yrpo3a 6e3onmacHOCTM OOBbEKTa - BO3MOXHOE HapyLeHWe XapakTepuUCTUKK
B©esonacHocTn obbekTa.

YHUYTOXKEHMe nepcoHanbHbIX [OaHHbIX - EACTBUSA, B pesynbTate KOTOpbIX
HEBO3MOXHO BOCCTAHOBUTb COAEp)XaHWe MnepcoHarnbHbIX [aHHbIX B  MHAOPMaUMOHHON
CUCTEME NEepPCOHasbHbIX AAaHHbIX UKW B pe3yfnbTaTe KOTOPbIX YHUYTOXAOTCA MaTepuarbHble
HOCUTENWN NEePCOHarbHbIX 4aHHbIX*(32).

YcnewHas aTtaka - aTaka, 4OCTUrLasi CBOEN Lienw.



YpoBeHb Kpuntorpacgpuyeckon 3awmtbl MHOpPMaLUM - COBOKYNMHOCTb TpeboBaHUN,
npeabsBrseMblX K KpUnTocpeacTsy.

Xapakrtepuctuka 6e3onacHocTM obbekTa - TpeboBaHne K 06bEKTY, UMK K YCNOBUAM
ero co3flaHus 1 CyLeCTBOBaHUSA, UK K MHpopmaLumm o6 o6bekTe 1 yCcroBusaX ero co3gaHus un
CYLLIECTBOBAHUSA, BbIMNOMHEHME KOTOPOro Heobxoammo Ana obecnedeHus 3aliMLEeHHOCTU
XW3HEHHO BaXXHbIX UHTEPECOB NIMYHOCTU, ObLLEeCTBa UK rocygapcTea.

LUndpposanbHble (kpunTorpaduyeckne) cpencrea:

a) cpeacTBa wWudpoBaHUA - annapaTHble, MPorpaMMHbIe 1 annapaTHO-NPOrpaMMHble
cpenctBa, CUCTEMbl W KOMMJSIEKChI, peanuaylolue  anroputMbl  Kpuntorpadguyeckoro
npeobpasoBaHus uMHPOPMauUMM W npefHa3HadeHHble ANnA  3awWwuTbl UHOpMauun npu
nepegaye no KaHanam cBs3v 1 (Unv) Ang 3awmTbl MHPOPMaLUUN OT HECAHKLWOHMPOBAHHOIO
aocTtyna npu ee o6paboTke 1 XxpaHeHuu;

0) cpeacTBa MMUTO3ALUUTbI - annapaTHble, nporpaMmHble n
annapaTHO-NporpaMMHble CpeacTBa, CUCTEMbI U KOMMIIEKCHI, peanusyloline anropuTMbl
Kpuntorpadgudeckoro npeobpasoBaHna MHOpMauuM U nNpegHasHayYeHHble ANS 3awumTbl OT
HaBA3bIBaHNA JTOXXHOM MHOpMaLInK;

B) cpeAcTBa 3NMEKTPOHHOM LMpPOBOM nNoAnUCK - annapaTHble, MporpamMmmMHbie U
annapaTHO-NporpaMMHble cpefcTtBa, obecneuymBalolinMe Ha OCHOBE KpunTorpaduyecknx
npeobpasoBaHu peanusauuto XoTa Obl OgHOM U3  criegyrowmx (YHKUMIA: co3gaHue
3MEKTPOHHOMN UMAPOBON MNOAMUCUA C UCMNOSIb30BAHMEM 3aKpPbITOro Kro4a 9NeKTPOHHON
undpoBor noanucu, NOATBEPXKAEHWE C WUCMOSIb30BAHMEM OTKPLITOrO Knk4ya 3N1eKTPOHHOW
LuMcpoBon NoanNMCU NOANMHHOCTU 3MEKTPOHHOMN LMPOBOM NOANUCU, CO3LaHNE 3aKPbITbIX U
OTKPbITbIX KITHO4EN INIEKTPOHHOM LIMPOBON NOANUCH;

r) cpeacTBa KOAUPOBaHUA - CPeACTBa, peanuayroLiue anropuTmbl
KpunTtorpaguyeckoro npeobpasoBaHus NHopMauun C BbIMOSIHEHNEM yacTtu
npeobpasoBaHusa MyTEM PYYHbIX Oonepaumi UM C UCNOSIb30BaHMEM aBTOMATU3NPOBAHHbIX
CpeacTB Ha OCHOBE Takux onepauui;

[) cpeacTBa M3roTOBMEHUS KIOYEBbLIX AOKYMEHTOB (He3aBUMCMMO OT BuAa HOCUTENS
KNYeBon Hdopmauun);

e) KfnoyeBble  OOKYMEHTbl  (Hes3aBMCMMO  OT  BuAa  HOCUTENHA  KITHOYEBOW
nHpopmauun)*(33).

2 OCHOBHbIe NONoOXeHus

2.1. Pabotbl no obecnevyeHntdo C MNOMOLLBID KpunTocpeactBs 6GesonacHocTu
nepcoHanbHbIX AaHHbIX Npu Ux 0bpaboTke B MHEAOPMALMOHHBIX CUCTEMAX MEePCOHarnbHbIX
AaHHbIX C UCMONb30BaHMEM CpeAcTB aBToMaTu3auuun (ganee - MHGPOpPMaUMOHHas cuctema)
NpPoBOAATCS B COOTBETCTBUM CO CreAYHOLLMMN OCHOBHBIMU AOKYMEHTaMMU:

- ®epepanbHbin 3akoH oT 27 wona 2006 roga N 149-03 "O6 wHdopmaumu,
MHGOPMALMOHHBIX TEXHOMOMAX N 0 3alumnTe nHpopmaymn”;

- ®epepanbHbin 3akoH oT 27 nionga 2006 roga N 152-d3 "O nepcoHanbHbIX AaHHbIX";

- [MonoxeHne 06 obecneyeHun 6e30MaCHOCTU MEPCOHArNbHbIX AaHHbIX MNPU  UX
o6paboTke B WHMOPMALMOHHbLIX CUCTEMAX MepCoHasnbHbIX AaHHbIX, YTBEPXAEHHOEe
noctaHoBrneHvem lMNpasutenbctBa Poccunckon depepauun ot 17 Hos6ps 2007 roga N 781
(oanee - lNonoxeHwue);

- Mopsgok npoBeageHnsa knaccudukaumm MHGOPMALUMOHHBIX CUCTEM MNEPCOHANbHbIX
AaHHbIX, yTBepxaeHHbin npukazom OCTIK Poccun, ®CB Poccun n MuHuHGOpMCBA3K
Poccun ot 13 dpeBpana 2008 roga N 55/86/20 (3apeructpmposaH MwuHioctom Poccun 3
anpens 2008 roga, pernctpaumoHHbii N 11462) (nanee - Nopsgok);
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- [lonoxeHne o paspaboTke, NPOU3BOACTBE, peanu3aumm Wn 3Kcnayataumm
WwmnpoBanbHbIX  (KkpunTorpaduyecknx) cpeacrts  3awutbl  UHopmMauun  ([MonoxeHue
MK3-2005), yteBepxaeHHoe npukaszom PCB Poccum ot 9 despana 2005 roga N 66
(3apeructpupoBaH MuHioctom Poccum 3 mapta 2005 roaga, permctpaunoHHsin N 6382);

- Twnosble TpeboBaHMss MO opraHusaumm un obecneyvyeHnto QYHKLMOHMPOBAHNSA
WwudpoBanbHbiX  (KpunTorpaduyecknx) CpeacTs, NpefHasHa4YeHHbIX AN 3aluThl
WHpopMauuKn, He coaepxallen CBeOeHUN, COCTaBNAKLWMX TFOCYAAapCTBEHHYIO TaWHy, B
crny4ae unx ucnonb3oBaHus Ang obecnevyeHms 6€30NacHOCTM NepPCoHarnbHbIX JaHHbIX NPU UX
o6paboTke B MHMOPMALMOHHBLIX CUCTEMax nepcoHanbHbIX AaHHbiX (PCB  Poccuw,
N 149/6/6-622, 2008);

- HacTodawme MeTogmyeckne pekoMmeHaaunm.

2.2. B cootBeTcTBUM C . 2 NonoxeHna 6e30nacHOCTb NEPCOHarbHbIX AaHHbIX MPU UX
00paboTke B MH(POPMALMOHHBIX cucTeMax obecnevymBaeTcsl C NMOMOLLLIO CUCTEMbI 3aLLUTbI
nepcoHasnbHbIX [OaHHbIX, BKMOYaKOLWeENn OpraHM3auuoHHble Mepbl U cpeacTsBa  3allUThl
UHopMmauumn (B TOM uYucne wundposasnbHble (Kpuntorpaduyeckne) cpencrtea, cpeacTtsa
npegoTBpaLleHns HeCaHKUMOHUPOBAHHOIO A0CTyna, yTeuykn MHopMaumm no TeXHUYECKUM
KaHanam, nporpamMHO-TEXHUYECKMX BO3OENCTBUN Ha TexHuMdeckne cpeactBa o06paboTku
nepcoHanbHblX AaHHbIX), a Takke UuCrnonb3yeMble B WHMOPMAUMOHHOW cucTteme
WH(POPMALMNOHHBbIE  TEXHOMOrMKU. TexHW4yeckme W nporpaMMHble CpeacTBa  [OMKHbI
yOOBMNEeTBOPATbL YCTaHaBNMBaeMblM B COOTBETCTBMM C 3aKoHOLATenbCTBOM Poccumnckon
depepaummn TpeboBaHuAM, obecneunBaoLMM 3amTy MHGPOPMaLUN.

2.3. B cootBeTtctBMM C n. 12 [lonoxeHna HeobxoammbiM ycrnoBmem paspaboTku
CUCTEMbI 3alinTbl MNEPCOHarbHbIX AaHHbIX ABRseTca QOpMMPOBaHME MOAOENU Yrpos3
©e30nacHOCTM NepcoHanbHbIX AaHHbIX (fanee - MoAesnb yrpos).

Kpome atoro, B cootBeTctBuM C . 16 [llopsagka mogenb yrpo3 Heobxoguma nns
onpegeneHus Knacca cneymasnbHOM NHRPOPMALMOHHON CUCTEMBI.

2.4. Mopgenb yrpo3 opmMmupyeTcss U yTBepXOaeTca onepatopoM B COOTBETCTBUU C
METOAMYECKMMM  OOKYMEeHTaMu, pas3paboTaHHbIMM B COOTBETCTBUM C  MYHKTOM 2
noctaHoBneHus MNpasutensctBa Poccuiickon degepaumm ot 17 Hosbps 2007 r. N 781 "O6
yTBepxaeHun onoxeHns o6 obecnedyeHnn 6e30MacHOCTU NEepPCOHarbHbIX OAaHHbIX NPU KX
006paboTke B MH(POPMALIMOHHBIX CUCTEMAX NePCOHasbHbIX AaHHbIX"*(34).

B cnyyae obecnedeHus 6e3onacHOCTM MepcoHarnbHbIX AaHHbIX 6€3 Ucnonb3oBaHus
KpunTocpeacTs npu ooOpMMpPOBaHNN MOAENN Yrpo3 UCMOMb3YTCA METOANYECKME AOKYMEHTDI
®CTIK Poccum.

B cnyyae onpegeneHna onepatopoMm HeobxoguMmoctn obecnedvyeHuss 6e3onacHoOCTU
nepcoHasnbHbIX OaHHbIX C WCMONb30BaHMEM KPUMNTOCPEACTB Npu (POPMUPOBAHUN MOAOENM
yrpo3 ucnonb3ylTcsa meTogudeckne pokymeHtel OCTOK Poccum wn HacTosilwme
MeToanyeckme pekomeHgaumn. MNpu aTom M3 ABYX cogepxawmxca B fokymeHtax GCTIK
Poccun n Metoamyeckux pekomeHgaumsix OaHOTUMHBIX Yrpo3 BblibupaeTcs 6onee onacHas.

Mo cornacoBanuio ¢ CTIK Poccun n ®CB Poccun ponyckaetca opMmpoBaHue
MOZENN yrpo3 TONbKO HA OCHOBAHUM HacTosAWwmx MeToamyecknx pekoMmeHaaumn.

Mpn obecnevyeHnn Ge3onacHOCTM MEepPCOHanbHbIX AaHHbIX npu  obpaboTke B
MH(POPMALMOHHBIX CUCTEMAax, OTHeCeHHbIX K komneteHumn PCB Poccum, mogenu yrpos
OPMUPYOTCSA TONBKO HA OCHOBaHUKM HacTosWwmMx MeToanveckmx pekomeHaaumin.

2.5. B cnyyae wucnonb3oBaHusi B MHOPMALMOHHOW CUCTEME KPUMTOCPEACTB MpU
HeobxooMMOCTN K hOPMUPOBAHMIO MOAENWN Yrpo3 MOryT npusnekatbcs nuueHanaTtel PCH
Poccun, gaBnsowmecs paspabotymkamu  KpUNToCcpeacTB WM cneumann3npoBaHHbIMU
opraHusauusamu, NpoBOAALMMU TEMATUYECKME UCCNenOoBaHNSA KpUNTOCPEACTB.

2.6. Mogenb yrpo3 MmoxeT 6bITb NnepecMoTpeHa:

- NO peLleHu0 onepaTopa Ha OCHOBE MNepuoauyeckM MpoBOAUMBIX UM aHanmsa u
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OLEHKN yrpo3 6e30macHOCTU MepcoHanbHbIX AaHHbIX C Yy4eTOM OcobeHHocTern un (Mnn)
N3MEHEHNN KOHKPETHON MH(POPMaLVOHHOW CUCTEMDI;

- No pes3ynbTatam MepOonpuUATUA MO KOHTPOMK 3a BbINOMHEHWEM TpeboBaHuM K
obecneyveHnto 6e3onacHOCTN NepcoHanbHbIX AaHHbIX Npy X 0bpaboTke B MHGOPMALMOHHOM
cucteme.

3 MeTtogonorus cdopmmpoBaHus moaenum yrpos

3.1 O6bwwme npMHUMNbI

PaspaboTka mogenu yrpo3 gomkHa 6asnpoBaTbCs Ha Crie4yoLwmx NnpuHUMnax:

1) Be3onacHOCTb MNepcoHarnbHbIX AaHHbIX Npu MX obpaboTke B MHMOOPMALMOHHBLIX
cuctemax obecneymBaeTca C MOMOLLBK CUCTEMbI 3alMTbl NMEPCOHanNbHbIX AaHHbIX (M. 2.2
MeToamyeckmx pekomeHgauunn).

2)Mpn  dopmupoBaHun Mogenn Yyrpo3 HeobxoguMMO Yy4uuTbiBaTb KaK Yrposbl,
OCYLLIeCTBIEHME KOTOPbIX HapyLaeT 6e30nacHOCTb NepcoHarnbHbIX AaHHbIX (danee - npamas
yrposa), Tak W yrposbl, co3garolme YCroBus Ons NOSIBNEHUS NpsiMbiX yrpo3 (ganee -
KOCBEHHbIE Yrpo3bl) UM KOCBEHHbIX Yrpo3.

3) NMepcoHanbHble OaHHble obpabaTbiBalOTCA W XpPaHATCA B MHGOPMaLMOHHOMN
CUCTEME C UCMNONb30BaHNEM onpeaeneHHbIX MHPOPMALMOHHBIX TEXHOTOMMA U TEXHUYECKUX
CPeACTB, NOPOXAAloLWMX 0OBbEKTbI 3aLLUNTbI PA3NIMYHOIO YPOBHS, aTakn Ha KOTOpble co3gatoT
NpsiMble U KOCBEHHbIE Yrpo3bl 3aliuLaeMon nHopmauuu.

4) KpuntocpeacTtBo  WTATHO  (PYHKUMOHMPYET COBMECTHO C  TEXHUYECKUMU U
NporpaMMHbIMKU  CpPeACTBaMW,  KOTOpble  CNOCOOHbI  MOBMUATbL  Ha  BbIMOMHEHME
npeaobsiBNsemMblx K  Kpuntocpeactsy TpeboBaHMi w KoTopble  obpasyloT  cpeay
dyHKUMOHMpoBaHus kpuntocpeacTtea (COK).

5) Cuctema 3awmTbl MNEpPCOHanbHbIX [OaHHbIX He MoXeT obecneynTb 3awuTy
MHdOpMaUUKM OT AENCTBUM, BbIMOMHAEMbIX B pamMKax NpeaocTaBrieHHbIX CyObeKTy AEeNCTBUIA
NMONIHOMOYMI (Hanpumep, KPUNTOCPEACTBO HE MOXET obecneunTb 3awuTy MHOpMauuMuM OT
pacKkpbITUS NMLaMKn, KOTOPbIM NPeOCTaBeHo NpPaBo Ha AOCTYN K 3TON nHopmauun).

6) HapywuTtenb MoOXeT OeWcTBOBaTb Ha pasfnU4HbIX 3Tanax >XM3HEHHOro UMKna
Kpuntocpeactea n COK (nog aTMMM dTanamum B HACTOSALWEM [OOKYMEHTE MNOHUMAKTCS
pa3paboTka, nNPOM3BOACTBO, XpaHeHue, TPaHCNOPTUPOBKA, BBOL B 3KCMyaTauuto,
aKcnnyaTauusa NnporpaMmMHbIX U TEXHUYECKNX CpeacTB kpuntocpeacTtea u COK).

7) Onsa obecneyeHns 6Ge30nacHOCTM MepCoHarbHbIX AaHHbIX Npu ux obpaboTke B
MH(POPMALMOHHBIX CUCTEMAX LOMKHbI MCNOMb30BaTbCs CEPTUMULMPOBAHHbBIE B CUCTEME
ceptupukauun SCHE Poccumn  (UmMetowme NOMOXUTESNbHOE — 3aKIloYeHME  AKCMEPTHOM
opraHusauum O COOTBETCTBUM TpeboBaHMAM HOPMATMBHLIX OOKYMEHTOB no 6e3onacHocTu
NMHpopmauun) KpMNToCpeaCcTBa.

B cnyyae oTcyTCcTBUS rOTOBBIX CEPTURULMPOBAHHBIX KPUNTOCPEACTB, PYHKLNOHANBHO
npurogHbix onst obecneyeHms 6e30nNacHOCTM NEepPCOHanbHbIX AaHHbIX Npyu ux obpaboTke B
KOHKPETHOW WH(OPMAUMOHHOM CUCTEMEe, Ha JTane aBaHMpoeKkTa WM 3CKU3HOro
(3CKM3HO-TEXHMYECKOr0) nNpoekTa paspaboTynMkoM MHEAOPMALMOHHOM CUCTEMbI C ydacTuem
onepatopa v npegnonaraemMoro paspaboTumka KpunTocpeacTBa rotoButca ob6ocHoBaHWE
LenecoobpasHoCcTn pa3paboTku HOBOro TUNa KpUNTOCpeacTBa 1 onpeaensatTca TpedoBaHns
K ero oyHKUMOHanbHbIM CBOMCTBAM.

PaspaboTka HOBOro Tuna KpuNTOCPeACTBa OCYLIECTBMSETCS B COOTBETCTBUU C
MonoxeHnem MNK3-2005.
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PasnuyaloT Moaernb yrpo3 BEPXHEro YpoBHS 1 AeTannsampoBaHHY0 MoAerb Yrpoa.

Mopenb yrpo3 BEpXHEro ypoBHSI npefHasHayeHa AOnsi onpefeneHust XapakTepucTuk
6e3onacHOCTM 3alWMWAeMbliX MNEpPCOHanbHbIX AaHHbIX W OPYrMX OOBLEKTOB  3alUUThI
(npyHuMnbI 2 1 3). 3OTa Mogenb Takke oOnpedensieT WCXOAHble [OaHHble Ans
AeTann3MpoBaHHON MOAEnu yrpos.

[eTtanusvpoBaHHas MoAenb Yrpo3 npedHa3HadeHa Ans onpepeneHust Tpebyemoro
YPOBHS1 KpUNTOrpadUyecKkon 3allmnThI.

3.2 MeTtopgonorua coopmMupoBaHUAa Moaenun yrpo3 BepxXHero ypoBHA

dopmMmpoBaHMe Moaenun yrpo3 BEPXHErO YPOBHSA OCYLLECTBNAETCA Ha aTane cbopa u
aHanm3a WUCXOAHbIX AaHHbIX MO  WH(OPMAUMOHHOM CcuUcTeMe B COOTBETCTBMM C
yCTaHOBMEHHbIM [lopsagkom.

[na npaBunbHOro onpegeneHust KpUNTocpeacTB, HeobxoauMmblix Ans obecneyeHus
6e30nacHOCTM MepCOHarnbHbIX AAHHbIX, AOMOMHUTENBHO K AAHHOMY 3Tany npeabABnAlTCA
cnegyouwmne TpeboBaHus.

OnpeneneHMe ycn03m7| co3gaHunA N UcnoJib3oBaHUA NepCcoHalbHbIX AAHHbIX

[omKHbl ObITb ONMUCaHbl YCIOBUS CO34aHNSA U UCMONb30BaHNS NEPCOHAnNbHbIX AAHHbIX.
[ns aToro onpeaensaTCs:

- cyObeKThI, co3aatoLme nepcoHanbHble AaHHbIe (B KAYeCcTBE Takoro cybbekta MoxeT
BbICTyNaTb NULO WNKM ero npeactaBuTenb B BUAE MNPOrpaMMHOIO WM  TEXHUYECKOro
cpencrtea);

- CyOBbeKTbl, KOTOPbIM NEPCOHarnbHbIE AaHHble NpeAHa3HauYeHbl;

- NpaBuna gocTtyna K 3almwaemon nHdopmaumu,

- WH(OpMAaUMOHHbIE TexHomnormn, 6a3bl  OaHHbIX, TexXHU4Yeckne CpPeacTBa,
ncnonb3yemble Ansa co3gaHusa n o06paboTkn NepcoHanbHbIX AaHHbIX;

- ucnonb3yemble B Mpouecce COo3daHust U UCMOSMb30BaHMA MEepPCOHanbHbIX AaHHbIX
00beKTbl, KOTOpble MOryT ObiTb O6beKkTamu yrpos, co3garoMMin yCrnoBusa ANs NOsIBIIEHUSN
Yyrpo3 nepcoHanbHbIM OaHHbIM. Takoro poga obbektamum MoOryT ObiTb, Hanpumep,
TEXHUYECKNE M NporpaMmMHbIE CpeacTaa.

CteneHb [peTtanu3auuMm oOnNucaHWA [OOMMKHA OblTb AOCTATOYHOM ANS BbIMNOSIHEHUSA
ocTanbHbIX TpeboBaHun K aTany cbopa M aHanM3a UCXOOHbIX AAaHHbIX MO MHAOPMALMOHHOM
cucteme.

OnucaHue ¢hopm NpeacTaBneHusi NepcoHanbHbIX AAHHbIX

[MepcoHanbHble AaHHble WMEKT pasnuyHble Qopmbl  npeacTaBneHus (popmbl
dukcauumn) ¢ y4eToMm UCMNONb3yeMbiX B WH(POPMALMOHHON cucTemMe WHEHPOPMALMOHHbIX
TEXHOSIOMMM N TEXHUYECKUX CPEeaCTB.

Heobxogumo paTtb onucaHve 9Tux opm npeacrasneHms (popm  dumkcaumm)
nepcoHanbHbIX AaHHbIX. K Takum hopmam oTHocATCA ob6ractu onepaTtMBHOW NaMAaTn, anssl,
3anucu 6a3 gaHHbIX, NOYTOBbLIE OTNPABMAEHUS U T.4.

OnucaHue nHcgpopmaymm, conyTCcTBYHLLEN NpoLeccam Co34aHMA U UCNONb30BaHUSA
nepCcoHanbHbIX AAHHbIX



Ha ocHoBe aHanusa ycnosuint co3gaHUs U UCMOSIb30BaHWUS NepCOHarbHbIX OaHHbIX
AomkHa ObITb onpegeneHa uMHdOpMauMs, CONyTCTBYKOLWAA MpoueccaMm Cco3fgaHus w
MCNONb30BaHMUS MNepcoHanbHbliX AaHHbIX. [lpyn 3TOM npeacTaBnseT MHTepec TOSbKO Ta
NMHpopmauus, KoTopas MOXET OblTb 06BbEKTOM Yrpo3 u NnoTpebyeT 3alumThbl.

K ykazaHHOM MHGOpMaLnK, B YaCTHOCTU, OTHOCUTCS:

- KNtoYeBad, ayTeHTMMLmMpyowas 1 naposibHaa nHopMauusa KpunTocpeacTsa;

- KpunTorpaduyeckn onacHas nHpopmauma (KOW);

- KOH(pUrypaumoHHasa nHpopmaums;

- ynpaensowas nHpopmauus;

- NHbopMaUnA B INEKTPOHHbLIX XXypHanax pernctpaumu;

- nobOYHble curHanbl, KOTOpble BO3HUKAT B npouecce YHKLMOHMPOBAHNS
TEXHUYECKUX CPEeLCTB U B KOTOPbIX MOSMIHOCTBID UM YaCTUYHO OTpaXaltTcs nepcoHarnbHble
AaHHble Unu apyrasa 3awmwaemMas MtHgopmMaums;

- pesepBHble KonNuUM annoB C 3awmwiaemMon uHGoOpMauuen, KoTopble MOoryT
co3gaBaTbCs B npouecce 06paboTkun aTnx hannos;

- ocTaTto4yHas MHdopmaums Ha HoCUTensiX MHopMauuu.

B Tex cnyyasx, korga mogernb yrpo3 paspabaTbiBaetca nuuamu, He ABRSOWUMUCA
cneunanuctamm B obnactu  3aWwuTbl  UMHOPMaUUKW, pPeKoMeHOyeTCA OrpaHUYnTbCA
npuBedeHHbIMU Bbille npumepamMu MHGOPMaLnnM, CONyTCTBYIOLLEN MpoueccaM Cco3faHus U
NCNONb30BaHMS NEePCOHarbHbIX AAaHHbIX.

Paspabotumkun mogenu yrpos - cneumnanuctbl B obnactu s3awuTsl MHPoOpMaumm mMoryT
YTOYHUTb YKa3aHHbIN Bbllle nepeyvyeHb MHdopmaumm, ConyTCTBYHOLWEN npoLeccam co3fgaHus u
NCNONb30BaHMSA NEepPCOHarbHbIX OAaHHbIX, C NPUBEAEHMEM COOTBETCTBYHOLLMX OOOCHOBaHUN.
PekomeHagyeTcs ykazaHHOe YyTOYHEHWe fenaTtb TOSbKO B criydyae HeobxoanmocTu pa3paboTku
HOBOrO TUNa KpMNTOCPEACTBA.

YTOYHEHME nepeyHs WHgopMauuKn, COMyTCTBYKOLWLEN MpoueccaM Co3gaHus WU
NCNOSb30BaHMSA NePCOHarnbHbIX AAHHbIX, AOSPKHO OCYLLECTBASATLCA NyTEM:

- UCKITIOYEHMST TUMOB paccMaTpuBaeMon MHPOPMaLMN U3 YKa3aHHOrO Bbille NepeydHs,
KOoTopble SABNSAKOTCA M3ObITOYHBIMW B CUMY CHNEUUPUKN KOHKPETHOM MHEOPMALMOHHOM
CUCTEMBI;

- KOHKpeTu3auum u p[peTtanu3aumm He UCKMYEHHbIX TUMOB paccMaTpvBaemMon
NMHOPMaUUKN C yH4ETOM KOHKPETHbIX YCNOBUIA SKCNNyaTaunm NHPOPMaLNOHHOM CUCTEMBI;

- ONMCaHUA TUMNOB paccMaTpmBaeMon WHGOpMauUKN, He yKasaHHbIX B NPUBESEHHOM
BblLLE NepeyHe.

OnpepgeneHne xapakTepucTUK 6esonacHocTu

Heobxoanmo onpenenutb XapakTepuctvkm 6e30nacHOCTU He TOMbKO NepCOHarbHbIX
AaHHbIX, HO N XapakTepuUCTUKM BGe3onacHOCTU BCeX OOBbEKTOB, KOTOpble ObinM onpeneneHbl
Kak BO3MOXHble 0ObeKTbI yrpo3.

OCHOBHbIMM  (KnNaccuyeckumMu)  XapaktepucTukamm  6es3onacHoCTU  ABMSKOTCH
KOH(MAEHUMANBbHOCTb, LEeNOCTHOCTb U LOCTYMNHOCTb.

B pononHeHve K nepeyncrneHHbIM Bbllle OCHOBHbIM XapakTepuctukam 6e3onacHoCcTm
MOryT paccmaTpuBaTbCs TakKe U Opyrve XapaktepucTukm 6esonacHoctu. B uvactHocTh, K
TakMM XapakKTepucTukaM OTHOCATCA HeoTkalyeMocTb*(35), yyeTHoCTb*(36) (MHOroa B
KayecTBe CUMHOHMMA MWCNOMb3yeTca TEepMUH "MOOKOHTPONbHOCTL"), ayTEHTUYHOCTL*(37)
(vHorga B KayecTBe CUMHOHMMA MCMNONb3yeTcd TepMUH "OOCTOBEPHOCTL") M afdeKkBaTHOCTb
*(38).



[MprBeaEHHbIN CNNCOK XapakTepucTuk 6e30nacHOCTM He SBMSETCA MCHEpPMbIBAOLMM.
Bo3amoxxHOCTb 60nbLIOrO 4ucra XapakTepucTuk 6Ge3onacHOCTU KpoeTcs B onpeaeneHun
NOHATUA "XapakTepucTnka 6esonacHocTn obbekTa™

"xapaktepucTtuka 6esonacHocTn obbekta - TpeboBaHne K OOBEKTY, UMK K YCNOBUSIM
€ro co3fiaHus 1 CyLeCTBOBaHUSA, U K MHpopmauumn o6 o6beKTE 1 YCIOBUSAX ero CO34aHus U
CYLLIeCTBOBaHUSA, BbIMNOMHEHME KOTOPOro Heobxoammo aAna obecnedyeHus 3allmLLEeHHOCTU
XM3HEHHO BaXKHbIX MHTEPECOB NIMYHOCTYN, obLLecTBa unn rocygapcrea”.

Kak npaBuro, ycnosusa cosgaHusa n CyLecTBOBaHUA pearibHbIX 00beKTOB AOCTaTOYHO
CMNOXHbI U, KaK CneacTeme, K HAM MOXHO NpeabsiBUTb AOCTAaTOMHO MHOIO CaMbIX PasfinyHbIX
TpeboBaHWi.

Tak kak yrposa 6e3onacHOCTM OObEKTa - BO3MOXHOE HapyLlEeHWEe XapaKTepUCTUKU
BGe3onacHocTM o0ObekTa, TO MNepedYeHb BCEX XapakTepuctuk 6e3onacHOCTM Ans  BCeX
BO3MOXHbIX 0OBEKTOB Yrpo3, Mo CyTu, onpegenseT MOAenb Yrpo3 BEPXHErO YPOBHS.

Hanpumep, ecnn B IHOpPMaLMOHHOM cucTeme TpebyeTtca obecneunTb TONbKO 3almTy
OT YHUYTOXEHUS, LIENOCTHOCTb M AOCTYNHOCTb 3aluwaemMon uHdopmaumm (B KadecTBe
BO3MOXHOI0  nNpumMepa  TakoM  MH(OPMALMOHHOM  CUCTEMbI  MOXHO  MPUBECTU
WHPOPMALUMNOHHYKDO  CUCTEMY  LUKOMBHOrO  yyuTend, cogepxailyio  obuwenocTyrnHble
nepcoHanbHble [daHHble Yy4yallmMxcs), TO MoAenb Yrpo3 BepXHEro YPOBHA COOEPXMUT
cnefyownn nepeyeHs yrpoas:

- Yrpo3a YHUYTOXEHUS 3alLmLaemMomn nHdopmaumm,

- Yrpo3a HapyLleHUs LenoCTHOCTH 3awuaeMon nHdopmMmauuu;

- Yrpo3a HapyLeHna OCTYNHOCTM 3almiaeMon nHpopmarmm.

3.3 MeTtoponorusa popmMupoBaHuA AeTanu3npoBaHHON Modenu yrpos

CornacHo npuBegeHHomy B 3akoHe Poccuinckon Pepepaumm "O 6esonacHocTn"
onpegeneHuto noHaTus "yrposa 6GesonacHocTn", HeobxoguMmo onpenenuTb COBOKYNMHOCTb
yCrnoBui M (QakTOpPOB, CO34alOLMX OMACHOCTb HapyLUEHUS1 XapakTepucTuk 6esonacHoCTu
BO3MOXHbIX OOBEKTOB yrpo3. 3TO M eCcTb cogepxaHue paboT no  co3gaHuto
AeTanM3npoBaHHOW MOAENM Yrpo3.

MoOXHO npuBECTM MpuMepbl, Koraa LenecoobpasHo co3gaHue Moaenen yrpos
HECKOSbKMX YPOBHEN AeTanu3aumn.

OueBnOHBIM MPUMEPOM MOXET CINYXWUTb OOBEKT yrpo3, NPeacTaBsSOWNA CNOXHYHO
TeppuTopmnanbHO pacnpeaeneHHyo aBTOMaTU3NPOBAHHYKD CUCTEMY, AJI1 KOTOPOW YCroBUS
PYHKUMOHNPOBAHMS  Pa3NUYHbIX COCTaBHbIX YacTeh CUCTEMbl MOIYT  CYyLECTBEHHO
pasnuyatbes. [lpy aHanu3e TakoM CUCTEMbI, Kak MNpaBwUIO, WCMNOMb3yeTcs NpuHUMN
JEeKOMMNo3nLUuM crnoXxHoro oobbekTa. Ecnu ke cocTaBHble 4acTu cUCTEMbl Takke BecbMa
CNOXHbI, TO X aHann3 cHoBa NoTpebyeT MCNOoNb30BaHNE NPUHLMNA EKOMMO3NLINN CIIOXHOTO
obbekta. B paccmatpuBaemom cnydae uenecoobpasHo co3gaHue Mmogenen yrpos ans
Kaxkgoro obbekTa, nonyyarLwerocs B npouecce AeKOMMNO3NLMMN.

Mpwn onpeneneHnmn yrpo3 6e3onacHOCTM obbekTa crneayeT pasnuyathb:

- Yrpo3bl, HE SABMSOLMECS aTaKoMW;

- aTaku.

PekomeHayeTca uMCnonb3oBaTb CReAylLWyl CTPYKTYpY Yrpo3, He SBMSHOLWMXCS
aTtakamu:

- Yyrpo3bl, He CBfA3a@HHble C [AEATENbHOCTbIO 4YenoBeKka: CTUXWMHble GeacTBua u
NPUPoOAHbIE SABMAEHNS (3EMINETPSCEHNSA, HABOOHEHWS, YparaHbl 1 T.4.);

- Yrpo3bl COLManbHO-MOMUTUYECKOrOo Xapakrtepa: 3abacToBku, caboTax, nokasbHble
KOHMIUKTBI U T.4.;
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- ownboYHble OencTBUS U (MNKN) HapyleHuUss TeX WM MHbIX TpeboBaHui nuuamu,
CaHKLUMOHUPOBAHO B3aMMOOENCTBYHOLMMM C BO3MOXHbIMKM ObbekTamu yrpos. Ecnu,
Hanpumep, B KadecTBe oObekTa yrpo3 BbICTyNaeT aBTOMATU3MPOBAHHAA cuUCTeMa B
3awmieHHom mucnonHeHnn (AC3U), To K Takmm OEeNCTBUSIM U HapyLUEHUsIM, B 4aCTHOCTW,
OTHOCATCS:

O HenpeayMbILIEHHOE UCKaXKeHWe UNun yaaneHue nporpaMmMmHbix komnoHeHToB AC3WU;

O BHeZpEHMe N UCMOSNb30BaHNE HEYYTEHHbIX NPOrpamm;

O WrHOPMPOBAHWE OpPraHU3auWOHHbIX OrpaHMyeHun (YyCTaHOBMEHHbIX MpaBurl) npu
paboTe ¢ pecypcamm AC3W, Bkntovasi cpeacTtsea 3almTbl Hpopmauun. B yacTtHocTu:

- HapyLUleHWe NpaBuI XxpaHeHNs NHoOpMaLUnn orpaHNYEHHOro A4OCTyNna, NCNOoSb3yeMoun
npu aKcnsyatauuu cpencts 3awuTbl MHGopMauum (B YaCTHOCTU, KITHOYEBOMW, MApPOSIbHON U
ayTeHTUUUMpYyoLen nHgopmaummn);

- NpegocTaBneHne NOCTOPOHHUM NMLAaM BO3MOXHOCTU AOCTynNa K cpeacTBam 3aliuThbl
MHopmauuK, a TaKke K TeXHUYECKUM U NPOrpaMMHbIM CpeacTBam, CNOCOBHbIM NOBANATL Ha
BbIMOSIHEHNE NPeabsBsSeMbIX K cpecTBaM 3alunTbl UHopMauumn TpeboBaHui;

- HacTpomka W KOHUrypupoBaHWe CcpeactB 3awutbl MHoOpMauum, a TaKke
TEXHUYECKMX U  NPOrpamMMHbIX CPeACTB, CMOCOOHbLIX MNOBMUATL Ha  BbINOJSTHEHUE
npegbsBnsemMblX K CcpeactBaMm  3awuTbl  MHGoOpMaumm TpeboBaHUW, B HapylleHue
HOPMATUBHbIX N TEXHUYECKMUX AOKYMEHTOB;

- HecoobueHne o akTtax yTpaTbl, KOMAOPOMETAUUW KIHOYEBOW, MNAPOSIbHOM W
ayTeHTUuuupyowen nHhopmaumm, a TaKke nbon gpyron MHGOpPMaLMM OrpaHUYEHHOro
poctyna.

- YrpO3bl TEXHOTEHHOMO XapakTepa, OCHOBHbIMU N3 KOTOPbIX ABMNAOTCS:

O aBapuu (OTKMOYEHME INEKTPONUTaHUS, CUCTEMbl 3a3eMileHUs, paspyLleHne
NHXEHEPHbIX COOPYXXEHUN U T.4.);

O HeucnpaBHOCTK, cbon annapaTHbIX CPEeACTB, HECTabULHOCTb NapamMeTpPOB CUCTEMbI
3NEKTPONUTaHWs, 3a3eMSieHns U T.4.;

O NOMEXM 1 HaBoOKW, NpuBoasLmne K cbosim B paboTe annapaTHbIX CPEACTB.

CnegyeT OTMeTUTb, YTO, Kak NpaBuso, 3awmTa OT Yrpo3, He ABNSALWUXCA aTakamu, B
OCHOBHOM  pernamMeHTUpyeTcss WHCTPYKUMAMU, pa3paboTaHHbIMW U YTBEPXAEHHbIMU
onepatopamMn C Yy4eToM OCOBEHHOCTeEN aKcnnyaTaumm WHAGOPMALMOHHBIX CUCTEM U
AENCTBYOLLLEN HOPMATUBHOW 6a3bl.

Kak nokasan M1MpoBOM M OTEYECTBEHHBIN OMbIT, aTakn ABASTCA Hanboree onacHbIMU
yrpo3ammn (470 OOYCNOBNEHO WX TWATENbHOW MOArOTOBKOW, CKPbITHOCTBIO NPOBEAEHUS,
ueneHanpaBneHHbIM BbIDOPOM 00BHLEKTOB U Lienen aTak).

ATakn roToBATCA U NPOBOAATCA HapyLuTenem, fnpuyeM BO3MOXHOCTU NpoBeneHUs
aTtak o6ycnoBfieHbl BO3MOXHOCTAMM  Hapywwutens. WHbiMu cnoBamMu, KOHKpPETHbIe
BO3MOXHOCTU HapyLuMTensa onpeaenstoT KOHKPEeTHble aTaku, KOTOpble MOXEeT MNpoBecTu
HapyLmTenb.

Ho Torga c yyeTom onpegeneHusi noHATUS "Modenb Hapywutensa" Bce BO3MOXHbIe
aTaku onpeaensitoTca MOAENbI0 HapyLUMTENS.

Mogenb HapywwuTens TeCHO CBfA3aHa C MOAEenbk Yrpo3 WU, No CyTu, SBMSeTCH ee
YacTblo. CMbICNIOBbLIE OTHOLLEHUS MEXAy HUMW cregywowme. B mogenu yrpo3 cogepuTcs
MaKkCMManbHO MOfIHOEe onucaHuve yrpo3 6esonacHocTn ob6bekta. Mopgenb HapywuTens
COOEPXUT OnmncaHue NpeanosioKEeHUs O BO3MOXHOCTAX HapyLUUTENS, KOTOPble OH MOXEeT
nucnonb3oBatb ANA pas3paboTkm U NpoBedeHUs aTak, a Takke 00 OrpaHuMyeHusax Ha 3Tu
BO3MOXHOCTH.

3.4 MeTtogonorusa ¢popmmpoBaHus Moaenu HapywmTens



CornacHo nocnegHemMy K3 onpegeneHHblx B M. 3.1 MeTogudeckux pekomeHgaumm
npuHUMNY (NPUHLUN 7) HapylwmnTenb MOXET OeNCTBOBATb Ha pasfnUYHbIX 3Tanax >XU3HEHHOro
uukna kpuntocpenctea n COK (nog aTumMu aTanamu B HacTosLWEM AOKYMEHTE NMOHUMAaKTCS
pa3paboTka, MNpPOM3BOACTBO, XpaHEHWe, TPaHCMOPTUPOBKA, BBOL B 3KCMAyaTauuio,
aKcnnyaTaums NporpaMMHbIX M TEXHUYECKMX cpeacTB kpuntocpencts n COK).

dTtanbl pa3paboTku, NPOU3BOACTBA, XPaHEeHUsl, TPaHCNOPTUPOBKU, BBOAa B
3KcnnyaTaumio TeEXHUYECKUX U NPorpaMMHbIX CpeAcTB Kpuntocpeactsa u COK

Ha aTtanax pa3paboTkM, npou3BOACTBA, XPaHEHWs, TPaHCMOPTMPOBKW, BBOOA B
3KcnnyaTaumio TEXHUYECKMX U MpOrpamMMHbIX cpeacTtB KpuntocpeactBa n COK obpaboTka
nepcoHanbHbIX AaHHbIX He npou3BoauTcs. NMoaTomy ob6bekTamm atak MoryT ObiTb TOSMbKO
caMu 3TK CpeacTBa U AOKYMEHTaUNA Ha HUX.

B cBA3M C N3NOXEHHbIM Ha yKa3aHHbIX 3Tanax BO3MOXHbI CrieAytoLLne aTtaku:

- BHeceHue HeraTuBHbIX (PYHKUMOHAmNbHbLIX BO3MOXHOCTEW B TEXHUYECKne U
nporpamMmHble KOMMOHEHTbI KpuntocpeactBa u COK, B TOM 4ucrne C MCNONb30BaHUEM
BPEOOHOCHbIX NporpaMmm (KOMMbITEPHbLIE BUPYCHI, "TPOSAHCKME KOHU" U T.A4.);

- BHECEHMNE HECAHKUMOHMPOBAHHbBIX U3MEHEHUN B OOKYMEHTaLMIO Ha KpMNTOCPEeLCTBO
N TEXHUYECKNE N NPOrpaMMHbIE KOMMNOHEHTLI CPK.

HeobxoaumMo OTMETUTb, YTO YKa3aHHble aTaku:

- Ha 9JTanax paspaboTkM, NPOM3BOACTBA W TPAHCMOPTUPOBKM TEXHUYECKUX U
nporpamMmMHbIX cpeacts kpuntocpeactea n COK moryT npoBoAMTbCA TONMbKO BHE 30HbI
OTBETCTBEHHOCTM OonepaTopa;

- Ha 3Tane XpaHeHWs TEXHUYECKMX U MporpamMMHbIX CpeacTB Kpuntocpeactsa n COK
MOTYT NPOBOAUTBLCA KaK B 30HE, TaK M BHE 30HbI OTBETCTBEHHOCTU OnepaTopa;

- Ha 9Tane BBOAA B JKCMMyaTauml TEXHUYECKMX W NPOrpamMMHbIX CPencTB
KpuntocpeacTtea n COK moryT npoBOoANTLCS B 30HE OTBETCTBEHHOCTM OornepaTopa.

B cBA3M ¢ n3noxeHHbIM onepaTopbl 4OMKHbI NPeayCMOTPETb MePbl KOHTPONS:

- COOTBETCTBUA TEXHUYECKMX U MPOrpaMMmHbIX cpeacTts kpuntocpeactsa n COK u
AOKYMEHTauun Ha 3TM Ccpeactea, NOCTynawwmx B 30HY OTBETCTBEHHOCTM onepaTopa,
3TanoHHbIM obpasuam (Hanpumep, onepaTtop AOMMKeH TpeboBaTb OT NOCTABLUMKOB rapaHTum
COOTBETCTBUA TEXHMYECKMX W MpOrpaMMHbIX cpeactB kpuntocpeactBa u COK um
AOKYMEeHTauun Ha 3TM Ccpeactsa, MNOCTynawwmx B 30HY OTBETCTBEHHOCTM onepaTopa,
3TanoHHbIM obpasuam MM MexaHu3Mbl KOHTPONS, MO3BOMSAKLIME OMNepaTtopy YCTaHOBUTH
CaMOCTOATENBHO Takoe COOTBETCTBME);

- LIENOCTHOCTM TEXHUYECKMX W MpPOrpaMMHbIX cpenctB kpuntocpeactsa m COK un
AOKYMEHTauun Ha 3TU CpeactBa B Mpouecce XpaHeHUMs M BBOAA B IKChnyaTtaumioo 3TUX
CpeAacTB (C MCMonb30BaHMEM KakK MEXaHU3MOB KOHTPOMS, OMUCAHHbIX B OOKYMEHTaLuu,
HanpMMmep, Ha KPWUNTOCPEACTBO, TaK W C WCMNOMb30BAaHMEM OPraHM3aLMOHHbIX U
OpraHn3auUnoOHHO-TEXHMYECKNMX Mep, pas3paboTaHHbIX onepaTtopoM C y4vyeToM TpeboBaHuMi
COOTBETCTBYHOLUNX HOPMATUBHbBIX U METOOUYECKUX AOKYMEHTOB - cM. n. 2.1 MeTtogudeckmx
pekomMeHaauumn).

JTan 3Kcnnyatauum TeXHUMYEeCKUX U NporpaMMHbIX cpeacTB Kpuntocpeactea u COK

ATaka Kkak noboe LeneHanpaBneHHoe [eiCTBUe XapaKTepusyeTcsa  psanoMm
CYLLECTBEHHbIX Npu3HaKkoB. K 3TUM CylEeCcTBEHHbIM MpuU3HaKkaMm Ha aTane aKkcnnyaTauuu



TEXHUYECKUX M NMporpamMHbIX cpeacTB kpuntocpeactsa n COK BnonHe eCTeCTBEHHO MOXHO
OTHeCTHU:

- HapywuTens - cybbekTa aTaku;

- O6beKT aTaku;

- Lenb aTaku;

- AMEIOLLYIOCS Y HapyLmMTensa nHgopmMauuio 06 o6bekTe aTaku;

- UMeIoLLMECs Y HapyLUMTens cpeacTBa aTaku;

- KaHan aTaku.

Bo3amoxHble 06bekTbl atak M LenuM atak onpeaendalTcs Ha atane (opMUpOBaHUS
MOZENN yrpo3 BEPXHEro YPOBHS.

Mpn onpepeneHnn OOGBLEKTOB aTak, B YACTHOCTW, AOSMKHbI OblTb PACCMOTPEHbI Kak
BO3MOXHble OOBbEKTbl aTtak W npu HeobXoOUMOCTU KOHKPETMU3MPOBaHbl C  Yy4EeTOM
ncnosnb3yemMbiX B MHPOPMALIMOHHON CUCTEME UHM(POPMALMOHHBIX TEXHONMOMMN N TEXHNYECKNX
CpeacTB crieayolime o6bekTbI:

- OKYMEHTaumMsa Ha KpUNTOCPEACTBO M Ha TEXHUYECKME M NPOrpamMMHbIE KOMMOHEHTbI
CoK;

- 3almLLaeMble nepcoHaribHble JaHHbIE;

- KMoYeBas, ayTeHTUMUmMpyoLas 1 naporibHag MHPopMaLus;

- Kpuntorpaduyeckn onacHas nHpopmauma (KOW);

- KPMNTOCPEACTBO (NPOorpaMMHbIe U annapaTHble KOMMOHEHTbI KPpUNTOCPEACTBA);

- TEXHMYECKMEe N NporpaMmMHble KOMNOHEHTbI COK;

- AaHHble, NepefaBaeMble MO KaHanaMm CBS3M;

- MOMeLLEHNs), B KOTOPbIX HaxoAsaATCA 3awumlaemMble pecypcbl MHEGOOPMaLMOHHOM
CUCTEMBI.

B Tex cnyyasx, korga mogens yrpos3 paspabaTtbiBaeTcs nvuamu, He SBSOWMMUCS
cneuvanuctamm B obrnactv  3awmtbl  MHOpMauuK, pPeKoMeHAYeTCA  OrpaHUYUTbCS
npvBeAEeHHbLIMM BbILLIE NPUMEpPaMmn BO3MOXHbIX OO bEKTOB aTak.

Paspabotumkun mogenu yrpos - cneumanuctsl B obnactu 3awuTsl MHPOpMaumm mMoryT
YTOYHUTb YKa3aHHbIA Bbllle MNepeyYyeHb BO3MOXHbIX OOBLEKTOB aTak C npuBeAeHUEM
cooTBeTCTBYHOLWNX 060CHOBaHWA. PekomeHnayeTcs ykasaHHOe yTOuHeHue AenaTb TONbKO B
cnyyae HeobxogMMocCTn pa3paboTku HOBOro TUNa KpUNTOCpeacTaa.

YTOYHEHME nepeyvHsi BO3MOXHbIX 00EKTOB aTak AOJIPKHO OCYLLLECTBASATLCSA NyTEM:

UCKITIOYEHNs OOBHEKTOB aTak M3 YKa3aHHOrO BbIE MNEPEeYHs, KOTopble SABNAKTCA
N30bLITOYHBbIMM B CUNY CNEUNdUKN KOHKPETHON MHGOPMALMOHHOW CUCTEMBI;

KOHKpeTU3auumn n getanmsaumm He UCKMOYEeHHbIX OObEKTOB aTak C y4EeTOM KOHKPETHbIX
yCroBui aKcnnyaTaumm MHPOPMaunoHHON CUCTEMBI;

onucaHus 06BbEKTOB aTak, He YKa3aHHbIX B MPMBEAEHHOM BblIlLE NepeYHe.

C y4eTOM U3NOXEHHOro MOAENb HapyLLMTensa Ansg aTana aKcniyataumum TEXHUYECKNX U
nporpaMmMHbIX cpeacTB kpuntocpeacTea u COK gormkHa UMETb CrneayoLLyto CTPYKTYpPY:

- onucaHne HapylwmTenen (CybbekToB aTak);

- NpegnonoXxeHus ob nMerLwencs y Hapywmtens nHgpopmauum o6 obbekTax aTak;

- NpeAnonoXeHnsa 06 NMEKLLNXCA Y HapyLLIMTens cpeacTBax aTak;

- ONncaHne KaHanos aTak.

OnucaHue HapywuTtenen (CybbLeKToB aTak)

HI’HZ’__ H6_

1) PaanuyaioT WwecTb OCHOBHbIX TUMOB HapyLUUTENen:

Hg

H
MpegnonaraeTtcsi, YTO Hapywutenu Tuna 5 WU MOryT CcTaBuUTb paboTbl Mo



co3gaHuo cnocoboB M CpeAcTB  aTak B HayyHO-UCcrnedoBaTenbCKUX — LeHTpax,
crneunanmanpyroLmxcsa B obnactu paspaboTkm n aHanmsa kpuntocpencts n COK.

H.
BO3MOXHOCTU HapylimTens Tuna *! BkrioyaloT B cebsi BO3MOXHOCTU HapyLMTens
tana Hi (105,
Ecnu BHEWHW HapywuTens obragaeT BO3MOXHOCTSIMW MO CO3AAHWI0 Croco6oB

noaroToBkM artak, aHalilorM4HbIMKU COOTBETCTBYHOLLMM BO3MOXXHOCTAM HapyLUUTENA Tuna Hi

(3a uMCKnYeHMeM BO3MOXHOCTEW, NpefocTaBnseMblX MpebbiBaHMEM B MOMEHT aTaku B
KOHTPONMPYEMOWN 30HE), TO 3TOT HapywuTenb Takke bGyaeT ob6o3Ha4aTbCA Kak HapyLmTernb
tana Hi (25i<6)

2) aHHbIM pa3gen Mogenu HapyLmnTens A0SKEH coaepXaTb:

- NnepeyeHb UL, KOTOpble He paccMaTpuBalTCA B KayecTBe MNOTeHuManbHbIX
HapyLmTenen, 1 o6oCcHoBaHWE 3TOro nepeyvHs (Npu Heob6xoanMMocTn);

- MpeanonoXeHne O HEBO3MOXHOCTU CroBopa HapywwuTenem (ana Bcex TUMnoB
HapyLmTenen) unn nNpeanonoXeHnsi 0 BO3MOXHOM CroBOpe HapyluMTenem m o xapakrepe
CroBopa, BKMYas nepeynucrieHne AOMOMHUTENbHbIX BO3MOXHOCTEW, KOTOpble MOryT
NCronb30BaTh Haxo4dWMeca B CroBope Hapywmtenu Ans noaroToBKM M NpoBefeHust aTak

(AN HapywwuTtenen Tuna Hy o H )-

MpumeyaHue

[aHHbIN pa3gen mMogeny HapywmnTens UMeeT crefyrollee TMNoBoe coaepXXaHue.

CHavana Bce duamyeckme nvua, UMerLme AocTyn K TEXHUYECKMM MU NPOrpaMmMHbIM
cpencTBaM MHAOPMALNOHHOM CUCTEMBI, Ppa3fendaTcs Ha creaylowme KaTeropum:

- Kateropus | - nMua, He wuMewWwMe npasBa [JOCTyna B KOHTPONMPYEMYKD 30HY
MHOPMALNOHHOM CUCTEMBI;

- Kateropu4a Il - nMya, uMmelowme npaBoO MOCTOSIHHOMO WM  Pas3oBOro JocTyna B
KOHTPOSNIMPYEMYIO 30HY MH(POPMALIMOHHON CUCTEMBI.

[lanee Bce noTeHUManbHble HApPyLWNTENN NOAPA3LAENATCS Ha:

- BHELLHMX HapyLuTenen, OCyLEeCTBISIOWMX aTakn n3-3a npegenoBs KOHTPonMpyemom
30Hbl NHOPMALIMOHHON CUCTEMBI,

- BHYTPEHHUX HapylmTeneun, OCYLECTBASAWMX aTakn, Haxogsacb B npegenax
KOHTPONUPYeMOWN 30HbI NHPOPMALIMOHHON CUCTEMBI.

KoHcTaTtunpyeTtcs, 4To:

- BHEWHWMW Hapywutenamum Moryt ObiTb Kak nvua kateropmda |, Tak 1M nvua
kaTeropua ll;

- BHYTPEHHUMUW HapyLIMTENSIMN MOTYT ObITb TONBKO Nuua kateropuwm |l.

[aeTcsa onucaHve npuBuUIErMpoBaHHbIX Nonb3oBaTenen MHAPOPMALMOHHOW CUCTEMDI
(4neHoB rpynnbl agMUHUCTPATOPOB), KOTOPbIE Ha3Ha4alTCA U3 4ncra ocobo AOBEPEHHbIX
L, 1 OCYLLECTBASIOT TEXHUYECKOe OOCNy)XMBaHME TEXHMYECKMX M MPOrpamMMHbIX CPeacTB
kKpuntocpeactea u COK, Bknovasa mMx HACTPOWKY, KOHMMUIypupoBaHMe W pacnpegeneHue
KNYEBOW JOKYMEHTaUMN Mexay HenpuBuUnernpoBaHHbIMU NOMb30BaTENAMM.

Hanee cnepyet 060CHOBaHME UCKMIOYEHUST TEX UMK UHBIX TUNOB nuy, KaTeropun Il n3
yucrna noTeHumanbHbIX HapywuTenen. Kak npaBuno, npuBurerMpoBaHHble Mosib3oBaTenu
MHOPMALNOHHOM CUCTEMBI UCKITHOYAKTCA U3 YUCHa NOTEeHUWanbHbIX HAapyLUUTENen.

M, HakoHeL, paccmaTpmBaeTca BONPOC O BO3MOXHOM CrOBOPE HapyLUnTenen.

MpeanonoxeHus 06 nMeroLlencsa y HapywuTens MHopmaumm o6 o6beKTax aTak



[aHHbIN pa3gen mogeny HapywmnTerns AOMKeH coaepXaTb:

- NpegnorioxXeHue O TOM, YTO MOTeHuuanbHble Hapywmtenu obnagalT Bcew
nHpopmaumnen, HeobxoaMmon [ns MOAFOTOBKM W NPOBEAEHMSI aTak, 3a WCKIoYeHMeM
MHopmauuKn, 4OCTyn K KOTOPOW CO CTOPOHbI HapYyLUMTENS UCKIOYaeTCa CUCTEMON 3alUuUThbI
MHdopMauuK. K Takou MHdopMauuu, Hanpumep, OTHOCUTCA naponbHas,
ayTeHTUuumpyroLasa n kndesas nHpopmauus.

- 060OCHOBaHHbIE OrpaHNYeHUs1 Ha CcTeneHb WH(POPMUPOBAHHOCTU HapyLIMTens
(nepeyeHb cBedeHW, B OTHOLUEHMM KOTOPbIX MpeanofnaraeTcsd, YTO OHU HapyLUUTENo
HEOOCTYIHBbI).

MpumeyaHue
OBOCHOBaHHblEe OrpaHU4YeHUs Ha CTeneHb MHPOPMUPOBAHHOCTU HapyLUUTENs MoryT
CYLLECTBEHHO CHU3UTb TpeboBaHUS K KpUNTOCPEACTBY Mpu ero paspaboTke.

Mpn onpefeneHnn orpaHMYeHUn Ha CcTeneHb MHMOPMUPOBAHHOCTU HapyLuTensd, B
YaCTHOCTU, OOSMKHbI OblTb PACCMOTPEHbBI CrieayloLme CBEAEHUS:

- cogepxaHue TexXHUYEeCKOW [OOKYMEeHTauuMm Ha TexHU4eckue u nporpamMmMmHble
KOMMOHeHTbl COK;

- JONroBpEMEHHbIE KITH0YM KPUNTOCPEACTBa;

- BCE BO3MOXHble AaHHble, NepegaBaemMble B OTKPbITOM BMAE MO KaHanam CBsA3M, He
3aLUULLEHHbIM oT HeCaHKUMOHNPOBaHHOIO aocrtyna (HCO) K MHdopMaLnm
OpraHM3aunMoOHHO-TEXHUYECKMMN Mepamm (cpbazoBbie NyCKM, CUHXPOMOCHISKN,
He3alwndpoBaHHbIe agpeca, KoMaHabl ynpasfeHus 1 T.0.);

- CBEIEHNS O NUHUAX CBA3N, NO KOTOPbIM NepeaaeTcs 3awmuaemas tHopmauus;

- BCE CeTu CBA3N, paboTalLwme Ha eANHOM KIT4e;

- BCE MpPOSBMALIMECH B KaHanax CBsA3W, He 3awmueHHbix oT HCL k nHdopmaummn
OpraHn3aunoHHO-TEXHUYECKUMN Mepamu, HapyLLeHus npasun aKcnnyaTtauum
Kpuntocpeactea n COK;

- BCE NPOSBNAKOLWMECH B KaHanax CcBs3W, He 3awmuieHHbix oT HC Kk mHpopmaumm
OpPraHM3aumMoOHHO-TEXHUYECKMMN MepamK, HEUCNPaBHOCTM M COOM TEXHUYECKUX CpeacTtB
Kpuntocpeactea n COPK;

- CBEAEHUs, noryvyaemble B pesynbTaTe aHanmsa nobbiX CUrHANoOB OT TEXHUYECKUX
cpencTtB kpuntocpencTea n COK, koTopble MOXET nepexBaTtuTb HapyLWNTESb.

Tonbko HapywuTenam Tuna Hy _ He MOryT OblTb M3BECTHbl BCE CETU CBA3W,
paboTatoLimne Ha eauHOM Krloye.
Tonbko Hapywwutenu Ttuna Hy _ Hg

pacronaraloT Hapsiady C [AOCTYNHbIMU B
cBobogHoV npoda)ke OOKyMeHTauuen Ha kpuntocpeactBo M COK mcxodHbIMU TekcTamu
NMPUKNagHoro NPorpaMMHoro obecneyeHus.

Tonbko HapywmTenu Tuna Hy pacrnonaratoT Bce AOKYyMeHTauuen Ha KpuntocpeacTtso
n CoOK.

B Tex cnyyasx, Korga mogenb yrpo3 paspabartbiBaeTcd nvuamu, He SBMSHLWMMAUCS
cneuvanuctamm B obrnactv  3awmtbl  MHpOpMauuK, pPEKOMEHAYEeTCA  OrpaHUYUTbCS
npuBegeHHbIM Bbille NPeanofioXXeHMEM O TOM, YTO NOTEHUuanbHble Hapywmtenu obnagatot
BCcen nHdopmaumen, Heobxoanmonm anst NOAroTOBKM N NPOBEAEHUS aTaKk.

PaspaboTtumkn mogenu yrpos - cneunanucTbl B 06nactu 3awmTtbl MHGoOpMaumMm MoryT
noaroToBMTb OOOCHOBAHHbLIE OrpaHUYEHUs Ha CTeneHb MH(OPMUPOBAHHOCTM HapyLUMTENS.
PekomeHayeTca ykasaHHOE OrpaHuUYeHue pfenatb TOMbKO B cnyyvyae HeobxoammocTu
pa3paboTkM HOBOroO TMna KpUNTocpeacTsa.



ﬂpe,qnonox(eﬂvm 06 umerownxcs Y HapyuwuTensa cpeacrteax aTtak

[aHHbIV pa3gen MoAenu HapyLIMTENs OOIMKEH codepXKaThb:

- NpearonoXeHne 0 TOM, YTO HapyLIMTENb MMEeeT Bce HeobxoamMble ANs NpoBeAeHs
aTak no AOCTYNHbIM eMy kaHanaMm aTak cpeacTBa, BO3MOXHOCTM KOTOPbIX HE NMpeBOCXoAsT
BO3MOXHOCTU aHanorM4yHblX CpeacTB aTak Ha WMHGOpMauuioo, coAepallyl CBeaeHus,
COCTaBNSAOLME rOCyaapCTBEHHYIO TalHY;

- 060CHOBaHHbIE OFPaHNYEHMS Ha UMEOLLMECS Y HApPYLUUTENs CPeAcTBa aTak.

MpumeyaHue
O60oCcHOBaHHbIE OrpaHUYeHss Ha MMeLMeca y HapywmnTena cpeacrsa atak MoryT
CYLLECTBEHHO CHU3UTb TpeboBaHUS K KpUNTOCPEACTBY Mpu ero paspaboTke.

Mpn onpegeneHMn orpaHUYEeHUn Ha MMEKLIMECS Y HapylmuTens cpefcrtBa aTak, B
4YaCTHOCTU, AOMKHbI OblTb PACCMOTPEHbI:

- annapaTHble KOMMNOHEeHTbI kKpuntocpeacTtea u COK;

- [OOCTynHble B CBOOOAHOM npoJae TexHU4Yeckue cpeacrtsa WM nporpammHoe
obecnevyeHue;

- cneymnanbHo pa3paboTaHHble TEXHUYECKME CpeacTBa U NporpaMMHoe obecneyeHme;

- lUTaTHbIE cpeacTea.

Hapywwutenu Tuna H, " H, pacrnonaraloT TOSIbKO AOCTYMNHbIMM B CBO6OAHOM
npoaaxe annapaTtHbIMM KOMMOHEHTaMK KpuntocpeacTea n COK.

[ononHutenbHble BO3MOXHOCTWM HapywuTenen Ttuna Hy O Hs o NONYyYEeHUIO
annapaTHbIX KOMMOHEHT Kpuntocpeactea M COK 3aBUCAT OT peanu3oBaHHbIX B
MHGOPMAaLMOHHOW CUCTEME OpraHM3auUNOHHbBIX Mep.

Hapywwutenn Ttuna Hs pacnonaraiT nbbiMM  annapaTHbIMM  KOMMOHEHTaMM
Kpuntocpeactea n COK.

Hapywwutenu tuna H, MOFYT MCMOJb30BaTh LUTATHbIE CPeAcTBa TOMbLKO B TOM cly4ae,
€CINV OHM PacnosioKeHbl 3a NpeaenamMm KOHTPONMPYEMOW 30HbI.

BoamoxxHocTn HapyLUVITeJ'IeIZ TMna H2 - H6 no MCNOJIb30OBaHMIO LWTATHbLIX CpeacTB
3aBUCAT OT pearimn3oBaHHbIX B MHd)OpMaLI,I/IOHHOIZ cnucrteme opraHm3aunoHHbIX Mep.

Hapywwutenu Tuna Hy | H MOryT npoBoAMTb nabopaTopHble WccnegoBaHus
KpUNTOCPEACTB, MUCMNOSb3yeMbIX 3a Npederiamm KOHTPONMPYEMOW 30Hbl UHAOPMALNOHHON
CUCTEMDI.

B Tex cnyyasx, Korga mogenb yrpo3 paspabartbiBaeTcd nvuamu, He SBMSHLWMMAUCS
cneumnanuctamm B obnactm 3awuTbl MHOPMAUUK, PEKOMEHOYETCS OrpaHMYUTLCS TOMbKO
npuBeAeHHbIMU BbilLe CpeacTBamMm aTak.

PaspaboTtumku mogenu yrpos - cneunanucTbl B 06nactu 3awmTtbl MHGOpMaLmMmM MoryT
YTOUHUTb TMpPUBEAEHHbIN BbILE MepeyYyeHb CpeactB aTtak. PekomeHgyeTcs ykasaHHoOe
yTOUHEHNE [pfenaTb TOMbKO B Clny4ae HeobGxogumocTu paspaboTkum HOBOro Tuna
KpuntocpeacTtaa.

OnucaHue KaHanoB aTak



C npakTn4ecKon TOYKN 3peHns 3TOT pasfen ABNAeTcs OAHUM U3 BaXKHENLINX B Mogenn
Hapywutensa. Ero copepxaHue no cywecTtBy onpefensercs kadecTBOM (OpPMUPOBAHUS
MOJesNn yrpo3 BEPXHEro YpPOBHS.

OCHOBHbIMM KaHanamMmu atak ABnAsOTCS:

- KaHarbl CBA3W (Kak BHYTPW, Tak U BHE KOHTPONUPYEMOM 30HbI), HE 3alUULLEHHbIE OT
HC[ K nHpopmaumm opraHnM3aLMOHHO-TEXHUYECKUMN MEPaMU;

- lWTaTHbIE cpeacTBa.

Bo3MOXHbIMM KaHanamu aTtak, B YaCTHOCTU, MOTYT ObITb:

- KaHanbl HENOCPeaCTBEHHOrO AOCTyna K 0O6beKkTy aTakm (aKyCTUYECKUI, BU3YyarnbHbIN,
dunanyeckumin);

- MalUWHHbIE HOCUTENU MHOPMaLMK;

- HOCUTENWU MHOPMaLUK, BbiBEAEHHbIE N3 yNOoTpebneHus;

- TEXHUYECKME KaHanbl yTeYKN;

- CUrHanbHbIE Lenu;

- Uenun aNeKTponuTaHus;

- Llenu 3a3eMreHuns;

- KaHan yTeyku 3a CYET ANIEeKTPOHHbIX YCTPOWCTB HErnacHoro nony4eHnsa nHpopmauuu;

- NHPOPMALMOHHbIE U yripasnstowme nutepdgencol CBT.

B Tex cnyyasx, korga mogens yrpo3 paspabaTtbiBaeTcd nvuamu, He SBMSHLWMMAUCS
crneuvanuctamm B obnactu 3awuTbl MHOPMaLUN, PEKOMEHAOYETCS OrpaHNYMTbCA TONbKO
npuBegeHHbIMU Bbllle OCHOBHBIMW KaHanamu aTak.

Paspabotumkun mogenu yrpos - cneumnanuctsl B obnactu s3awuTsl MHPoOpMaumm mMoryT
YTOUHUTb MNpUBEAEHHbIM Bbille MepedYeHb KaHanoB artak. PekomeHayeTcs ykasaHHoOe
YTOMHEHWEe [fenatb TONMbKO B Cchnydae HeobxoguMmocTn paspaboTkm HOBOro Tuna
KpuntocpeacTsa.

OnpepaeneHne TMNa HapyLwuTens

Hapywuntenb oTHOCUTCA K TUMy H, , €CIN cpeau NpennosioXXEHN O ero BO3MOXHOCTSIX
€eCTb NpPeanonoXeHne, OTHOCALLEECs K Hapywutensm Tuna Ho ) wer NpeAanonoXeHun,
OTHOCSLLMXCS TONbKO K HAPYLUNTENAM TUna H; (j>1i).

HaprJI/ITeJ'Ib OTHOCUTCA K TuUNy H6 B I/IH(*)OpMaLI,I/IOHHbIX cnucrtemax, B KOTOPbIX
06pa6aTb|Ba|'OTC$I Hanbonee BaXHble nepcoHarlribHble AdaHHble, HapylwleHWUe XapaKTepUucCTUuk
6es3onacHocTn KOTOPbIX MOXET NPpuUBECTU K 0cob0 TsKenbiM NocneacTBUsIM.

PekomeHgyeTcs npu OTHECEHWMM OnepaTopoM HapyLUUTENs K TUMy Hs cornacosbisats
mMoaenb HapywuTensa ¢ PCBb Poccuu.

4 YpoBeHb KpunTtorpacgpmnyeckomn 3almTbl NepcoHarnbHbIX aHHbIX, YPOBHMU
crneymanbHOM 3aWUTbl OT YTEYKM NO KaHasramM NOo6OYHbIX U3STy4YeHUA U HABOAOK U
YPOBHM 3aUTbl OT HECAHKLUOHUPOBAHHOIO AOCTyNna

4.1. Paasnunyatot wectb yposHen KC1, KC2, KC3, KB1, KB2, KA1 kpuntorpaduyeckon
3alWnTbl  NEepCcoHanbHbIX  daHHbIX, He  cogepXawux  CBeAeHUMW,  COCTaBnArLWMX
rocygapCTBEHHYHO TalHy, onpeferieHHbIX B nopsigke BO3pacTaHUs KOMMYECTBA M XKECTKOCTU
npeobsaBnseMblX K Kpuntocpeactsam TpeboBaHUM, W, COOTBETCTBEHHO, LUECTb KIaccoB
KpunTocpeacTs, Takke ob6o3Havyaembix Yeped KC1, KC2, KC3, KB1, KB2, KA1.



YpoBeHb KpunTorpadMyeckon 3almTbl MNepcoHanbHbIX AaHHbIX, 0GecrneyYnBaemon
KPUNTOCPEACTBOM, ONPEAEnsieTcsi onepaTtopoM NyTeM OTHECEHUS HapyLuTens, 4encTBUSM
KOTOPOro AOMKHO NPOTUBOCTONATL KPUMTOCPEACTBO, K KOHKPETHOMY TUMYy.

H,

I'IpM OTHEeCEeHUN 3aKa34vMKOM HapywuTena K Tuny Kpuntocpeacrtso AOOJPKHO

obecneuntb Kpuntorpaduyeckyto 3awmTty no yposHio KC1, Kk Tuny H, _ KC2, k Tuny H;

KC3, k Tuny H, _ KB1, k Tuny Hs; _ KB2, k Tuny He _ KA1.

4.2. Paanunyatot Tpu ypoBHs KC, KB 1 KA cneunanbHOM 3almThl OT YTEYKM NO KaHanam
NoGOYHbIX U3NYyYEHUA U HABOLOK NPW 3almuTe NepcoHarnbHbIX AaHHbIX C UCMONIb30BaHUEM
KpUNTOCPEeaCTB.

H; H;

Mpn OTHeceHUW Hapywutens K Tuny AomkHa ObiTb  obecneveHa

creumanbHasa 3awmta no yposHiw KC, k Tuny Hy Hs | no yposHioo KB, k Tuny He rno
ypoBHio KA.

4.3. B cnyvyae npuHATMA onepaTtopoM peLUeHust O 3alumTe NnepcoHasnbHbIX OaHHbIX B
WHOPMALNOHHOM CUCTEME OT HECaHKUMOHMPOBAHHOIO [0CTyna B COOTBETCTBUM C
HopMaTmBHbIMK gokymeHTamn PCB Poccun pasnuyatot wectb ypoBHen AK1, AK2, AK3, AK4,
AK5, AK6 3awmtbl OT HECaHKUWMOHUPOBAHHOIO [OCTyna K MepcoHarnbHbIM [AaHHbIM B
WH(POPMALUMNOHHBIX CUCTEMaX, OrnpedeneHHbIX B Mopsake BO3pacTaHWA Konuyectsa U
XECTKOCTU NpeabsiBfseMblX K cuctemam 3awuTbl TpeboBaHWn, U, COOTBETCTBEHHO, LUECTb
KnaccoB MHOPMAaLMOHHbIX CUCTEM, Takke obo3HavaeMblx Yepesd AK1, AK2, AK3, AK4, AKS5,
AKG.

an/I OTHECEeHUN 3aKa34YMKOM HapyLlunTena K Tuny Hl B I/IHd)OpM&LI,I/IOHHOI?I cucreme
AormkHa ObITb obecneveHa 3awmta OT HECaHKUMOHMPOBAHHOIO AO0CTyna K rnepcoHalribHbIM

AaHHbIM Mo ypoBHIO AK1, Kk Tuny H, no yposHio AK2, k Tuny Hy no yposHio AK3, k Tuny

H, no yposHto AK4, k Tuny Hs no ypoBHto AKS5, kK Tuny Hy no yposHto AKG.

5 Tpe6GoBaHUs K KOHTPOMIO BCTPpauBaHUsA KpUNTOCPeACTBaA

5.1. BctpaumBaHue kpuntocpencts knacca KC1 n KC2 ocywectBnaetcs 6e3 KoHTpons
co ctopoHbl PCB Poccumn (ecnv 3TOT KOHTPOSb HE NPEeAYCMOTPEH TEXHUYECKUM 3a4aHMEM Ha
pa3paboTKy (MogepHM3aLMI0) MHPOPMALIMOHHON CUCTEMBI).

BctpanBaHne kpuntocpeacts knacca KC3, KB1, KB2 n KA1 ocywecTBnaeTcs TONbKO
noa KoHTponem co ctopoHbl PCHB Poccun.

5.2. Bctpamnanue kpuntocpencts knacca KC1, KC2 unm KC3 MoxeT ocywecTBnATbCA
nmbo camMum nonb3oBaTenemM KpUnToCcpeacTBa MpU HanuymMm COOTBETCTBYIOLLEN NULEH3UU
®Cb Poccun, nubo opraHnsaumen, MMeoLLen CooTBETCTBYOLWY0 nuueHanio PCB Poccun.

BctpamBaHne kpuntocpeactBa knacca KB1, KB2 wnm KA1 ocywecTtensieTcs
opraHusaumnen, MMeroLLLen COOTBETCTBYOLLYI0 NuueHaunio PCb Poccun.

5.3. B xoge koHTponsa co ctopoHbl PCH Poccum BCcTpanBaHusa Kpuntocpeactsa MoryT
pewaTbCs, B YaCTHOCTU, criegyolime 3agaydu:

- nposepka TpeboBaHUN [OOKYMEHTaLUMM Ha KPUNTOCPELCTBO, OTHOCALUMXCH K
BCTpauBaHWIO KpUNTOCPEACTBA, B TOM YUChE:

O aHanu3 KOPPEeKTHOCTM BCTpanBaHUS;

0 aHanu3 nNpPaBUIIbHOCTU (PYHKLIMOHNUPOBAHUS CUCTEMBI YNpaBIieHUs KIoYamu;

- 3KcnepuMmeHTanbHasi npoBepka paboTocnocobHOCTM  KpunTocpeacTtsa U
NpaBubHOCTM BbINOSIHEHWSI BO3MTOXEHHbIX HA HErO LieneBbIX (OYHKUWI;



- OUEHKa BNUSAHUSA TEXHUYECKMX U MPOrpamMMHbIX CPEACTB, COBMECTHO C KOTOPbIMWU
npegnonaraetca  wTaTHoe  (PYHKUMOHMPOBAHME  KPUNTOCPEACTBA, Ha  BbIMOSIHEHUE
npeabsBnseMbiX K KpMntocpeacTsy TpeboBaHu.

MeToanka n nporpamma KOHTPONsS BCTpanBaHWsi KpMNTOCPEACTBa pa3pabaTbiBaloTca U
(vnn) obocHOoBbIBAKOTCA CheuManM3vpoOBaHHOW OpraHu3auven, NpoBOAALLEN TemaTuyeckme
nccnegoBaHnsa KpUnTocpeacTsa, u cornacosbiBatoTes ¢ PCB Pocecun.
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3awmrte nHhpopmaumn'.

*(13) ®epepanbHbi 3akoH "O nepcoHanbHbIX AaHHbIX".

*(14) TOCT P 51624-2000.

*(15) ®epepanbHbin 3akoH "O6 mHMOpMauMM, MHAOPMALMOHHBLIX TEXHOMOMMNAX U O
3awmrte nHgpopmaumn®.

*(16) ®epepanbHbi 3akoH "O nepcoHanbHbIX AaHHbIX".

*(17) "lMonoxeHne o paspaboTke, NPOU3BOACTBE, peanu3auum u LWndpoBanbHbIX
(kpunTorpacpmyeckux)  cpeacts  3awmtbl  MHdopmauum  (Monoxenne  MK3-2005)",
3apernctpuposaHo MuHiocTtoMm Poccum (permctpaumnoHHsin N 6382 ot 3 mapta 2005 roga)

*(18) daHHoe onpepeneHve aBnsdetca obobuieHnem onpeaeneHns  MoHATUSA
"HeJOKyMEHTMpPOBaHHble (HegeknapupoBaHHble) Bo3MoxHocTu [10", npuBedeHHOro B
PykoBoosuwem gokymeHte [octexkommccnn Poccun. "3awmta OT HeCaHKUMOHUPOBAHHOMO
poctyna K wuHdopmaumn. Yactb 1. [MporpammHoe obecneveHne CpeacTB  3alUMThbl
nHpopmauun. Knaccmdukaunss no YpPOBHIO KOHTPONSA OTCYTCTBUS HeAeKnapupyembiX

n" (BBegeH B pgencteue [pukasom [Mpegcenatens [octexkommuccumn Poccun

*

BO3MOXHOCTEMN
N 114 ot 04.06.1999).

*(19) 3akoH Poccuinckon depepaumm "O 6esonacHocTn".

*(20) ®epepanbHbIn 3akoH "O nepcoHanbHbIX 4aHHbIX".

*(21) ®epepanbHbin 3akoH "O6 mHMOpMauMM, UHPOPMALMNOHHBLIX TEXHOMOMMAX N O
3awmrte nHpopmaumn®.

*(22) ®epepanbHbl 3akoH "O nepcoHanbHbIX AaHHbIX".

*(23) ®epepanbHbli 3akoH "O NnepcoHanbHbIX aHHbIX".
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*(24) FOCT P 51275-99.

FAPAHT:

Mpukaszom PoctexperynupoBaHus ot 27 aekabps 2006 r. N 374-ct peunctene FOCT P
51275-99 Ha Tepputopumn PO otmeHeHo ¢ 1 doeBpansa 2008 r.

*(25) ®epepanbHbli 3akoH "O NnepcoHanbHbIX aHHbIX".

*(26) ®epepanbHbl 3akoH "O nepcoHanbHbIX AaHHbIX".

*(27) ®epepanbHbl 3akoH "O nepcoHanbHbIX aHHbIX".

*(28) TOCT P 50922-96.

FAPAHT:

[Mpukaszom PoctexperynupoBaHus ot 27 aekabpsa 2006 r. N 373-ct pgeuctene OCT P
50922-96 Ha Tepputopun PO otmeHeHo ¢ 1 dpeBpans 2008 r.

*(29) TOCT P 50739-95.

*(30) ®epepansHbl 3akoH "O NnepcoHanbHbIX aHHbIX".

*(31) 3akoH Poccuinckon degepaumm "O 6esonacHocTn".

*(32) ®epepanbHbIn 3akoH "O nepcoHanbHbIX aHHbIX".

*(33) lNoctaHoeneHne [lpaButenbctBa Poccunckon depepaumm ot 23 ceHTAOPS
2002 roga N 691 "O6 yTBepXOeHUM MOSIOKEHNUA O NULEH3NPOBAHUN OTAESNbHbIX BUAOB
AEeATENbHOCTN, CBS3aHHbIX C WuUdpoBanbHbiMKM  (KpunTorpaduyecknmmn) cpencrsamm”
(Cobpanue sakoHogaTtenscTBa Poccuickon ®epgepauuun, 2002 r., N 39, cT. 3792).

*(34) CobpaHue 3akoHogaTtenbctBa Poccunckon ®egepaunmn 2007, N 48, vactb I, cT.
6001.

*(35) HeoTkasyeMocCTb - CNOCOBHOCTL  AoKasaTb, 4TO [OencTBune unm  cobbiTne
Npon3oLWLo Taknm obpasom, 4To hakT gencTBusa nnm cobbliTust He MoXeT ObITb ONPOBEPrHYT
(NCO 7498-2:99 n NCO 13888-1:2004).

*(36) YyeTHOCTb

- CBOMCTBO, obecnevymBarollee 0HO3HAYHOE OTCleXmBaHUe cOoOCTBEHHbIX AENCTBUN
nboro nornveckoro obvekTa (MCO 7498-2:99);

- obecneyeHne TOro, YTo OENCTBUA CyObekTa NO OTHOLLUEHWMIO K OOBEKTY MOryT ObiTb
NpoCrneXeHbl YHUKaNbHO MO OTHOLLUEHUIO K CYyObEKTY.

*(37) AyTEHTUYHOCTb

- CBOWCTBO obecneyeHnss WOEHTUYHOCTM CcyObekTa unM pecypca 3asiBlIEHHOM
NOEHTUYHOCTU. AYTEHTUYHOCTb MNPUMEHSETCA K TakuM CyObekTam Kak Mnorib3oBaTtenu,
npouecchbl, cuctemol 1 Hpopmauma (ISO/IEC 13335-1:2004);

- WOEHTUYHOCTb OOBEKTA TOMY, YTO 3asBNEHO.

*(38) ApQekBaTHOCTb - CBOUCTBO COOTBETCTBUSA MpeAHaMEpPEeHHOMY MOBEOEHUIO W
pesynbtatam (ISO/IEC 13335-1:2004).
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