Mpukas ®AMNCU ot 13 uroHa 2001 r. N 152
"O6 yTBepxaeHun NHCTpykumm o6 opraHmsauum n obecneyeHnn 6e30nacHOCTU XpaHeHus,
006paboTkn 1 Nnepefaym no KaHanam CBs3M C UCMONb30BaHNEM CPEACTB KpunTorpaduyeckom
3aWmThbl MHGOPMaLMK C OrpaHUYEHHbIM A0CTYMNOM, HEe coAepXKalllen cBeeHNN,
COCTaBNAKLLMX rOCYaapCTBEHHYIO TaNHY"

B cooTtBeTcTBUMM ¢ DepepanbHbiM 3akoHom oT 20 deBpang 1995 r. N 24-03 "O6
WHopMauuKn, wuHdgopmaTusaumm U 3awute uHdopmaumn"*, 3akoHom Poccumnckon
GPepepaumm ot 19 cpespana 1993 r. N 4524-1 "O epepanbHbiX opraHax
NpaBUTENbLCTBEHHOW CBA3N WU WHpopMaumn™** wn [lonoxeHvem o nopsigke paspaboTky,
Npou3BOACTBA, peanu3aumMm W UCMNONb30BaHUA CPeACcTB Kpuntorpaduyeckon 3awuThbl
WHOpMaUUM C OrpaHMYEeHHbIM [OOCTYMOM, He CoAepKallen CBeLeHUN, COCTaBnALMX
rocygapctBeHHyo TavHy (MonoxeHuwe [1K3-99), ytBepxaeHHbIM rnpukasom PAMNCU ot 23
ceHTabpa 1999 r. N 158, 3apernctpmpoBaHHbiM MuHMUCTEPCTBOM tOCTULMKM Poccumnckon
depepaumn 28 pekabpa 1999 r., pernctpaumoHHbin N 2029*** ¢ uenbio onpegeneHus
nopsigka opraHmsauum n obecnevyeHns 6e3onacHoOCTU XpaHeHusi, 0bpaboTkm 1 nepegaym no
KaHanam CBSi3M C MCMOMb30BaHWEM CPeAcTB KpunTorpauyeckon 3awimtbl MHGOpMauuun ¢
OrpaHNYEeHHbIM [OCTYNOM, He COAepXallen CBeOeHUW, COCTaBMSIOWMX rOCyaapCTBEHHYIO
TalnHy npukasblBato:

YtBepantb VHCTpykumnio o6 opraHu3daumm m obecnevyeHnn 6e30MacHOCTU XpaHeHus,
00bpaboTkn N nepegaym No KaHanam CBA3N C UCMONb30BaHNEM CPeaCcTB KpunTorpaduyeckomn
3aWnTbl  MHOPMaUMM C  OrpaHUYEHHbIM  LOCTYNOM, He coepXalen cBeLeHUn,
COCTaBISAOLMX FOCYaAaPCTBEHHYIO TarHy (npunaraeTcs).

"eHepanbHbIM AnpekTop AreHTcTBa B.MaTtoxuH

* Cobpanune 3akoHogatenocTBa Poccurickon ®egepaunn, 1995, N 8, cT1.609.

** BegomocTn Cbesga HapoaHbix genytatoB Poccurickon degepaumm n BepxoBHoro
CoseTta Poccuiickon ®egepauum, 1993, N 12, c1.423.

*** "Poccunckas raseta”, 2000, 26 saHBaps.

3apeructpmposaHo B MuHiocte P® 6 asrycta 2001 .
PeructpauunoHHbin N 2848

MpunoxeHue
K npukasy ®AMNCU PO
ot 13 nroHs 2001 r. N 152

UHcTpyKuus
06 opraHusauum n obecnevyeHnm 6e30NacHOCTU XpaHeHUs, 06paboTKM U nepegayn no
KaHasiam CBsi3M C UCNOJNIb30BaHUEM CpeacTB Kpuntorpadmnyeckon 3awmTbl
MHopMaLMKM C OrpaHMYEeHHbIM JOCTYNOM, He coAepKallen cBefileHUN, COCTaBNSAKOLWMNX
rocyfapcTBeHHYH TauHy

. O6wme nonoxeHusa

1. Hactosawaa WHcTpykums onpegensieT eguHbIn Ha TeppuTtopun Poccuinckon
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degepaumm nopsaok opraHm3aumm n obecnedeHns 6e30MacHOCTU XpaHeHusi, obpaboTku n
nepegaym no kaHamnam CBsi3M C MCMNONb3oBaHWeM cepTuduumpoBaHHbix PAMNCU cpencts
Kpuntorpaduyeckon 3sawwmtbl (LWMpoBanbHbIX CpencTB) nognexallen B COOTBETCTBUM C
3akoHogaTtenbctBoM Poccunckon ®Pepepaumm obs3aTenbHOM 3alimte  UHGoOpMauumn C
OrpaHNYEeHHbIM [OCTYNOM, HE COAepXallen CBeOeHUN, COCTaBMSALWMX rOCYyAapCTBEHHYO
TanHy*(1).

[aHHbIM NopAAKOM peKoMeHOYyeTCsl PYKOBOACTBOBATLCS TakKkKe MpWM OopraHusauum u
obecnevyeHnn 6Ge30MacHOCTM XpaHeHusi, obpaboTkm W nepegayn Mo KaHamam CBSI3U C
nucrnionb3oBaHnem ceptuguumnposaHHbix ®AMNCU cpeacTts kpuntorpaduyeckon sawmuTbl™(2)
He nognexawen obs3aTtenbHOM 3awmTe KoHuaeHUManbHOM WHdOpMauuK, AOCTyn K
KOTOpPOM OrpaHnymMBaeTCa B COOTBETCTBMM C 3akoHogaTenbCcTBOM Poccuiickon depepauunn
UM no peweHuto obnagatenss KoHduaeHUManbHOM WHopMauun®(3) (3a MCKNYEeHnem
MHpopmauuKn, coaepkallen CBeAeHUs, K KOTOPbIM B COOTBETCTBMM C 3aKOHOLATENbCTBOM
Poccunckon ®egepaumm He MOXET ObITb OrpaHNUYEH JOCTYN).

2. Hactosawasa MHCTpyKumns He pernameHTupyeT nopsigka opraHnsaumm n obecneveHus
6e3onacHoOCTM XxpaHeHusi, obpaboTkn K nepegaym MO KaHanam CBSA3N C MUCMNOSIb30BaHUEM
CK3W koHmaeHumansHOM WHpopMaumm B yypexgeHusx Poccuinckon depepaumm 3a
rpaHuuen.

Il. OpraHnsaums u obecnevyeHme 6€30NaCHOCTU XpaHeHUs, 06paboTKM U nepenayn no
KaHanam cBs3u ¢ ucnonb3oBaHnem CK3U koHdumaeHunansHon nHdopmaummn

3. besonacHocTb XxpaHeHusi, o00paboTkm u nepegaynm MO KaHanam CBA3UM C
ncnono3oBaHnem CK3W koHdumaeHumanbHon uHdOpMaumMm B CeTAX KOHMAEHUManbHOM
CBsA3M*(4) opraHM3yoT n obecnevmBaloT onepaTopbl KOHpUaeHUMansHOM cBa3n™(5).

BesonacHoCTb xpaHeHus 1 06paboTku ¢ ncnonb3oBaHneMm CK3W koHuaeHUmnansHom
WHopMauuKn, nepegaBaemMon BHe ceTen KOH(MAEHUManbHOW CBSA3W, OPraHuM3ylT WU
obecneunBatoT nuua, nmetowme nuueHsmno GANCU*(6).

Jlnua, okasbiBawowWne BO3Me3gHble YCyrm no opraHuMsaumm un  obecnedeHuro
6e3onacHOCTM XpaHeHusi n obpaboTkm ¢ ucnonb3oBaHnem CK3W koHdmaeHumansHoOM
WHopMauuKn, nepegaBaemMon BHe ceTel KOH(pmAeHUuManbHOW CBA3W, AOO0SDKHbl UMETb
nmuensunto PAMNCU Ha gesatenbHOCTb NO NpefoCTaBfeHMO yecnyr B obrnactn wudpoBaHus
MHdopMaUUK.

4. be3onacHOCTb XpaHeHusi, 00paboTkm u nepegaynm nNo KaHamam CBSA3N C
ncnons3osaHnem CK3W koHdumaeHunansHon nHpopmaumm, obnagarenm KOTOpon He UMELDT
nnuensun PAINCU, nuuensnatol PAINCU opraHmnsytoT n obecneumBatoT NnMBGO MO ykasaHUto
BbILLECTOSALLEN OpraHM3auun, nnbo Ha OCHOBaHWW [OOrOBOPOB Ha OKasaHue YCrnyr no
Kpuntorpaduyeckon 3awmre KoHPUaAeHUnansHom nHpopmaumn.

5. NuueHsnatol PAMNCU HecyT OTBETCTBEHHOCTb 3a COOTBETCTBME MPOBOAUMbBIX UMM
MEpPONpUATUA MO opraHuMsaumm n obecneyeHnto 6Ge3onacHOCTU XpaHeHusi, 0bpaboTku u
nepegaym no kaHamnam cBsisan ¢ ucnonb3oBaHnem CK3W koHuaeHumanbHOn nHdopmauunm
NULUEH3NOHHbIM  TpebOoBaHUAM 1 YCNOBUAM,  SKCMSyaTauUUMOHHOM W TEXHUYECKOM
AokymeHTauum k CK3U, a Takke NnonoXeHnsam HacTosilwen MHCTpyKumun.

Mpn atom nuueHsnatoel GAMNCU pomkHbl obGecneumBaTb KOMMIIEKCHOCTb 3aLUUThI
KOH(pmnaeHumansHon  MHpopmaumm, B  TOM  4YUCHe  MOCPEACTBOM  MPUMEHEHMS
HeKkpunTorpaduyeckmx cCpeacTs 3aLunThbl.

6. [lna pa3paboTkn 1 oCcyLecTBNEHNS MEPONPUATUIA MO OpraHn3auumn n obecnevyeHuto
6e3onacHOCTM  XpaHeHusi, obpaboTkm w©n nepegadnm ¢ ucnonb3oBaHnem CK3U
KoHmaeHumanoHon wuHdopmMmauum nuueHamatr DPAIMNCU cosmaeTr OoAWMH UMM HECKONbKO
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opraHoB KpunTorpadguyeckomn 3awmTtbl*(7), o 4eMm nucbmeHHo yBegomnsaeT GAMCU.

[onyckaetcsa BoanoxeHne QYHKUUM opraHa Kpuntorpaguyeckon 3aliuTbl Ha
crneumnarnbHoe CTPYKTYpHOe nogpasgefieHMe no  3awuTe rocydapCTBEHHOW  TauHbl,
ncnosnb3yoLlee Ana aToro WwungposarnbHble cpeacTsa.

KonnyecTtBO opraHoB KpunTorpauieckon 3awmTbl 1 X YUCEHHOCTb YCTaHaBnMBaeT
nuuensnat PAICH.

7. OpraH kpuntorpadu4eckon 3aLmTbl OCYLLECTBNHAET:

NpPoBEPKY rOTOBHOCTM  obnagatenen  KoHpuAaeHUmanbHOM  MHoOpMauun K
CaMOCTOATENbHOMY Mcnonb3oBaHMi CK3WM n cocTaBneHue 3akroyeHurM O BO3MOXHOCTU
akcnnyataumm CK3W (c ykazaHuem Tuna u HomepoB wucnonb3dyembix CK3W, Homepos
annapaTHbIX, NPOrpaMMHbIX U annapaTHO-NPOrpaMMHbIX CPeACTB, rge yCTaHOBMEHbl U K
KoTopbiM noakntodeHbl CK3U, ¢ ykaszaHnem Takke HOMepOoB nevyaTten (NoMobupos), KOTOPbIMU
oneyaTaHbl (onnomMbupoBaHbl) TexHuyeckne cpeacTtsa, Bkodas CK3W, n pesynbtatoB
npoBepkn pyHkumoHmpoBaHusa CK3N);

pa3paboTky MeponpuaTMn no obecnevyeHunto YHKLUMOHUPOBaHUA WM Be3onacHoCTn
npumeHsembix CK3M B COOTBETCTBMU C YCNOBUSMW BblAaHHbIX HA HWUX CepTUdUKATOB, a
Takke B COOTBETCTBMM C IKCMNyaTaUMOHHOW W TEXHUYECKOM [JOKYMeHTauuMen K 3TUM
cpeacTBam;

oby4eHune nuu, ncnoneayowmnx CK3W, npasunam paboTbl C HUMMU;

NO3K3EMNIIAPHLIN y4eT wucnonbdyeMblx CK3W, akcnnyaTauMOHHOM W TeXHU4eCcKom
AOKYMEHTaUUN K HUM;

yyeT obcnyxmBaembix obnagjatenen KoHUAEHUMANbHOM MHGOPMaUMN, a Takke
PU3MYeCcKMX Nuu, HenocpeacTBEHHO AonyLeHHbIX K pabote ¢ CK3UN*(8);

nogavy 3asBok B QPAMNCU wnn nuueHsmaty, umetowemy nuueHsmio DPAMNCU Ha
AeATeNlbHOCTb MO M3roTOBAEHWMIO KroveBblX AoKymeHToB*(9) ana CK3W, Ha usrotoBneHue
KIOYEBbIX JOKYMEHTOB UM MCXOL4HOW Krto4eBOW MHopmaunn. N3rotoBneHne m3 MCXoLHom
KNYEeBOW MHGOPMaLUK KITHOYEBLIX AOKYMEHTOB, UX pacnpeneneHne, paccbifiky 1 y4yerT;

KOHTpONb 3a cobnogeHnem ycrnoBun ucnonb3oBaHus CK3W, ycTaHOBNEHHbIX
3KCnryaTaumMoHHOM U TexHuyeckon fokymeHTaumen k CK3WU, ceptucumkatom DAMNCU wu
HacTosawen NHcTpyKumen;

paccrnefoBaHue W COCTaBfieHWEe 3akryeHurM Mo dpaktaM HapyleHusi YCroBui
nucnonb3oBaHms CK3W, koTopble MOryT nMpMBECTM K CHWKEHWIO YPOBHA  3aluuThbl
KOH(pmnaeHUMansHoOn WHGopmMauumn; pas3paboTky M MNPUHATME Mep MO NpefoTBpaLleHUro
BO3MOXHbIX OMACHbIX NOCNEeACTBMIA NOAOOHbIX HapyLUEeHWN;

pa3paboTKy CxeMbl OpraHu3auumM Kpuntorpapuyeckon 3awmTtbl KOHUAEHUManbHOM
WHpopmauumn (C  yKasaHMEM HaMMEHOBaHUS W pasMELleHUs HWKECTOSLWUX OpraHoB
Kpuntorpadnyeckon 3awuTbl, €CN TakoBble UMEKTCs, obnagaTtenen KoHdUAEeHUnanbHon
MHOpMaUnK, PeKBU3UTOB [OrOBOPOB Ha OKa3aHue YCnyr no Kpunrorpaduyeckon 3awuTe
KOH(pmnaeHumansHon uHpopmMaumm, a Takke C ykasaHuem TunoB npumMeHsembix CK3U u
KIHOYeBbIX JOKYMEHTOB K HUM, BUOOB 3alimuiaemMon nHopmaumm, UCrnonb3yemMblX COBMECTHO
¢ CK3U TexHuveckux cpencts CBSA3WU, MNPUKNAgHOrO M O6LECUMCTEMHOrO MNpPOorpaMmMHOro
obecrneyeHna n CpeactB BbIYUCIIUTENBHOW TEXHWKKM). YKasaHHyl0 Cxemy YyTBepxpaeT
nuuensnat PAICH.

8. Obnapatenn koHdMAeHUNanbLHOW MHGOPMAaUMK, €CNN OHWU MNPUHSNWU peLleHne o
HEeoBX0OMMOCTM KpunTorpapu4eckon 3awmTbl TakOW WUHAOPMAUUU UK €Criu peLleHne o
HeobxoauMOCTM ee KpunTorpaduyeckon 3awmTtbl B COOTBETCTBUM C [lonoxeHnem [1K3-99
NMPUHATO rOCyAapCTBEHHBIMU OpraHaMy Unu rocygapCTBEHHbIMU OpraHu3aunsamu, obssaHbl
BbIMOMNHATL YKa3aHUS COOTBETCTBYHLLMX OpPraHoB KpunTtorpaduyeckon 3awuTbl MO BCEM
BONpocaM opraHusauumn n obecneveHust 6e3onacHOCTU XpaHeHusl, 00paboTkmn u nepegaydn no
KaHanam cBsa3u ¢ ncnosb3oBaHneMm CK3W koHduaeHUnansHom nHopmaumn.
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9. [Ona opraHuM3aumm B3auMOAEWNCTBUS  obnagaTtenenm  KoHuaeHumanbHom
MHdopMauunmn, 6e3onacHOCTb XpaHeHUs, 06paboTkn 1 Nnepefaym No KaHanam cCBsi3M KOTOPOW C
ncnonb3oBaHnem CK3W opraHusyoT n obecnedmBailoT pasnuyHble nuueHanatbl PAMNCH, n3
CO34aHHbIX 3aTuMn  nuueHanatammn  DAIMNCK  opraHoB  KpunTorpaduMyeckon  3alumTbl
BblAENseTCa  KOOPAMHUPYOLWMIA  opraH  Kpuntorpadpuyeckon 3awmtbl. Bce opraHbl
Kpuntorpadudeckon 3awmTbl, obpasoBaHHble 3TUMM nuueHsnatamm PAIMNCK, obs3aHbl
BbIMOMHATL  YKa3aHWA  KOOPOMHMPYKOLWEro opraHa Kpuntorpadouyeckon 3awimTtbl MO
obecrneyeHnto Takoro B3anMoaencTBuS.

10. VIHCTpyKuun, pernameHTUpylolmne npoueccbl NOAroTOBKW, BBOAa, 06paboTku,
XpaHeHns1 Wn nepefadn 3awmwaemMon ¢ ucnonb3oBaHneM CK3WM  koHuaeHumanbHom
MHopMauuKn, A0SKHbl cornacosBbiBatbCcad € nuueHsnatom OAMNCU. Takve UHCTpyKuum
noaroTaBnMBalOTCA COMMAacHO  3KCMNSlyaTaluMOHHOW U TEXHWYEeCKOM [OOKYMeHTauum Ha
COOTBETCTBYHOLLME CETU CBA3W, aBTOMATM3MPOBaHHble U MHGPOPMALMOHHbIE CUCTEMbI, B
KOTOpbIX NepepaeTtcd, obpabaTbiBaeTCs UMM XpaHUTCA KOHuAeHunanbHas nHdopmaums, c
ydyeTtom ucnonbsyembix CK3W n nonoxeHunn Hactoswwen VHCTpyKLmK.

11. JluueHsmatel PAMNCU c yyeToM o0OCOBEHHOCTEN CBOEN AOEATENIbHOCTU MOryT
paspabaTtbiBaTb METOANYECKNE pekOMeHAaUUn No NpUMEHeHNo HacToswen MHCTpyKuuun, He
npoTMBopeYallme ee TpeboBaHNAM.

12. KnioyeBble gokymeHTbl anss CK3WM unu mucxogHasa kntodeBasd mHgopmaumsa ans
BbIpaboTKN KIloYeBbIX AOKyMeHTOB marotaBnmusatotcs PAIMNCK Ha goroBopHOM OCHOBE WUNK
nmyamn, mmerwowmmn nuueHsnto GAMNCU Ha geAaTenbHOCTb MO M3FOTOBMIEHUIO KITHOYEBbIX
AokymeHToB anst CK3U.

N3rotoBnATb KNOYeBble LOOKYMEHTbl M3 MCXOL4HOW KIIHOMEBOW WHopMauum MoryT
KOOPOMHMPYIOLWMIA OpraH Kpuntorpaduyeckon 3awmtbl (NpU  €ro HanuMyuu), OpraHbl
Kpuntorpaduyeckon 3awuTbl WM HENnoCcpenCcTBEHHO obrnagaTtenu KoHUAEeHUManbHOM
nHopMmauumn, npumeHsa wrtaTHble CK3W, ecnn Takas BO3MOXHOCTb NpeaycMoTpeHa
3KCnsiyaTaunoHHOM N TEXHUYEeCKon aokyMmeHTauunen Kk CK3U.

13. K BbINONHEHNIO 0693aHHOCTEN COTPYAHMKOB OPraHoB KpUnTorpadouyeckon 3awunTbl
nnueHsnatamn  PAMNCU  pgonyckawTca nuua, uMmewwme  HeobxoauMblA  YPOBEHb
kBanudukaumm ona  obecneyeHus  3awMTbhl  KOHUAEHUMANbHOWM  MHdOpMauun C
ncnosb3oBaHMeEM KOHKpeTHoro Buaa (tuna) CK3WU.

14. Jluy, opopmnaembix Ha paboTy B opraHbl KpunTorpaduyeckon 3alunTbl, cnegyet
03HaKOMUTb C HacToswen NHCTpyKumMen nog pacnumcky.

15. O6siI3aHHOCTKW, BO3Maraemble Ha COTPYOHMKOB OpraHa Kpuntorpadu4eckomn
3aWmThl, MOryT BbIMNOMHATLCA LWTATHLIMA COTPYOHUKAMW  WUAW  COTPYOHUKaMWU  OpYrux
CTPYKTYPHbIX NOAPa3aeneHnin, npMBrekaemMbIiMm1 K Takor paboTe No COBMECTUTENbCTRY.

16. lNpu onpegeneHun o6s13aHHOCTEN COTPYLAHMKOB OPraHoB Kpuntorpadunyeckon
3awuTbl nuueHsnatbl PAMNCU gomkHbI y4nTbiBaTb, YTO 6€30MacCHOCTb XpaHeHus, 06paboTku
N nepefayun no KaHanam ceasn ¢ ucnosnb3osaHmem CK3W koHduaeHUmMansHon nHgopmauum
obecneunBaeTcs:

cobniogeHnem  CoTpyaHMKamMu OpraHoB  Kpuntorpadouyeckon 3awuTtbl  pexuma
KOH(bMAEHUManNbHOCTM Npy obpalleHnn co CBEAEHUAMU, KOTOPble UM AOBEPEHbl UMK CTanu
M3BECTHbl Mo paboTe, B TOM 4ucre CO CBeAEHUSAMU O YHKLMOHUPOBAHUN U MOpPSAKe
obecneyeHna 6esonacHocTn npumeHsieMbix CK3U n kntoyeBbIX JOKYMEHTaX K HUM;

TOYHbIM  BbINOSTHEHNEM  COTPYAHMKaMW OpPraHoB KpunTorpauyeckon 3awuThbl
TpeboBaHun k obecneyeHnto 6e3onacHOCTM KOHpMAEHUMaNbHON MHOPMaLNK;

HageXHbIM XpaHEeHMEM COTPyAHMKaMKU opraHoB Kpuntorpadudeckon sawmtbel CK3WU,
3KCnriyatauMoHHOM U TEXHUYECKON JOKYMEHTaLMU K HAM, KIHOYEBbIX JOKYMEHTOB, HOCUTENEN
KoH(hnaeHumnanbHoOM nHopmauuu;

CBOEBPEMEHHbIM BbISIBIIEHNEM COTPYAHUKaAMW OPraHoB KpunTorpaduyeckon 3auThbl



MONbITOK MOCTOPOHHMX NWUL, MNONYYNTb CBEAEHWS O 3awuuiaemMon KOHMAEHUMANbHON
nHdpopmMauuu, 06 ncnonbdyemoix CK3M nnm knoyeBbIx JOKYMEHTaxX K HUM;

HemMegneHHbIM MPUHATMEM COTPYAHMKAMM OpraHoB KpunTorpadmyeckon 3awmnTbl Mep
no npeaynpexneHvio  pasrnaweHns  3allMiiaeMbliX CBeOeHUMM  KOHUAEHUMANbHOro
XapakTtepa, a Takke BO3MOXHOWN YTEYKN TakUX CBEOEHUN NPU BbISIBIIEHUN (DAKTOB yTpaTbl UK
HegocTaun CK3W, kntodeBbIX OOKYMEHTOB K HWM, YOAOCTOBEPEHWIA, MPOMYCKOB, KMO4Yen OT
NMoMeLLEeHNA, XpaHUNULL, cendoB (MeTannmM4eckmx WKagoB), NIMYHbIX neyaTen n 1.n.

17. O6yyeHune n nosblLLIEeHne KBanudpukauum COTPYOHMKOB  OpraHoB
Kpuntorpadunyeckon 3aLlmTbl OCYLLLECTBNAIOT OpraHn3auumn, MMerLmne nuueH3nto Ha BegeHne
obpasoBaTenbHON OeATENBbHOCTM NO COOTBETCTBYIOLUM NporpamMmMmam.

18. CoTpyaHWMKM opraHa Kpuntorpadmyeckon 3awmnTbl AOSMKHbI UMETb pa3paboTaHHble
B COOTBETCTBUM C HacTtosiwen WHCTpykumen wun ytBepxXaeHHble nuueHanatom OAMNCU
yHKUMOHasNbHble 06s3aHHOCTU. OBbeEM U NOPSALOK O3HAKOMSIEHUSI COTPYLAHMKOB OpraHoB
Kpuntorpadpuyeckon 3awmtbl C  KOH(puOeHuuanbHOW MHpopmMaumen onpegendeTcs
obnagaTtenem KOHUAEHUMaNbHOM NHAOPMaLN.

O65a3aHHOCTM Mexay COTpyAHMKaMu opraHa Kpuntorpaduyeckon 3alimTtbl LOSMKHbI
OblTb pacnpefeneHbl C y4eTOM MNepcoHanbHOW OTBETCTBEHHOCTU 3a coxpaHHocTb CK3W,
KNYEeBOW LOKYMEHTaAUMN N JOKYMEHTOB, a TakKe 3a NOpPYYEHHbIE y4acTku paboThbl.

19. ®usmyeckme nuua pgonyckatotca K pabote ¢ CK3WM cornacHo nepeyHto
nonb3oBartenemn CK3WM, yTBEPXOaEMOMY COOTBETCTBYHOLLMM obnapatenem
KoHdmaeHumaneHon wHgopmauun. [o Takoro yTBEPXKAEHWSA TexHuyeckas BO3MOXHOCTb
ucnono3oBaHmss CK3WM nuuamu, BKIIOYEHHBIMW B [AaHHbIA  NepeyvYeHb, AoMmMkHa ObiTb
cornacosaHa ¢ nuuyeHanatom PAMNCH.

Jnuensnatbl PAMNCHU B pamkax cornacoBaHHbIX ¢ obrnagartenaMmm KoHduaeHUnansHon
MHOpPMaUUKM NOMHOMOYMI NO AO0CTYNY K KOHuaeHumanbsHOM mMHopmaumMm UMeEKT npaso
yTBEPXAATb TAKOW NepeyYeHb B OTHOLUEHNN NOOYNHEHHBIX UM LOSMKHOCTHbIX JNLL.

20. MNMonb3osaTtenu CK3WN o065s3aHbI:

He pasrnawaTtb KoHMAeHUManbHyr0 MWHMOpPMaUMo, K KOTOPOM OHW OOMyLleHbl,
pyGexu ee 3awmnTbl, B TOM YMCIIE CBEAEHNS O KPUMTOKIOYaX;

cobniopgatb TpeboBaHua K obecnedeHuto H6e3oMacHOCTM  KOHMAeHUManbLHOM
MHdopMauum ¢ ncnonb3osaHmem CK3U;

coobuwaTb B opraH Kkpyntorpacmnyeckon 3awmTbl O CTaBLUMX UM M3BECTHLIMU NOMbITKAX
NOCTOPOHHUX NNL, NONy4nTb cBegeHus 06 ncnonbdyembix CK3W nnu knoyveBbix JOKYMEHTax K
HUM;

caatb CK3WU, akcnnyaTauMOHHYIO M TEXHUYECKYHD OOKYMEHTaUM0 K HUM, KIoYeBble
AOKYMEHTbl B COOTBETCTBUM C MOPSIAKOM, YCTAHOBMEHHbLIM HacTosiwen WHCTpyKkuuen, npu
YBOSIbHEHUWN U OTCTPaHEHUN OT UCMOSHEHUS 00513aHHOCTEN, CBSAI3aHHbIX C UCMNOSIb30BaHUEM
CK3WU;

HemMeaneHHO yBEeAOMMSATb OpraH Kpuntorpaduyeckon 3awmuTbl 0 dakTax yTpaTtbl Unn
HegocTaun CK3W, knto4eBbIX JOKYMEHTOB K HAM, KITHOYEN OT NOMELLEHUN, XPaHUIULL, JINYHbIX
neyatem u o Opyrux cpaktax, KOTOpble MOryT MPMBECTM K pasrnalleHuio 3aluiiaemMblX
CBeEeHUN KOH(uOeHUManbHOro xapakrepa, a Takke O MpuUyYMHax U YCrOBUSIX BO3MOXHOM
YTEYKN TaKNX CBEOEHUN.

21. HenocpeactBeHHO Kk pabote ¢ CK3WM nonb3oBaTtenu gOnyckakTCcsa TOMbKO nocne
COOTBETCTBYHOLLErO 0By4eHUs.

O6yyeHne nonb3oBatenen npasunam pabotel ¢ CK3W ocywecTBnsaoT COTPYAHUKM
COOTBETCTBYIOLLEro opraHa Kpuntorpadpuyeckon sawmTbl. [JJOKyMEHTOM, noaTBepXaaroLum
OOSDKHYIO  creuunarnbHy MNoAroToBKYy Monb3oBaTenerM M BO3MOXHOCTb MX Jornycka K
camoctosaTensHon pabote ¢ CK3WU, saBnsetcs 3aknveHue, COCTaBNeHHOE KOMWUCCUEWN
COOTBETCTBYIOLLErO0 OpraHa KpuntorpaduMyeckon 3alimTbl HA OCHOBAHWUW MPUHATBIX OT 3TUX
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lll. Nopspok obpaweHunsa ¢ CK3U n kpuntoknoyamm K HUM. Meponpuatusa npwm
KoMnpomeTauum Kpuntoksnoven (10)

22. lpepHasHadeHHble Ons obecneyeHust 6e30MacHOCTU XpaHeHus, oBpaboTkn wu
nepegayv no KkaHanam cBs3n KoHduaeHumansHon nHgopmaumm CK3W, a takke knroyesble
OOKYMEHTbl K HUM He [OOSDKHbl COAepXaTb CBEAEHWW, COCTaBMSAIOWMX rOCyapCTBEHHYIO
TauHy.

23. B dbepepanbHbiX opraHax UCNOSTHUTENBHOW BNacTu kntoveBble AoKyMeHTbl, CK3U ¢
BBEAEHHbIMWU KPUNTOKNKOYaAMN OTHOCATCA K MaTepuanbHbiM HOCUTENsM, coAepXallinm
CNyXebHYyl0  MH(popMauuio  OrpaHUYEHHOro  pacnpocTtpaHeHus. [lpu  3TOM  OOMXKHbI
BbIMNONHATLCA TPeboBaHUSA HacToAWweNn VIHCTPYKUMN U UHBIX AOKYMEHTOB, perfiaMeHTUpPYoLWnX
nopsagok obpaleHns co cnyxebHonm uHdopmMauMen OrpaHUYEHHOro pPacnpoCTpaHeHUs B
drefiepanbHbIX OpraHax UCMOMHUTESNTbHON BlacTu.

MHbim  obnapatenam  KoHUAEHUManbHOM MHGoOpMaumm npu  obpalieHnn ¢
knoyeBbiMM  gokymeHTamn, CK3W Cc BBEAEHHbIMM  KPUNTOKIIKYaMy  Heobxoammo
PYKOBOACTBOBaATLCA HacTodAwen NHCTpyKumen.

24. [Ona opraHu3aumm un obecnedyeHns 6e30MacHOCTM XpaHeHusi, obpaboTku u
nepegayvM no KaHanam CBA3M KOHuAeHumanbHoW uHdopMaumuM crnegyeT UCnonb3oBaTb
CK3W, nossonsiowme  peanu3oBaTb  MNpuvHUMN  abOHEHTCKOro  WugpoBaHns wn
npegycmaTpmBalroliMe 3anncb KPUNTOKMOYENW Ha OMEKTPOHHblIe KIYeBble  HOCUTEenu
MHOrOKpaTHOro (4ONroBpeMEHHOro) UCnorib3oBaHus (AuckeTbl, komnakT-guckun (CD-ROM),
Data Key, Smart Card, Touch Memory u T.1.).

25. MNpn HeobBxoaMMOCTM nepefaym No TEXHUYECKUMM CPenCcTBaM CBSA3U CHY>KeOHbIX
CcoobLLEeHNI, KacarLmxca opraHmsaunmn n obecneveHna 6e30nacHoOCT xpaHeHusi, 06paboTkm
N nepegaydn no KkaHanam cesasu ¢ ncnonb3oBaHnem CK3W koHduaeHUnansHon nHdopmauuu,
COOTBETCTBYHOLLME yKa3aHMa Heobxoammo nepegaBaTb, Tonbko npumeHsss CK3W. MNepepava
No TEXHUYECKUM CpeacTBaM CBSA3M KPUNTOKMKOYEW He [OOoMycKaeTcs, 3a WCKIYEeHNEM
crneuvanbHO  OPraHM30BaHHbIX  CUCTEM C  AeueHTpann3oBaHHbIM cHabxeHnem
KpUNTOKNOYaMMU.

26. Wcnonb3yemble wunu xpaHumble CK3W, akcnnyaTaumMoHHas W TEXHU4Yeckas
AOKYMEHTaUUs K HUM, KIYeBble [OOKYMEHTbl MoAsiexar MO3K3eMMASpHOMY Yy4yeTy Mo
YyCTaHOBMEHHbIM dOpMaM B COOTBETCTBUM C TpeboBaHusmu [lonoxeHus MK3-99. Mpu aTtom
nporpaMmmHuble CK3W [OMmKHbI y4uTbIBaTbCA COBMECTHO C annapaTHbIMW cpeacTtBamn, C
KOTOPbIMM OCYLLECTBMSAEeTCA WX wWwTaTHoe dyHKUMOHNpoBaHue. Ecnn annapaTHble wnu
annapaTtHo-nporpaMmHble CK3W nogknoyalTca K CUCTEMHOM LWMHE WU K OAHOMY U3
BHYTPEHHMUX WHTEpdENCcoB annapaTHbix cpeactB, To Takne CK3U yuuTbiBalOTCSA Takke
COBMECTHO C COOTBETCTBYHOLLMMU annapaTHbIMU CpeacTBaMu.

EovHMUen noak3eMnnAapHOro yyera KIOYeBbIX [JOKYMEHTOB CYMTaAETCHA KIo4YeBOU
HOCUTENb MHOFOKPATHOrO MCMNONb30BaHUA, kroveBon 6OrokHoT. Ecnu oguH m TOT ke
KNYEBOW HOCUTESNb MHOIOKPaTHO WUCMOMb3YT ASS 3anucy KPUMTOKMYEN, TO ero Kaxabln
pas cnefyeT permcTpupoBaTb OTAESbHO.

XKypHanbl noak3emnnspHoro yyeta CK3W, akcnnyaTauMoHHOW M TEXHUYECKOW
AOKYMEHTAUUM K HUM, KMOYEBbIX AOKYMEHTOB (ripunoxeHus 1, 2 Kk WHCTpykumn) BegyT
opraHbl KpunTorpaduyeckon 3awmTbl n obnagarenn KoHduaeHUnanbHoON MHPOpPMaLK.

27. Bce nony4veHHble obnagatenem KoHduaeHumansHOM MHGOPMaLMM SK3EMNAPbI
CK3W, akcnnyaTtauMOHHOM N TEXHUYECKOW OOKYMEHTauuu K HUM, KIYeBbIX AOKYMEHTOB
AOIMKHbI BbITh BblAaHbl N0 PAcrMCcKy B COOTBETCTBYIOLLIEM XXYPHAre noak3eMnispHoro yyeta
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nonb3oBaTenam CK3W, Hecywwmm nepcoHanbHyo OTBETCTBEHHOCTb 3a UX COXPAHHOCTb.

OpraHbl kpunTorpaduyeckon 3almTbl 3aBOAAT M BeAyT Ha Kaaoro nonb3oBaTens
CK3M nuueson c4yeT, B KOTOPOM pPerncTpuypyrotr uucndwmecs 3a Hum  CK3W,
3KCNNyaTauNOHHYHO M TEXHUYECKYHO LOKYMEHTALMIO K HAM, KIoYeBble JOKYMEHTHI.

28. Ecnu skcnnyaTtaunoHHoM 1 TexHudeckon fokymeHtaumen Kk CK3U npegycmoTpeHo
NPUMEHEHNE Pa30BbIX KIHYEBLIX HOCUTENEN WUAW KPUMTOKIOYM BBOASAT M XpaHAT (Ha BecCb
CPOK uXx aeuncteus) HenocpeactseHHo B CK3W, TO Takon pa3oBbIN KIHOYEBOW HOCUTENb UIU
9NEKTPOHHas 3anncb COOTBETCTBYIOLLEro KPWUMTOKIOYMA [OOSDKHbI  PEermcTpupoBatbCs B
TEXHUYECKOM (annapaTHOM) >XypHane (npunoxeHve 3 K WHCTpykuuum), Beayuwiemcs
HenocpeacTeeHHO nonb3oBateneMm CK3W. B TexHMyeckom (annapaTHOM) XXypHane oTpaxatoT
Takke pJaHHble 06 oakcnnyatauun CK3W u  gpyrve cBedeHus, nNpeayCMOTPEHHble
aKcnnyatauMoOHHOM UM TEXHMYECKOM [oKymeHTaumen. B MHbIX cnyydyasix TexHUYecKun
(annapatHbIn) xypHan Ha CK3W He 3aBoauTCs (€Cnv HeT npsiMbIX YKasaHUn O ero BeAeHun B
3KCnnyaTauMoHHOM NNn TeXHN4Yeckon gokymeHTtaumm Kk CK3N).

29. lepepavya CK3W, akcnnyaTaumMoOHHOM M TEXHUYECKOW [OKYMEHTauum K HUM,
KNHOYEBbIX [OKYMEHTOB [OMycKaeTcsa TONbkKo Mexay nonb3oBaTtensmun CK3W wu  (unn)
COTPYAHWKaMN opraHa Kpuntorpadu4eckorm 3aluTbl Mo pPacnmMcKy B COOTBETCTBYHOLLMNX
XXypHanax noak3eMnnapHoro yyeta. Takas nepegada mexay nonb3osatenamm CK3U gomkHa
ObITb CaHKUMOHMPOBaHa COOTBETCTBYIOLLMM OPraHoOM KpMnTorpagonuyecKkom 3amTbl.

ObnapaTenb KOHoMAeHUmarnbHom nHdopmauum c cornacus opraHa
Kpuntorpaduyeckon 3sawmtbl MOXeT paspewunTb nepepady CK3W, OokymeHTauum K HUM,
KNHYeBbIX JOKYMEHTOB Mexay aonyweHHbiMn K CK3W nuuamn no aktam 6e3 obs3atensHom
OTMETKW B XXypHare noak3eMnsipHoro y4era.

30. TlMonb3oBatenn CK3WM  xpaHat  uHcTtannupyrowme CK3W  Hocutenn,
3KCnIyaTauMoHHY U TeXHUYeCKyro gokyMmeHTauuio K CK3W, kntoyeBble AOKYMEHTbI B LLKadhax
(Awukax, XxXpaHunuwiax) WHOUMBMAOYanbHOrO MOMb30BaAHUA B YCIOBUSX, WCKOYAOLLNX
GECKOHTPOIbHbLIM AOCTYN K HAM, @ TaKkKe UX HeNpeaHaMePEHHOE YHUYTOXEHME.

Monb3oBatenu CK3W npegoycmatpuBaloT Takke pasgenbHoe 6Ge3onacHoe XpaHeHue
AENCTBYIOLNX U Pe3epBHbIX KMOYEBbIX AOKYMEHTOB, NpeAHa3Ha4YeHHbIX ANns NpUMEHEeHUs B
cnyyae KomnpomMmeTaumm SENCTBYIOLMX KPUMTOKIMIOYEN.

31. AnnapaTtHble  cpeactBa, C  KOTOpPbIMM  OCYLLECTBASIETCS  LUTaTHOE
dyHkumoHnposaHue CK3WU, a Takke annapaTHble 1 annapaTHo-nporpaMmHublie CK3W oomkHbI
ObITb 060PYAOBaHbI CPEACTBAMU KOHTPONSA 3a UX BCKPbITUEM (OnevaTtaHbl, OnnoMoupoBaHb!).
MecTo one4vaTtbiBaHus (onnombupoBaHus) CK3W, annapaTHbIX CpeacTB AOMKHO ObiTh TaKMMm,
4yToObl €ro MOXHO ObIio BM3yanbHO KOHTPONMpPOBaTb. [lpy HanMuUMM  TEXHUYECKOMN
BO3MOXHOCTM Ha Bpemsa oOTcyTctBua nonb3oBatenen CK3W  ykasaHHble cpefcTtea
Heobxo4MMO OTKMYaTb OT NIMHUK CBA3M M YOMpaTh B oneYaTbiBaeMble XpaHunumuia.

32. CK3N un knioyeBble AOKYMEHTbl MOryT AOCTaBMAATbCA pefibOberepckon (B TOM
yucne Be4OMCTBEHHOW) CBSA3bK MW CO ChneuManbHO BblAENEHHbIMU HApOYHbIMK M3 Yucna
COTPYAHMKOB OpraHa Kpunrorpadguyeckon sawutsl unm nonb3osatenen CK3W, ons koTopbix
OHW NpegHa3Ha4yeHbl, Npy cobnaeHnn Mep, UCKNoYaLWmMx 6ECKOHTPOMbHbIN JOCTYN K HUM
BO BpEMsi JOCTaBKW.

JKcnnyaTauMoHHYIO N TeXHMYECKyo AokyMmeHTauuto Kk CK3WM MOXHO nepecbinatb
3aKa3HbIMW NN LEHHBIMW NMOYTOBBLIMW OTMNPaBEHNSMM.

33. Ona nepecbinkn CK3W knto4veBble AOKYMEHTbl AOSKHbI ObiTb MOMeELleHbl B
MPOYHYIO YNAKOBKY, MCKMOYAKLLY BO3MOXHOCTb UX (PU3NYECKOro NOBPEXOEHUSA U BHELLHErO
BO34ENCTBUA, B OCOOEHHOCTN Ha 3anucaHHyto kntoyesyro nHpopmaumo. CK3W nepeckbinatot
OTOENbHO OT KIKYEBbIX [OOKYMEHTOB K HMM. Ha ynakoBkax YykasblBalOT oOpraH
Kpuntorpadudeckon 3awmtbl unu nonb3osatend CK3W, gns KOTopbIX 3TW  YNaKOBKU
npegHasHadveHbl. Ha ynakoBkax ana nonb3oBatens CK3W penawot nometky "JlnyHo".



YnakoBKn onevaTtbiBalOT TakuMm o6pasom, YTobbl MCKoYanacb BO3MOXHOCTb M3BNEYEHUS 13
HUX cogepXnmoro 6e3 HapyLLEeHMsT YNAaKOBOK M OTTUCKOB NevaTtu.

OdopmneHHyto TakMMm 00pa3oM ynakoBKy, Mpu npeabsBneHun enbacBA3bio
AONOSTHUTENbHbIX TpeboBaHUIN, NOMELLAIOT BO BHELLHIOW YNakoBKY, OPOPMIIEHHYO COrflacHO
npegbsensemMbiM TpeboBaHusaMm. [1o0 nepBOHA4YanbHOW BbICLIIKA (UM BO3BpaLLEHNS)
agpecaTty cooOuwarT OTAEeSNbHbIM MUCbMOM OMUCAHWE BbICLITAEMbIX €My YNakoBOK U
neyaTten, KOTOPbIMM OHU MOTYT BbITb ONeYaTaHbI.

34. [Ins nepecbinkn CK3W, akcnnyaTauMOHHON M TEXHUYECKOW OOKYMEHTaUUU K HUM,
KNOYeBbIX OOKYMEHTOB criedyeT noAroToBUTb COMPOBOAUTENBHOE MUCbMO, B KOTOPOM
HeobX0AMMO YyKasaTb, YTO MOCHLIIAETCA U B KaKOM KOMMYECTBE, YYETHble HOMepa u3genui
UNn OOKYMEHTOB, a Takke, Npy HeobXoAMMOCTW, Ha3HaA4YeHMe W MOPSAOK UCMONb30BaHMSA
BbICblSTaeMoro otnpasneHmsi. ConpoBoanTeNbHOE NMCbMO BKaabiBalOT B O4HY U3 YNaKoBOK.

35. MNony4eHHble ynakoBKM BCKPbIBAKOT TOMBKO B OpraHe Kpuntorpaduyeckon sawmTsl
unm nuyHo nonb3oBatenn CK3W, ona KoTopbiX OHM npedHasHadeHbl. Ecnun cogepxmmoe
Nosly4eHHOM YNaKkoBKM He COOTBETCTBYET yKa3aHHOMY B COMPOBOAUTESIbHOM MUCbME WU
cama ynakoBKa W nedatb - UX ONMcaHuo (OTTUCKY), a Takke eCcnu yrnakoBka MoBpexaeHa, B
pesynbTate 4ero obpasoBarncs CBOOOAHLIN OOCTYN K ee COAEpPXMMOMY, TO mnonyyaTerb
COCTaBISIET aKT, KOTOPLIN BbICbINAET OTNpaBUTENIO, a Npn HeobxoanmmocTn nHpopmupyet 06
3TOM COOTBETCTBYHWOLMMA OpraH Kpuntorpadguyeckon 3awuTbl. [lonydeHHble C Takumu
otnpaeneHnamn CK3W u knoveBblie AOKYMEHThI 4O MOMyYEeHNs ykasdaHui OT OTnpaBuUTens u
opraHa KpuntorpagomMyeckon 3alnTbl NPUMEHSTb HE pa3peLuaeTcs.

36. MNpun obHapyxeHUn GpakoBaHHbIX KNHOYEBbLIX AOKYMEHTOB UMM KPUMTOKIHOYEN OOUH
ak3emnnsap OpakoBaHHOroO  u3genus  criegyeT  BO3BpaTUTb  M3rOTOBUTENO  4yepes
COOTBETCTBYWOLLMN OpraH Kpuntorpadpuyeckon 3awmtbl ONS  YCTAHOBMAEHUS  MPUYUH
npouclueaLwero U nx ycTpaHeHns B AaribHenWweM, a OCTaBLUMECS 3K3eMMNspbl XpaHUTb OO0
NOCTYNMEHNS OOMNONHUTENbHbIX YKas3aHWW OT opraHa Kpuntorpadouyeckon 3awmTbl WUnu
N3roToBUTENS.

37. Jlvnuensmnat PAIMCKU, ponyctMBwMM Opak npu  M3rOTOBMEHUN  KIHOYEBbLIX
AOKYMEHTOB, C Lefblo BbISBNEHUSA NPUYNH criyumBLlerocs MmoxeTt obpatuteca B PAMNCU ana
npoBeaeHNs1 Ha AOTOBOPHON OCHOBE 3KCMEPTM3bl OpakOBaHHbIX KMHOYEBLIX JOKYMEHTOB.

38. lMonyyeHne CK3W, akcnnyaTauMOHHOM W TEXHUYECKOW AOKYMEHTauum K HUM,
KNKOYEBbIX [OOKYMEHTOB [OSMKHO OblTb MNOATBEPXAEHO OTNPaBUTENO B COOTBETCTBUM C
nopsiaKoM, yKasaHHbIM B CONpoBOAnTESNIbHOM NncbMe. OTnpaBuTenb 0693aH KOHTPONMpoBaTh
AOCTaBKy CBOMX OTMpaBneHun agpecatam. Ecnu ot agpecata cBOEBPEMEHHO HEe NOCTYNUNO
COOTBETCTBYHOLLErO MNOATBEPXKAEHUS, TO OTNpaBuTENb LOSMKEH HanpaBuTb eMy 3anpoc u
NPUHATb MepPbl K YTOYHEHNIO MECTOHAXOXAEHUS OTNPaBIEHNNA.

39. 3aka3 Ha M3roTOBMEHNE OYepPeHbIX KITOYEBbIX LOKYMEHTOB, UX MU3rOTOBIEHUE U
pacchbIfiky Ha MecTa UCMOSNb30BaHNA N9 CBOEBPEMEHHOM 3aMeEHbl AENCTBYHOLLMX KIHOYEBbIX
AOKYMEHTOB criegyeT npou3BoauTb 3abnaroBpemMeHHo. YKasaHue O BBOAE B [OeWCTBUE
oyepeaHbIX KMYEBbLIX AOKYMEHTOB MOXET ObiTb 4aHO TONbKO MOCMEe NOCTYMNNEeHus B opraH
Kpuntorpadunyeckon 3alimTbl NOATBEPXKOAEHUA OT BCEX 3aMHTEPECOBAaHHbLIX MOSib3oBaTenemn
CK3WM o nony4yeHMn nmm o4epeaHbIX KIToYEeBbIX AOKYMEHTOB.

40. Paccbinka wusrotasnvaembix PAMNCU knoveBbiX AOKYMEHTOB MMAW MCXOAHOWN
Krto4eBon MHopMauumM Ha MecTta UCMNOSb30BaHUA MOXET NMpomn3BoanTbCa doeaepanbHbIMn
opraHamu npaBUTENLCTBEHHOW CBA3N U MHOpMaLMK. Takas paccblfika OCyLEeCTBASeTCS Mno
3adBKaM opraHa Kpuntorpaduyeckon 3awmTbl UM 3adBKaM KOOPAVHUPYIOLLEro opraHa
Kpuntorpaduyeckon 3awmnTbl (Mpy1 ero Hanu4mMm) Ha 4OroBOPHOWM OCHOBE.

41. Hewucnonb3oBaHHble WAN BbIBEAEHHblIE W3 AOEUCTBUSA KIIHOYEBLIE [LOKYMEHTHI
noanexaT BO3BpaLlEeHWO B OpraH Kpuntorpaduyeckon 3awuTbl UKW MO €ero yKasaHuio
AOJIMKHbI ObITb YHUUTOXEHbI HA MecCTe.



42. YHWYTOXEHME KPUNTOKIYen (UCXOLHOM KNHYEeBOW WHGOpMauuu) MOoXeT
NPoOn3BOAMTLCA NYTEM (PU3NYECKOTO YHUYTOXEHUSA KIHOYEBOrO HOCUTESS, HA KOTOPOM OHU
pacnosioXeHbl, UM NyTeM CTUpaHusa (paspyLleHust) KpunTokoYen (MCXOAHOW KIHYEBOM
nHdopMauumn) 6e3 NnoBpexaeHus KryeBoro Hocutensa (ana obecneyeHms BO3MOXHOCTU ero
MHOrOKpaTHOro MCMNOMb30BaHWUs).

Kpuntoknoum (MCXOAHYK  KMYEBYD MHAOPMaUMIO) CTUMpalT Mo TEXHOSoruu,
MPUHATON AN COOTBETCTBYHOLMX KIOYEBbLIX HOCUTENEN MHOFOKPaTHOMO MCNONb30BaHUS
(ancket, komnakt-guckoB (CD-ROM), Data Key, Smart Card, Touch Memory un T.n.).
HenocpeacTBeHHble OEUCTBUS MO CTUPAHUIO  KPUNTOKMOYEN  (MCXOOHOW  KNHYeBOW
WHpopMmauumn), a Takke BO3MOXHblE OrpaHUYeHUs Ha JdanbHenwee npUMeEHeHue
COOTBETCTBYHOLLMNX KITHOYEBbBIX HOCUTENEN MHOrOKPaTHOrO NCMNOMb30BaHUSA pernameHTUpYHTCS
3KCnryaTauMoHHOM N TEXHUYECKOM AOKyMeHTauuen k cootseTcTByowmmMm CK3W, a Takke
YKa3aHUsIMM OpraHu3auun, npou3BOAMBLLEN 3anuCb KPUMTOKMYEN (MCXOLHOW KITOYEBOW
MHdopMauun).

KntoyeBble HOCUTENWN YHUYTOXAKOT NYTEM HAHECEHUS UM HEYCTPaHMMOro n3NYEeCKOro
NOBPEXAEHUS, UCKITOYAIOLWEro BO3MOXHOCTb MX UCMONb30BaHUSA, a Takke BOCCTAHOBMEHUS
Knto4eBon MHgopmauun. HenocpeacTBeHHbIE AEUCTBUS NO YHUYTOXEHUIO KOHKPETHOrO Tuna
KNOYEBOro HOCUTENNS PerfnaMeHTUpPYyTCa SKCMyaTaumoHHOM N TEXHUYECKOW JOKYyMeHTaLumen
K cootBeTcTBytowMM CK3W, a Takke ykasaHUsiMU OpraHusauuu, rnpovsBOAMBLLEN 3anUCb
KPUNTOKNOYEN (MCXOOQHON KItoueBOn MHdopmaumm).

BymaxHble 1 npoyne cropaemMble KIH4YeBbIE HOCUTENMW, a Takke aKCnnyaTaluMoHHasa m
TexHunyeckasa gokymeHtaums K CK3M yHM4YTOXaoTCS NyTEM CXKUraHUs v ¢ NOMOLLbHO MobbIX
GymaropesaTtesnbHbIX MaLUWH.

43. CK3W yHmnuTOXaT (YTUNU3NPYKOT) B COOTBETCTBUKN C TpeboBaHusMu NonoxeHns
MK3-99 no peweHnunto obnagatens KoHUAeHUMansHon nHpopmaumm, snagetowero CK3U, n
no cornacoBaHuio ¢ nuueHsnatom GAIMNCH.

HameueHHble K yHu4TOXeHuo (yTunusaunn) CK3W nognexaT nsbatuio 13 annapaTHbIX
CpeancTB, C KOTOPbIMM OHU pyHKUuMoHMpoBanu. Mpn atom CK3W cuutarotca msbatbiMmn m3
annapaTtHbiX CPEeACTB, €CNU  WUCMOMIHEHa NpefyCMOTPEeHHas  3KCniyaTauuMoOHHOM W
TexHu4yeckon pokymeHtaumen k CK3WM npouenypa yoaneHus nporpaMmHoro obecneveHus
CK3W 1 oHM NOMHOCTBLIO OTCOEAUHEHBI OT annapaTHbIX CPeACTB.

44. TlpurogHble Ons AanbHEWWero WUCNoNb3oBaHMA Yy3rnbl UM AeTtanu annapaTHbIX
cpeacTB oOWEero HasHayeHus, He npeaHasHadeHHble crneumanbHo Ans  annapaTtHoMn
peanusauumn Kpuntorpaduyeckmx anroputmMoB unm nHbix gyHkunn CK3M, a Takke COBMECTHO
paboTatowee ¢ CK3M obopynosaHne (MOHUTOPLI, NPUHTEPLI, CKAHEpPbI, KnasuaTtypa u T.n.)
paspellaeTcsa ucnonb3oBaTb nocne yHudtoxeHns CK3W 6e3 orpaHudenun. [Npu 3Tom
NMHpopmauus, KoTopas MOXET OCTaBaTbCsA B YCTPOMCTBAX NaMsaT obopyaoBaHus (Hanpumep,
B MpUHTEpax, CkaHepax), oSMKHa OblTb HaAEeXHO yaaneHa (ctepTa).

45. KniouyeBble [OOKYMEHTbl [OOMKHbl ObiTb YHUYTOXEHbl B CPOKW, YyKasaHHble B
3KCNNyaTauMoOHHON M TEXHUYECKOW OOoKyMeHTauuu K cootseTcTBylowmnm CK3W. Ecnu cpok
YHUUTOXEHUS SKCMnyaTaumMoHHOW W TEXHUYEeCKOW [OKYMEHTauuMeh He YCTaHOBMEH, TO
KntoveBble JOKYMEHTbI AOSMKHbI BbITb YHUUTOXEHbI HEe no3gHee 10 CyToK nocne BbiIBOAa UX U3
penctBns  (OKOHYaHMss cpoka  gencteus).  PakT  yHUUTOXEHUs  odopMiseTca B
COOTBETCTBYIOLUNX XKypHanax MO3K3eMnnspHoro y4veta. B aTM Xe cpokm € OTMETKOM B
TEXHMYECKOM (annapaTHOM) JKypHane nognexaTt YHUYTOXEHUIO pa3oBble Kto4veBble
HOoCUTENM W paHee BBedeHHas M xpaHdawasca B CK3WM unyM uHbIX AONONHUTENbHbIX
YCTPOMCTBAX Kro4eBas WHGopMauns, COOTBETCTBYKOLLAA BbIBEAEHHbIM W3  OENCTBUSA
KPUNTOKIIOYaM; XpaHAWMeca B KpunTorpadmyeckm 3alimuieHHOM Buae [OaHHble cnegyeT
nepewngpoBaTb Ha HOBbIX KPUNTOKITHOYaX.

46. PasoBble KHOYEBble HOCUTENU, a TakkKe 3reKTPOHHbIE 3anucu KIl4YeBOoW


garantf1://81544.1039/
garantf1://81544.1039/

MHdopMauuu, COOTBETCTBYHOLLEN BblBE4EHHbIM n3  gencreud KpMNTOKNo4am,
HenocpeactBeHHo B CK3W unuM MHbIX AOMNONHUTENbBHBLIX YCTPOMCTBAX YHUYTOXAKOTCSA
nonb3oBatensaMmmn aTux CK3W camoctossTensHO nog pacrnvcky B TEXHUMYECKOM (annapaTHOM)
XypHane.

KnioyeBble AOKYMEHTbl YyHUYTOXalTca numbo nonb3oBatensmu CK3W, nnbo
COTPYAHMKaMKU oOpraHa KpunTtorpaduyeckon 3alunTbl Mo pacrnucky B COOTBETCTBYHOLLNX
XypHanax noaK3eMMAasipHOro y4veta, a YHUYTOXEeHue 6onblioro obbema  Krto4veBbIX
AOKYMEHTOB MOXeT ObiTb odbopmrieHo akToMm. [Mpu atom nonb3osaTtensam CK3U paspeluaetcs
YHUYTOXaTb TOSIbKO UCMOJSIb30BaHHbIE HENOCPeACTBEHHO UMW (MpedHa3HaYeHHble NS HUX)
Kpuntokntoun. locne yHuutoXeHus nonb3oBatenun CK3W gomkHbl yBegOMUTb 06 3TOM
(TenecoHorpaMmmon, yCTHbIM cooblieHneM no TenedoHy U T.M.) COOTBETCTBYHOLIUA OpraH
Kpuntorpaduyeckon 3awmTtbl AS1 CAUCAHUS YHUYTOXEHHbIX OOKYMEHTOB C WX SNULUEBbLIX
cyeTtoB. He pexe ogHoro pasa B rog nonb3oBatenim CK3WM gomkHbl HanpaensTb B opraH
Kpuntorpadnuyeckon 3awmuTbl MNUCbMEHHbIE OTYETbl 00  YHUYTOXEHHbIX  KITHOYEBbIX
AokyMeHTax. OpraH kKpunTtorpaduyeckon 3aluTbl BMNpaBe YyCTaHaBnvBaTb NEPUOANYHOCTb
npeacTaBneHns ykasaHHbIX OTYETOB Yalle OAHOro pasa B rof.

YHUYTOXEHNE MO akTy NpOU3BOAUT KOMUCCUS B COCTaBe He MeHee OBYX YerioBeK 13
yucna COTPYOHUKOB OpraHa Kpuntorpadpuyeckon 3awmtbl. B akTe ykasblBaeTcs, 4TO
YHUYTOXaeTCs U B KaKOM KonunyecTBe. B KOHUe akTa genaetcsa utoroesas 3anucb (Lmudpamu u
NPOMUCbID) O KONWYECTBE HAMMEHOBAHMMA W 3K3EMMIISIPOB  YHUUTOXAEMbIX KITHOYEBbIX
AOKyMeHTOB, uHcTannupytowmx CK3W  Hocutenen, akcnnyaTauMOHHOW W TEXHUYECKOW
AOKyMeHTauuun. McnpaBneHns B TeKCTe akTta AO0SMKHbl OblTb OrOBOPEHbI U 3aBEPEHDI
noanncaMM BCEX YSIEHOB KOMUCCUM, MPUHUMABLLMX yYacTue B YHUYTOXeHUn. O npoBegeHHOM
YHUYTOXEHUM AENATCA OTMETKM B COOTBETCTBYHOLLMX XXypHarax nodk3eMnspHoro y4yeTa.

47. KpynToKNtoYn, B OTHOLLEHUM KOTOPLIX BO3HWUKO NOO3PEHME B KOMNpoMeTauuu, a
Takke OENCTBYIOLLME COBMECTHO C HUMMW APYrMe KpUNTOKMYM Heobxoammo HeMenneHHO
BbIBECTU U3 AENCTBUS, €CIY MHOW NOPSIAOK HE OrOBOPEH B 3KCMyaTaLMOHHON U TEXHUYECKOM
aokymeHTauum kK CK3W. O BbiBoge KpUNTOKNKOYEN U3  OENCTBUS  coobuialoT B
COOTBETCTBYHOLLMIA OpraH Kpuntorpaduyeckon 3sawmtbl. B 4pesBbl4anHbIX criydasix, Korga
OTCYTCTBYIOT KPUMNTOKIOUN AN 3aMEHbI CKOMNPOMETUPOBAHHbIX, LOMYCKAETCs, MO PELUEHUIO
nuueHsnata PAMNCHU, ucnonb3oBaHME CKOMMNPOMETUPOBAHHbLIX KpUMTOKMoYen. B aTom
cnyyae nepuvog WCNonb30BaHUS CKOMMPOMETUPOBAHHBLIX KPUMNTOKMOYEN AOMKEH ObITb
MakCMMarbHO KOPOTKMM, a nepefasaemas MHopMaLnsa Kak MOXXHO MeHee LIEHHON.

48. O HapyweHusax, KOTopble MOryT MPUBECTM K KOMMNPOMETALMN KPUNTOKITOYEN, UX
COCTaBHbIX YacTen WM nepedaBaBLUENCA  (XpaHsWENcss) €  WUX  MUCNoSfib30BaHUEM
KOHpuaeHumanbHon  uHdopmauun, nonb3oBatenm CK3WM  o6sas3aHbl coobwatb B
COOTBETCTBYHOLWMIA OpraH Kpuntorpaguyeckon 3awmtbl. OCMOTP KIKYEBLIX HOCUTENEN
MHOIFOKPaTHOro MCMNOJSIb30BaHUA MOCTOPOHHMMU NvuaMy He criegyeT paccmaTpuBaTb Kak
nogo3peHne B KOMNpoOMeTauun KpUMNTOKMOYEN, €Criv Npu 3TOM UCKIYanacb BO3MOXHOCTb
UX KOMUPOBaHUS (4YTEHMs, pasMHOXeHus). B cnyyaax Hepgoctaun, HenpeabsBneHuUs
KNHOYEBbIX JOKYMEHTOB, a TakkKe HeonpeaesieHHOCTU MX MECTOHaXOXOEHUs NPUHUMaoTCS
CPOYHbIE MEPBbI K UX PO3bICKY.

49. MeponpuatTna no posbICKy M fokanu3aumm nocneacTemMi  KoOMnpomMeTaumm
KOH(bMAaeHUManeHON uHOpMaumM1, nepedaBaBLUENCA (XpaHALWENcs) C UCNOoNb30BaHUEM
CK3W4, opraHusyeT n ocywiecTBngaeT obnapatenb CKOMMNPOMETUPOBAHHOWN
KOH(pmnaeHUmansHoOn nHopmauuu.

50. Mopsagok onoBeweHnsa nonb3oBatenen CK3MN o npeanonaraemon komnpomeTauum
KPpUNTOKNIOYEW M MX  3aMeHe  yCTaHaBNMBaEeTCA  COOTBETCTBYWOLIMM  OpraHom
KpunTtorpaduyeckon 3awmtbl unu GAINCH.



IV. PasmelweHune, cneymnanbHoe o6opy,q03aHMe, OoXpaHa un opraHn3auusa pexumma B
nomMeLleHuAX, rge yCtaHOBJI€eHbI CK3U nnn XPaHATCA Knk4YeBble AOKYMEHTbI K HUM

51. PasmeuwleHne, cneumanbHoe oboOpydoOBaHME, OXpaHa WM OpraHusaunsa pexuva B
nomewleHnsx, rge ycrtaHoBneHbl CK3U vnu xpaHAaTca KnioyeBble OOKYMEHTbl K HUM*(11),
OOIMKHbI  obecneynmBaTtb COXPaAHHOCTb KOHMpmAeHumanoHon uHgopmaummn*(12), CK3N,
KIntoYeBbIX JOKYMEHTOB.

Mpn obGopyooBaHuUM  cneunoMeLlleHNn LOMKHbl  BbINONMHATLCA TpeboBaHusa K
pasmeLleHnto, MoHTaxy CK3W, a Takke pgpyroro obopyaoBaHusi, OYHKUMOHUPYHOLLErO C
CK3W.

MepeuncneHHble B HacTodAwen MHCTpykumm TpeboBaHus K cneunomMeLleHnam MoryT He
npegbsaBnAaTbLCA, €cnuM  3TO  NpeaycMoTpeHo  npasBunamu  nonb3oBaHns  CK3W,
cornacoBaHHbiMu ¢ PAICI.

52. CneuynomelleHns BbIAENAT C Y4€TOM pasMepoB KOHTPONMPYEMbIX 30H,
pernameHTUPOBaHHbLIX 3JKCMAyaTauMOHHOM W TEXHUYecKon aAokymeHTaumen kK CK3WU.
CneuynomMeLleHna OOMKHbI MMEeTb NPOYHble BXOAHbIE [BEpU C 3aMKaMu, rapaHTUMpYoLWUMm
HageXxHoe 3aKkpbliTue cneunomelleHnn B Hepabodee Bpems. OkHa creunoMeLLeHun,
pacnonoXeHHbIX Ha MepBbIX UMW NOCAEOHUX 3Taxax 34aHuKr, a TakKkKe OKHa, HaxoAslmecs
OKOIMO MOXapHbIX mNecTHUL W OpYyrnx MecT, OTKyAa BO3MOXHO TMPOHUKHOBEHME B
crneunomMeLleHnss  MOCTOPOHHUX  nuy,  Heobxogumo  obopydoBaTb  MeTannnM4yeckumm
peweTkaMmu, UM CTaBHAMU, WM OXPaHHOW CUrHanu3auuen, wunuv Apyrumu cpeactsamu,
NPenATCTBYOLLMMU HEKOHTPONNPYEMOMY NPOHUKHOBEHUIO B CMELNOMeELLEHMS.

53. Pa3melweHune, cneumnanbHoe obOpygoBaHME, OXpaHa W OpraHu3auusi pexuma B
crneunoMeLLeHsIX OpraHoB KpunTorpauyeckon 3almTbl JOSTKHbI UCKNHOYNUTL BO3MOXHOCTb
HEKOHTPONMPYEMOrO MPOHUKHOBEHMS WUNU NpebbiBaHNA B HWX MOCTOPOHHMX MWL, a Takxe
NPOCMOTpPa NOCTOPOHHUMU NULaMKN BegyLUmMxcs Tam paborT.

54. Pexxnm oxpaHbl CneunoMeLLEeHUn OpraHoB KpunTorpadoMyeckon 3alimtbl, B TOM
yucrne npasuna Aonycka COTPYOHMKOB WM noceTuTtenen B pabodee n Hepaboyee Bpems,
yctaHaBnmBaeT nuueHsnaTt PAIMNCKU no cornacoBaHuto, npu HeobxoanMocTu, ¢ obnagarenem
KOHgoMAeHUmanbHom MHdOpMaLnW, B NoMeLLeHNAX KOTOpOro pacnonaraeTcs
COOTBETCTBYKOLLUNN OpraH Kpuntorpagouyeckon 3awuTbl. YCTAHOBIIEHHbIN PEXMM OXpPaHbl
AOJDKEH npegycMmaTpuBaTb NEpUOANYECKUI KOHTPOSb 3@ COCTOSIHUEM TEXHUYECKUX CPeacTB
OXpaHbl, €CNY TaKkoBble MMEIOTCH, a TaKKe YYNTbIBATb NONOXEHNA HacTosLwen NHCTpyKumu.

55. [iBepn cneunomelleHnin OpraHoB KpunTorpauyeckon 3awuTbl SOSMKHbI ObiTb
NMOCTOSIHHO 3aKPbITbl HA 3aMOK M MOTYT OTKpbIBATbCA TOSIbKO AS1 CaHKLMOHWUPOBAHHOIO
npoxoAda COTPYAHUKOB M noceTutenen. Knwoum oT BXOOHbIX ABEPEN HYMEPYIOT, YYMTbIBAKOT U
BblalOT COTPYAHUKaAM OpraHoB KpunTorpauyeckon 3amTbl N0 pacnucky B XypHare yyeta
xpaHunuwy,. [OybnukaTtbl KAo4en OT BXOOHbIX [OBEPEn Takux cheunomMeLleHnn cnepyet
XpaHUTb B ceude pykoBoOMTENd opraHa Kpuntorpaduyeckon 3awmtbl. XpaHeHue
AybnukaToB KNYen BHE NOMELLEHNIA OpraHa Kpuntorpaguyeckomn 3almTbl He JONyCKaeTcs.

56. [Ona npegoTBpalleHUs NpocMoTpa W3BHE  CneunoMeLLleHWn  OpraHoB
Kpuntorpadnyeckon 3amnTbl UX OKHA AOSTKHbI ObIThb 3aLMLLEHbI.

57. CneunomeLlleHnsa opraHoB Kpuntorpaduyeckon 3alimuTbl, Kak NpaBunio, OOSKHbI
OblTb OCHaLleHbl OXPaHHOW CUrHanmMsauuen, CBS3aHHOW CO CIY>XOOW OXpaHbl 34aHuUs Unu
AEXYPHbIM NO opraHn3aumn. KMcnpaBHOCTb CUrHanu3auuMm nepuogmyeckn Heobxogmmo
NpoBepPATb PYKOBOOAUTESNO OpraHa Kpuntorpaduyeckon 3aliuTbl UKW MO ero MOopyYEeHUIo
APYromy COTPYAHWKY 3TOr0 opraHa COBMECTHO C MpeacTtaBuTeneM CryxObl OXpaHbl WUnn
AEXYPHbIM NO OpraHn3aumm ¢ OTMETKOW B COOTBETCTBYHOLLMX XypHanax.

58. Kaxgblm opraH kpuntorpauMyeckon 3almTbl  ONS  XPaHEHUS  KIHYeBbIX
AOKYMEHTOB, 3KCnslyaTauuoHHOW U TEXHUYECKOM LOKYMeHTaumu, uHctannmpyrowmx CK3U



HOCUTEnen AOSMKEeH MMeTb HeobXOoOUMMOE YMCNO HALEXHbIX MeTannMyeckux XpaHWWuLL,
000pYAOBaHHbLIX BHYTPEHHUMW 3aMKaMy C ABYMSA 3K3eMnndpamu Kriyen U KOLOBbIMU
3aMKaMu Unm npucnocobneHnsMn ansa onedatbiBaHUA 3aMOYHbIX CKBaXkMH. OOnH aK3emnnsp
Knoya OT XpaHunuwia OOSHKEeH HaxoOUTbCHA Y COTPyAHUKA, OTBETCTBEHHOro 3a XpaHunuiie.
Ady6nukaTbl Kntovern OT XpaHWNULL COTPYAHMKM XPaHAT B cende pykoBoaUTENs opraHa
Kpuntorpaduyeckon 3aLmTbl.

[y6nukaT Knoya oT XpaHunuia pykoBOAMUTENS opraHa KpunTtorpadmyeckon 3amTbl B
onevyaTtaHHOW ynakoBKe [AOMKeH OblTb nepefjaH Ha XpaHeHue [OOSDKHOCTHOMY nuuy,
Ha3Ha4Yaemomy nuueHsnatom GPAMCU, nog pacnucky B COOTBETCTBYIOLLIEM XypHarne.

59. o okoH4YaHuu pabovero AHA cheurnoMeLLEHNss opraHa KpunTorpaduyeckon
3aWNUTbl N YCTAHOBMIEHHbIE B HMX XpaHUNUWA [[OSMKHbl OblTb 3aKpbIThbl, XpaHWNULLA
onevaTtaHbl. Haxoadawmecs B NOMb30BaHUM KNHOYU OT XpaHUIULW, JOSMKHbLI BbITb coaHbl noA
pacnucKky B COOTBETCTBYIOLLIEM XypHarne pyKoBOAMTENO opraHa Kpuntorpaduyeckon 3amThbl
UnNu nuuy, UM YNonHOMOYEHHOMY (4EXYPHOMY), KOTOPbIE XPaHAT 3TU KNHOYU B IMYHOM UMK
crneunasnbHO BblAENEHHOM XpaHUumLLe.

Kritoun oT crneunomelleHnn, a Takke KN4 OT XpaHwunuuwa, B KOTOPOM HaxoOATcs
KINKOYKM OT BCEX APYrMX XPaHUIWLL OpraHa Kpuntorpaguyeckon 3awmThbl, B oneyaTaHHOM Buae
OOIMKHbI ObITb CAaHbl NOA, PacnucKy B COOTBETCTBYKOLLEM XypHane crnyxbe oxpaHbl umnm
AEXYPHOMY MO OpraHu3aumMm OOHOBPEMEHHO C rnepedaden nog OXpaHy camux
crneunomewleHnn. [leyaTn, npegHasHayeHHble AN OrneYaTbiBaHUA XPaHWUMNULL, OOJTKHbI
HaxoAUTbCA Y COTPYAHUKOB OpraHa Kpuntorpadouyeckon 3alunTbl, OTBETCTBEHHbLIX 3a 3TU
XpaHunuia.

60. MNpun yTpaTte krnwYa OT XpaHUNUWia uniM OT BXOAHOW ABEpPWU B cheunomMeLleHune
opraHa KpunTorpaguyeckon 3almTbl 3aMOK HEOOXOAMMO 3aMeHUTb WU nepegenaTb €ero
CEKPET C U3rOTOBMEHMEM K HEMY HOBbIX KMHOYEW C LOKYMeHTarnbHbIM ochopmneHnem. Ecnu
3aMOK OT XpaHunuiwia nepegenatb HEBO3MOXHO, TO Takoe XpaHunuiwie Heobxoaumo
3aMeHUTb. [1opagoK XpaHeHUs KYEBbIX U APYrMX JOKYMEHTOB B XpaHuUnuLLE, OT KOTOPOro
yTpayeH K4, OO0 W3MEHEHUd CceKkpeTa 3amKa YyCTaHaBnuBaeT PYyKOBOAUTENb oOpraHa
Kpuntorpadnyeckon 3awuThl.

61. B 0ObIYHbIX YCNOBMSAX CneunoMELLEHUs opraHa KpuntorpaduMyeckon 3aluuTbl,
HaxoAdALMECS B HUX OrneYyaTaHHble XpaHunua MoryT ObiTb BCKPbITbl TOMBbKO COTPYAHUKaMMU
opraHa Kpunrtorpagomnyeckon 3aLnThbl.

Mpn obHapyXeHUn NpuU3HaKoOB, yKasblBaKOLMX HA BO3MOXHOE HeCaHKLUWOHMPOBaHHOE
NPOHUKHOBEHWE B 3TU CneunoMeLLeHNa UM XpaHunuviia noCTOPOHHMX N, O CryYMBLUEMCS
AOJTDKHO OblTb HEMEONEHHO COOBLLEHO PYKOBOAUTESO OpraHa KpunTorpagouyeckon 3alunTbl.
MpnbbiBWME COTPYAHMKM OpraHa KpuntorpaduyeckorM  3alimTbl  OOSDKHbI  OLEHUTb
BO3MOXXHOCTb KOMMNPOMETaLMN XPaHALMXCSA KNOYEBBIX U APYrMX AOKYMEHTOB, COCTaBUTb aKT
N MNPUHATb, NpUM HEeobXo4MMOCTW, Mepbl K Jiokanu3auuu nocneacTBmMm KomnpomeTauun
KOH(pmnaeHUmMansHOM MHGopMaLuum 1 K 3aMeHe CKOMNPOMETUPOBAHHBIX KPUMTOKITHYEN.

62. PaswveweHne wn wMoHTax CK3W, a Takke gpyroro obopyaoBaHus,
dyHKumoHupytowero ¢ CK3W, B cneunomeleHnsix nonb3oBatenen CK3U gomkHbl CBECTUM K
MWHUMYMY BO3MOXHOCTb HEKOHTPONMPYyeMOro AocTyrna MOCTOPOHHUX NUL K YKa3aHHbIM
cpenctBaMm. TexHudeckoe oOCnyxmBaHue Takoro obopyaoBaHUA M CMEHaA KPUMTOKMYeEn
OCYLLIECTBMSAOTCA B OTCYTCTBME NL, HE J0NYLLEHHbIX K paboTe ¢ agaHHbiMn CK3W.

Ha Bpemsa otcyTcTBuMs nonb3oBatenen CK3U ykaszaHHoe obopynoBaHue, Npu HanmMyuum
TEXHUYECKON BO3MOXHOCTU, OOIDKHO ObiTb BbIKITHOYEHO, OTKMIOYEHO OT JIMHUK CBA3N 1 yBpaHo
B onedvaTbiBaemble XxpaHunuwa. B npotmBHom cnyyae nonb3oBatenun CK3WM no
COrnacoBaHW0 C OpraHoM KpunTorpaduyeckon 3awmtbl 06s3aHbl  NpegycMoTpeTb
OpraHn3aumoHHO-TEXHMYECKME Mepbl, UCKYalLwme BO3MOXHOCTb mcnonb3oBaHus CK3U
NOCTOPOHHUMU NNLAMK B UX OTCYTCTBUE.



63. Pexxum oxpaHbl crieunomeweHmin nonb3osatenen CK3W, B Tom yucne npasuna
ponycka COTPYAHUMKOB W nocetutenen B pabovee u Hepabodee Bpems, ycTaHasnvsaeT
obnagatenb KoHuAeHUnanbHOM WHGOpPMaUMM MO COrMacoBaHUIO C COOTBETCTBYHOLLUM
opraHoMm KpunTtorpadpuyeckon 3awuTtbl. YCTAHOBSIEHHbIN  PEXUM  OXpaHbl  [OJDKEH
npegycMmatpuBaTb Nepnognyeckmii KOHTPOSb 3a COCTOSIHMEM TEXHUYECKUX CPeaCcTB OXpaHbl,
ecrnn TakoBble MMEKTCH, a TaKke YydUTbiBaTb MOSIOXEHUs HacToswen WHCTpykumn,
cneumduky n ycnosust paboTbl KOHKpeTHbIX nonb3osaTenen CK3N.

64. B cneuynomelieHnax nonb3oBatenen CK3WM ana xpaHeHus BblgaHHbIX UM
Krnto4eBbIX AOKYMEHTOB, 3KcnnyaTauMoHHON n TEXHUYECKON AOKyMeHTauuu,
nHctannupyowmnx CK3WM Hocutenen HeobxooMmo UMETb AOCTAaTOMHOE YWUCHO HaAEeXHOo
3anMpaembiX  WKadgoB  (SWMKOB,  XpaHWNUW)  WHOMBMAYaNbHOrO  MOJSb30BaHUA,
060pyAOBaHHbLIX NPUCMOCOBNEHNAMUN ANA oneYaTbiBaHUS 3aMOYHbIX CKBaXXWH. Knoun OoT 3aTux
XpaHUIULL, AOSDKHBI HAXOOUTBCH Y COOTBETCTBYHOLWMX nosib3oBaTenen CK3N.

65. lMpn yTpate KnNYa OT XpaHuUnuLia UM OT BXOLHOW OBEPU B CneunoMelleHue
nonb3oBatens CK3WM 3amMok HeobxoauMo 3aMeHUTb WK nepedenatb €ero Ccekper ¢
N3roTOBMEHMEM K HEMY HOBbIX KMtOYen C JOKYyMeHTamnbHbIM odopMneHnem. Ecnv 3amok ot
XpaHunuwa nepegenatb HEBO3MOXHO, TO TakKoe XpaHunuwie HeobxoouMO 3aMeHUTb.
MopsgoK XpaHeHUs KIHYEBBLIX U OPYrMX OOKYMEHTOB B XpaHWmuLLe, OT KOTOPOro yTpayeH
KN4, 0O U3MEHEHUS CEKpeTa 3aMKa yCTaHaBMBaeT OpraH Kpyntorpagpuyeckon sawmTsl.

66. B 0OblyHbIX ycrnoBusX orneyaTaHHble XpaHunuwia nonb3oBatenen CK3U moryt
ObITb BCKPbITbI TOSTIbKO CaMUMU NONb30BaTENAMM.

Mpn oBHapyXeHUn NPU3HAKOB, yKa3blBalOLWMX Ha BO3MOXHOE HeCAHKLMOHWPOBAHHOE
NPOHUKHOBEHNE B 3TU CNeunoMeELLEHNA UM XpaHUMLLA NOCTOPOHHMX KL, O CryYMBLUEMCS
AOIMKHO OblTb HemeaneHHoO CcoobLleHO pyKoBOACTBY obrnagatens KoOHUAEHLUManbHON
WHOpPMaUUM N PYKOBOAUTESND oOpraHa Kpuntorpaduyeckon 3awmtbl. [lpmbbiBluMe
COTPYOHWKM OpraHa KpunTtorpaduyeckon 3alimTbl  OOSDKHbI  OLEHUTb  BO3MOXHOCTb
KOMMpoMeTauum XpaHALWMXCA KNOYEBbIX U APYrMX OOKYMEHTOB, COCTaBUTb akT U MPUHATD,
npy  HeobXxoAMMOCTM,  Mepbl K NoKanusaumm  nocneactBuin  KoOMNpomeTauuu
KOH(pmnaeHUMansHOM MHGOpPMaLUumM 1 K 3aMeHe CKOMNPOMETUPOBAHHbIX KPUNTOKITHOYEN.

V. KoHTponb 3a opraHM3auuen n obecnevyeHnem 6e3o0nacHOCTU XxpaHeHUs, o6paboTku u
nepeaaym no KaHarnam cBs3un ¢ ucnonb3osaHnem CK3U koHdmaeHumansHomn
UHcopmauum

67. KoHTponb 3a opraHu3aumen n obecnedeHnem 6e3onacHoOCTU xpaHeHus, 06paboTku
1 nepegayvm no KkaHanam cBa3un ¢ ucnonb3osaHnem CK3W koHdpmaeHumnansHon nHgpopmaumm -
rocy4apCTBEHHbIA KOHTPOMb OCYLLECTBNAKT diedepasribHble OpraHbl MpaBUTESNIbCTBEHHOM
CBs3U U nHpopmaumn®(13). B xoage rocyaapCTBEHHOIO KOHTPOSSA U3y4altTCHA N OLEHUBAKOTCA:

opraHusaumsa 6e3onacHOCTU XpaHeHusi, obpaboTkn 1 nepegayvm No KaHanam CBS3U C
ncnonb3oBaHmeMm CK3W koHduaeHumanbHom nHpopmauuu;

OOCTUTHYTBLIN YPOBEHb KpunTtorpaduyeckom 3awmThl KOHMAEeHUmanbHom
nHdopmMauuu;

ycnoust ucnosib3osaHus CK3U.

68. MNMpu opraHmnsauum 6e3onacHOCTU xpaHeHusi, 06paboTkm 1 nNepegadn NoO KaHanam
cBA3M C wucnonb3oBaHnem CK3W nognexawen B COOTBETCTBUM C 3aKOHOAATESNbCTBOM
Poccuiickon  ®depgepaumm  obAsatenbHoOM  3awmTte  KOHUAEHUMANbHOW  MHopmauun
rocygapCTBEHHOMY KOHTPOM MNOANEXUT aeaTtenbHocTb nuueHsnatoB PAMNCU, a Takke
obnagartenen kKoHUAEHUNanLHOM MHoOpMaLmm, ecnm Heob6xoauMOoCTb KpUnTorpaguyecKkom
3aWnTbl Takon uHgopmaumm B cooTBeTcTBuUM € [lonoxeHnem [1K3-99 onpepensietcs
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rocygapCTBeHHbIMU OpraHaMun unm rocyaapcTBEHHbIMU OpraHM3aumsiMu.

Mpwn opraHusaumm 6e3onacHOCTU XpaHeHns, 06paboTkm 1 Nnepegaymn No KaHanam CBs3u
¢ wucnonb3oBaHneM CK3WM He nopgnexawen obasatenbHOM 3awmte KOHMAeHUManbHOM
MHdOpPMaLUUK rocygapCTBEHHOMY KOHTPOMO NOANEXUT AeATeNbHOCTb nuueHsnatos GAINCHA.
O6nagaTtenu kKoHUAEHUMaNnbHON MHGOPMauMmM B 3TOM Criydae MoryT ObiTb NpOBEPEHDI
dheneparnbHbIMU OpraHaMmn NPaBUTENbLCTBEHHOW CBSA3M M MHAOPMAaLMKM NULb MO MX npocbbe
WS C UX cornacus.

BoamoxHoCcTb M ¢opMy [JocTyna rocyaapCTBEHHbIX KOHTPOSIbHbLIX OpraHoB
coaepXaHunio KOHmaeHuMansHoOM MHMopMaumn onpenensieT pykoBoauTernb npoBepsemMo
opraHusauum.

Cpokn 1 nepnoanyHOCTb rocyaapcTBeHHOro KoHTpona onpegenset ®AMNCU.

69. JluueHsmnatol PAMCU ob6sa3aHbl KOHTPONMPOBATHL BbINOSIHEHWE obnagaTensaMmm
KOH(mnaeHUmMansHoOn MHpopMaumMn OaHHbIX UM YKasaHui Mo opraHusaumm n obecrneyeHuro
6e3onacHoCTM XxpaHeHusi, obpaboTkn K nepegaym MO KaHanam CBSA3N C UCMNOSIb30BaHUEM
CK3WN koHduaeHumansHoM uHdopMauuu, a Takke cobniogeHuve Takumu obnagatensamu
ycnoBuii  ucnonb3oBaHus CK3W, ycTaHOBMEHHbIX SKCANyaTauMOHHOM W TEeXHUYECKOM
AokymeHTauuen k CK3U, ceptndpumkarom GAIMNCU n HacTosawen MHCTpyKumnen.

70. B uenax koopAuHauuu rocyaapCTBEHHOrO KOHTPOSS U KOHTPOSs, NPOBOLAMMOrO
nnuensnatamun PAINCH, cdenepanbHble opraHbl NpaBUTENbCTBEHHOW CBA3W U MHGOPMaL MK
MOryT MNfaHMpoBaTb U NPOBOAUTL MPOBEPKM COBMECTHO C 3aUHTEPEeCOBAHHbIMW OpraHamu
Kpuntorpadpuyeckon 3awmuTbl, pekoMmeHgosaTh nimueHsnatam GAIMNCKH ob6bekTbl NpoBEPOK.

71. HenocpeOCTBEHHbLIM [OMYCK K TMPOBEPKE KOMUCCUM UMW YNOFIHOMOYEHHOrO
befepanbHbIX OpraHOB MPaBUTENbCTBEHHOW CBA3WM UM MHOpMauMm ocyllecTBnsieT
PYKOBOACTBO MNpPOBEPSEMbIX UL, MpU NpeabsBlieHun MNPOBEPSIOWMMU  YOOCTOBEPEHMS
(NpegnucaHnst) Ha NpaBo NPOBEPKU, 3aBEPEHHONO NevaTbto, N JOKYMEHTOB, YAOCTOBEPSOLLMX
NMYHOCTb.

YpocTtoBepeHus (NpegnucaHnd) Ha npaBo MNPOBEPKM MOAMUCHIBAOT reHeparnbHbIN
anpektop DAMNCKU, ero 3amectutenu, a TakkKe MO WX YKa3aHUO - PYKOBOAUTENM
dhefepanbHbIX OpraHoOB MNPaBUTESNILCTBEHHOM CBA3WM M MHGoOpmauuu. [onyck K npoBepke
BO3MOXEH Ha OCHOBaHWUM YKasaHumn 3TUX NuL, NepenaHHbIX Mo TEXHNYECKMM KaHanam CBA3MW.

72. o pesynbTataMm rocy4apCTBEHHOro KOHTPOMs COCTaBnsieTcAa MNoApOOHbIA Unn
KpaTkmin akT, cnpaBka. C akTom npoBepkM (CnpaBkOM) nNoL Pacrnucky AOMMKHO ObiTb
O3HaKOMMEHO  PYKOBOACTBO  nNpoBepsieMblx  nvu.  AKT  (cnpaBky) BbICbUlaldT B
COOTBETCTBYWLLUMMN  OpraH  Kpuntorpauyeckon  3awuTbl, KOOPOMHUPYIOLWNKA  OpraH
Kpuntorpaduyeckon 3amTbl (Mpy ero Hanu4mm) n doegeparnbHbii opraH NpaBUTENbLCTBEHHOM
CBSA3N N MHpopmaummn. Ecnu B xofe npoBepKu BbiSBMEHbI HapyLLeHns TpeboBaHuii 1 yCroBum
nnueHsun n ceptudpukatos GPAIMNCU, To denepanbHble opraHbl NPaBUTENLCTBEHHOW CBA3U U
nHdopmMmauum coobwaoT B JIMLEH3NOHHbIN U cepTudmKaumoHHbin LeHTp PAMCU o6 aTtmnx
HapyLUEHUSIX N NPUHATBLIX Mepax.

Ecnn B ucnonb3oBaHmm CK3W obHapyxeHbl Hegoctatku, To nuueHsnatel GAMCU,
obnagartenun KoHpuaeHumanbsHon nHopMaunmn obssaHbl NPUHATL Be3oTnaraTernbHble Mepbl
K YCTPaAHEHUI0 BCKPbITbIX MPOBEPKON HEeOOCTAaTKOB W  BbINOMHEHUIO peKkoMeHadauun,
N3NOXEHHbIX B akTe npoBepkn. COOBLLEHUS O NPUHATBIX Mepax AOSMKHbI ObITb NpeacTaBeHbl
B YCTAHOBIEHHbIE MPOBEPSAIOLWLMMUN CPOKU. [1pn HEOBXOAMMOCTU MOXET ObiTb COCTaBMEH NMaH
MepONpUATU, rae npegycMmaTpuBaeTcsl pelleHne COOTBETCTBYOLNX BOMPOCOB.

73. OpraHbl KpunTorpaduyeckomn 3aunThl (koopaunHupytowme opraHsbl
Kpyntorpadu4eckon 3alumTbl) AOSMKHbI 0000WwaTh pesynbTaTbl BCEX BWOOB KOHTPONS,
aHanuanpoBaTb MNPUYMHbI  BbISIBNIEHHbIX HEAOCTATKOB, pa3pabaTbiBaTb Mepbl MO UX
npounakTuke, KOHTPONMPOBaTb BbLIMOMHEHME pPEKOMEHAAUWN, COoAepXallumMxcs B akTax
NpoBepPOK.
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74. Ecnn B uncnonb3oBaHun CK3W BbisiBfieHbl Cepbe3Hble HapylleHWsl, u3-3a 4ero
CTaHOBUTCA pearibHOM yTedka KoHdUMAeHUmanbHoM WHdopMauun, 6e3onacHOCTb KOTOPOW
obecneunBaetca ¢ mcnonb3oBaHnem CK3W, To deaepanbHble opraHbl NpaBUTENbCTBEHHON
cBA3nM 1 uHbopmaumn, nuueHsmatel PAMNCK BnpaBe patb ykaszaHMe O HemeareHHOM
npekpatleHun mncnonb3oBaHus CK3W 0o ycTpaHeHust NpUYMH BbISBMNEHHbIX HapyleHui. B
3TOM cnyyae deneparnbHble opraHbl MNPaBUTENIbLCTBEHHOW CBA3W U MHGOpPMauum MoryT
HanpaBuTb B JIMUEH3MOHHLIN K cepTudmKaunoHHbli LeHTp PAIMCU npepctaeneHne o6
OT3blBe (MpMocTaHoBNeHUN aencTeums) nuueHann GAIMNCH.

75. O6napaTtenb KoHduaeHuManbHOM uWHGOPMauMM Bnpase obpaTutbCcs B
defepanbHble opraHbl NPaBUTENBLCTBEHHOM CBA3N U MHGOpMaLmMK ¢ npocbbon 0 npoBeaeHnn
Ha [OOroBOPHOW OCHOBE rOCYAApPCTBEHHOrO KOHTPOSI C UESibi0 OUEHKM A0CTaTOYHOCTU U
000CHOBaHHOCTU NpUHUMaembIx nuueHanatom GPAIMNCU mep 3awmThl €ro KoOHpMaeHLMansHOM
MHdOpMauuK.

*(1) WHdopmauuss € orpaHMYeHHbIM AOOCTYNOM, He coepxallas CcBeaeHun,
COCTaBMALWMX [OCYQApCTBEHHYIO TaWHy, B Hactoswen WHCTpykumMn unmMmeHyeTcs -
KOHoMAeHumaneHas nHdopmaums.

*(2) CeptudumumpoBaHHole DPAICUN  cpeactBa  kpunTorpadouyeckon  3awiuTbl
KOH(pmnaeHumanbsHon nHgopmMaummn B Hactosiwen UHcTpykumn nmeHytotesa - CK3U. K CK3U
OTHOCATCS:

- peanusyllime Kpuntorpaduyeckue anroputmbl npeobpasoBaHUs UHGOPMaLMK
annapaTHble, NporpaMMHbIe U annapaTHO-NPorpaMMHble CpeacTBa, CUCTEMbI U KOMIMIEKCHI,
obecneunBatome 6e3onacHOCTb MHGOPMauun Npu ee obpaboTke, XxpaHeHUN 1 nepegaye no
kaHanam cBa3un, Bkntodaa CK3U;

- peanusylolme Kpuntorpaduyeckue anroputmbl npeobpasoBaHns UHGOPMaLMK
annapaTHble, nporpaMMHbie U annapaTHO-NPOorpaMMHbIE CpeacTBa, CUCTEMbI U KOMIMMEKCHI
3aLWKUTbl OT HECAHKLMOHMPOBAHHOIO A0CTyNna K nHopmMaumm npm ee obpaboTke n XxpaHeHuu;

- peanuaylolmne Kpuntorpaguyeckme anroputMmbl npeobpasoBaHna MHGopMaLnm
annapaTtHble, NPOrpaMMHbIE W annapaTHO-NPOrpaMMHbIe CPeacTBa, CUCTEMbI M KOMMIEKCHI
3aWmTbl OT HaBA3bIBAHUA JIOXHOW MHGOpMaLMK, BKYas cpeactBa MMUTO3aWMUTbl U
"9NEeKTPOHHOM nognucn”;

- annapaTtHble, NporpaMMHble W annapaTHO-NporpaMMHble CpeacTBa, CUCTEMbI U
KOMMEKCbl U3roTOBNEHNA U pacnpeneneHms knovesbix JokymeHToB ansa CK3U HesaBucumo
OT BMa HOCUTENS KItoYeBOU NHopMaLIIN.

*(3) ObnagaTenamu KOHpMAeHUManNsHOM HopMaLMn MOryT BbITb rocyaapCTBEHHbIE
opraHbl, rocygapCTBEHHblE€ OpraHuM3auMn W Apyrve opraHvsaumm Hes3aBUCUMO OT  UX
OpraHM3aumoHHO-NpaBoBOM  GOPMbl M (opMbl  COBCTBEHHOCTW,  MHAMBMAYalbHbIE
npegnpuHuMmaTenu n pmusndeckue nuua.

*(4) CeTn KOHbMAEHUMANbHON CBA3N - CETU CBA3M, NpefHa3Ha4YeHHble Ana nepenadu
KoHhnaeHumnanbsHOM nHopmaLuunm.

*(5) Onepatopbl KOHPUOEHUMANBLHON CBA3W - onepaTopbl CBA3W, NpeaocTaBndaloLme
Ha ocHoBaHuM nuueHsun PAMCU ycnyrm KoHpuaeHuManbHOM CBSA3M C MCMNOSIb30BaHUEM
CK3W.

*(6) OnepaTopbl KOHUAEHUNANBHOM CBA3N U nNuua, umetowme nuueHauto GPANCU n
He gBngOWMECs onepaTopaMmn KOHUAEHUMANbHOW CBA3W, B HacToswen WMHCTpyKuum
nmeHytoTcs nuueHsmatol PAMNCH.

*(7) OpraHom kpuntorpaduyeckon 3alimTbl MOXeT ObiTb OpraHm3auusi, CTPYKTYpHOe
nogpasgeneHne opraHmsaumm - nuueHamata QPAIMNCU, obnagatena KoHduAeHUManbHOM
nHpopmauun. PyHKuMKM opraHa Kpuntorpaduyeckon 3awmuTbl MOryT ObiTb BO3MOXEHbl Ha



dusnyeckoe nmuo.

*(8) ®duamyeckme nuua, HenocpeacTBeHHO AonyuweHHble K pabote ¢ CK3U, B
HacTosiwen NHCTpyKumMn nmeHytoTca - nons3osatenu CK3N.

*(9) B HacTodLwen HCTpYKUMN NCnonb3yoTcs CrieayroLwme NOHATUS N onpeaeneHns:

- KpunTtorpacmyeckum KN4  (KPUNTOKIIKOY) -  COBOKYNHOCTb  [aHHbIX,
obecneunBatollaa BbIOOP OAHOrO KOHKPETHOro Kpuntorpaduyeckoro npeobpasoBaHuUsa U3
4yncrna Bcex BO3MOXHbIX B aHHON KpUnTorpagonyeckom CUCTEME;

- KnryeBas UHdopmaumsa - cneumanbHbiM 06pasoM opraHn3oBaHHAA COBOKYMHOCTb
KPUNTOKIIOYEN, NpeaHasHadeHHass Ans  OCYLWECTBNEHUs KpunTorpauyeckon 3almThbl
NMHopMauun B Te4eHne onpeaeneHHoOro Cpoka;

- UCXoAHasa KnryeBas MHGOpMaLMA - COBOKYMHOCTb OaHHbIX, NpeaHas3HayYeHHbIX
ANs BblpaboTKM NO onpeaeneHHbIM npaBunamM KpUnToKmoyen;

- KINHOYEeBOM MOOKYMEHT - (U3NYEeCKUA HOCUTENb ONpedenieHHON CTPYKTYpbl,
coaepxalumin - KniyeByto MHGOPMaLMIO (MCXOOHYH KM4YEBYHD MHGOpMauuMio), a npu
Heo6X04MMOCTU - KOHTPOSIbHYIO, CYXKEOHYIO M TEXHOMNOMMYECKy0 MHPOPMaLnIo;

- KNHYeBOM HocuUTenb - (QU3NYECKMA HOCUTENb ONpPeaeneHHONn CTPYKTYpbl,
npefHasHa4yeHHbIN A58 pasMeLleHns Ha HeM KNYeBOW MHGopMaLmMu (MCXOOHOW Kro4eBomn
nHopmauum). PasnunuyaloT pas3oBbI  KMo4YeBoM HocuTenb  (Tabnuua, nepdonexTa,
nepcokapta 1 T.N.) U KIOYEBON HOCUTESNb MHOrOKPaTHOrO WCMONb30BaHUA (MarHUTHas
neHTa, guckeTta, komnakt-guck, Data Key, Smart Card, Touch Memory u 1.n.);

- KNYeBOW ONOKHOT - Habop OyMakHbIX KrtO4eBbIX AOKYMEHTOB OAHOro BuAa
(tabnuu, nepdoneHT, nepcokapT M T.N.), COPOLIOPOBAHHbLIX W YMNAKOBAHHbLIX MO
YyCTaHOBSEHHbLIM NMpaBuiam.

*(10) lMog komnpoMeTaumen KpUNToKNYen B Hactoswen WVIHCTpykumm noHMMaeTcs
XvleHne, yTpaTa, pasrnaweHne, HeCaHKUMOHMPOBaHHOE KOMupoBaHWe W apyrue
npouclecTBnsl, B pe3ynbTaTe KOTOPbIX KPUNTOKMOYM  MOFyT CTaTb  AOCTYMHbIMM
HEeCaHKLNOHMPOBaHHbIM fMuam u (Mnn) npoueccam.

*(11) MNomelenuns, roe ycraHoBneHbl CK3UM mnu xpaHATca Kno4veBble OOKYMEHTbI K
HUM, B HacTosiLLen NHCTPYKLMM MMEHYIOTCS - CNeunoMeLLeHNs.

*(12) TpeboBaHusa k obecneyeHmo COXpPaHHOCTU KOHuaeHUMansHon nHopmaumm B
crneynoMeLLeHnaX aHanormyHbl TpeboBaHMAM K NMOMELLEHMAM, rae BbINOMHAKTCA paboThl,
CBA3aHHble C XpaHeHneMm (obpaboTkon) TakonM WHGOPMAUUK, W YyCTaHaBNUBaKTCA
obnagaTtenem KOHUAEHUManbHOM NHOpMaLnu;

*(13) Moa denepanbHbIMM OpraHamu NPaBUTENLCTBEHHOW CBA3M M MHGOPMaUUK B
HacToswen NHCTpyKuun noHnMaroTcs rnasHble ynpasneHus ®AMNCH, ynpasnenus ®AMNCU B
denepanbHbiX  OKpyrax, pernoHasibHble YnpaBfeHus MpPaBUTENbCTBEHHOW CBA3N U
NMHpopmauuK, LEeHTPLI NPaBUTENLCTBEHHOM CBA3M.

MpunoxeHune 1

K UHCTpYKUMK (NyHKT 26),
yTBepXxaeHHou rpvkaszom PAMNCHU
ot 13 nroHs 2001 r. N 152

TunoBasa ¢opma
XypHana noaksemnnsapHoro yyeta CK3U, akcnnyatauMoOHHON U TEXHUYECKOWU
OOKYMEHTaLMUM K HUM, KIHo4YeBbIX AOKYMEHTOB (Ansa opraHa Kpuntorpadunyeckoun
3aWMmThbl)



N o/ HauMeHOBaHMe CepuitHEIE HOMeDPa Homepa OTMeTKa O MNOJIydeHUU OTMeTKa O pPacCcCHIIKE
CK3H, CK3H, DKB3EeMILJIS— (nepenaue)
DKCIJIyaTaUuMOHHOM | BKCIITyaTallMOH — POB
U TexXHUUYeCKOM HOM U (kpunrTor- |(OT xoro nojydeHe| Hata m HOoMep |Kowmy DaTa un DaTa un
OOKYMEHTalUuM K TeXHNYEeCKOM paduueckue unn @.1.0. CONPOBOOMUTEJIbE— | paso-— HOMep HOMep
HMM, KJIIOUEBEIX OOKyMEeHTauuu kK |HoMepa) COTPYIOHMKA HOT'O NOMCBbMa CJIaHEL COIPOBO— |[IOOTBEPX—
IOOKYMEHTOB HVM, HOMepa KJIIOUEBEIX opTraHa UM maTa (mepe- |muTenb- |ODeHuMs uUIu
cepuy KJIIOUEBHIX |OOKYMEHTOB |KpuIToI'padmuuec— U3TOTOBJIEHUS IaHE) HOTO pacnmucka
OOKYMEHTOB KOM 3allUTHI, KJIIOUEBBIX nmMcbMa B
U3TOTOBUBLIET O OOKYMEHTOBR U MNOJIy4YeHUNU
KJIOUEBEIE pacnmucka B
IOOKYMEHTEL U3TOTOBJIEHUN
2 3 4 5 6 7 8 9
OTMeTKa O BO3BpAaTeE JlaTa BBOIA B IaTa BeIBOHA |[OTMeTka 00 yHMUTOXeHUM CK3M, [MpuMmeuaHMe
OenicTBue U3 OeNCTBUSA KJIOUEBEIX IOOKYMEHTOB
JaTa m HOMep JaTa m HoOMep HaTa Homep axTa wmnm
CONpOoBOOUTE— NOOTBEPXISCHUA YHUUTOXEHMSA pacnucka o6
JIBHOT'O YHUUTOXEHUNU
nmMcbMa
10 11 12 13 14 15 16




MpunoxeHune 2

K UHCTpyKUumnm (nyHKT 26),
yTBepxaeHHou rnpukasom PAMNCU PP
ot 13 nroHs 2001 r. N 152

TunoBas c¢opma
XypHana noaksemnnspHoro yyeta CK3U, akcnnyaTauMOHHON N TeXHUYECKOMN
AOKYMEeHTaLMMn K HAM, KNoYeBbIX AOKYMEHTOB (Ana o6naparens KOHuaeHUNanHOM
MHcpopmauum)



N n/|HammenosaHme CK3M, |CepwmitnHele nHomepa CK3U, Homepa OTMeTKa O MNOJIyUYeHUMU OrTMeTka O BHIOAUE
DKCIIJIYyaTaluMOHHOM U DKCIIJIYyaTaluMOHHOM U SK3EMIIJIAPOB
TeXHUUECKOM TeXHUUECKOM (kpunrorpaduuec—-| Or koro |(JaTa m HOomep| @.U.O. IDaTa un
OOKYMEHTalUuM K OOKYMEHTAaUUM K HUM, Kye HoMepa) [IOJIyYEeHH |CONpPOBOIMUTE— [[IOJIB30Ba— |paciucKka B
HUM, KJIIOUEBEIX HOMEepa CepuM KJIOUYeBBIX KJIIOUEBBIX JIBHOT'O Tessa CK3U|noayuyeHun
IOOKYMEHTOB IOOKYMEHTOB IOOKYMEHTOB nmMcbeMa
2 3 4 5 6 7 8
OrMeTka O mnomkJiueHur (ycraHoBke) CK3U OrmeTka 00 m3bBATMM CK3U M3 annapaTHBX [IpuMeuaHme
CPeICTB, YHMUUTOXEHUM KJIOUEBHIX HOOKYMEHTOB
®.11.0. COTPYIOHMKOB HaTa HomMmepa anmnapaTHBIX HaTa ®.11.0. corpynHukoB |HomMep akTa
opTraHa NOOKJIOYEHMS |CPenCTB, B KOTOpPHE| U3BATUA opTraHa ZN)eZ8
Kpunrorpadpmuecko | (ycTaHOBKM) |YyCTaHOBJIEHE MIM K | (YHMUTOXe- | Kpunrorpadmueckol |[pacnmucka o0
3aUMUTH, U TIOONUCHU KOTOPEIM I[1OOKJIIOUEHE HUS) 3aUMUTH, YHUUTOXEHUNU
noJyib30oBaTensa CK3U, JINLL, CK31 noJyib30oBaTensa CK3U,
NpOM3BEeOMX NpOM3BEeOMX IPOM3BOOMBIINMX
NOOKJIIOUEeHHUE NOOKJIIOUEeHHUE U3BATUE
(YyCTaHOBKY) (YyCTaHOBKY) (YHUUTOXEHME)
9 10 11 12 13 14 15




MpunoxeHune 3

K UHCTpyKumnm (nyHKT 28),
yTBepXxaeHHowu rprkaszom PAMNCHU
ot 13 nroHs 2001 r. N 152

TunoBas cpopma TexXHUYECKOro (annapaTHOro) XXypHana



N n/| Hara Tun u 3anucu Io JlcrioJib3yeMEle KPUIITOKJIIOUM OTmeTka 0O [Mpumeua—
Ini CcepuMHHE |oBcayxmuBa-— YVHUUTOXEHUU HUe
HOoMepa Huio CK3U (cTupaHum)
VCIOJb3Y—
eMelx CK3I Tun CepuiHE, Homep pasosBoro JaTa [Moonmce
KJIOUEBOI'O |KpuITOI'padmuecKum KJIIOYeBOTI'O IoJIb30Ba-—
OOKYyMEHTa HOMEP U HOMEP HOCUTEJA WIN Tena CK3U
SK3eMIIIapa 30HEl CK3lM, B
KJIIOYEeBOTI'O KOTOPYK BBEIEHEBL
OOKYMEHTa KPUIITOKJIOUN
1 2 3 4 5 6 7 8 9 10




