BbasoBasa moaenb
yrpo3 6e30nacHOCTM NepPCOHanbHbIX AaHHbIX NpU nx 06paboTke B MHPOPMaLMOHHBIX
cucTemax nepcoHarbHbIX AaHHbIX
(BbINMCKA)
(yTB. PegepanbHon crnyx60om No TEXHUYECKOMY M IKCMOPTHOMY KOHTponto 15 despans
2008 r.)

FAPAHT:

CM. Mmogenb yrpos u HapyLmTens 6e3onacHoCTM NepcoHarnbHbIX aHHbIX, 0bpabaTbiBaeMbIxX
B creumarnbHbIX WHPOPMAUMOHHBLIX CUCTEMax MepCoHarnbHbIX [OaHHbIX  OTpacnu,
opobpeHHyto pelueHnem cekummn N 1 HaydHo-TexHuyeckoro coseta MuHUcTepcTBa CBA3N U
MacCcOBbIX KOMMYHUKaunn P® "HayyHo-TexHMYeckoe u cTpaTterndyeckoe passutne otpacnm”
ot 21 anpensa 2010 r. N 2

CM. mogenb yrpo3 1 Hapywmtens 6e30nacHoOCTV NepcoHarnbHbIX AaHHbIX, 0bpabaTbiBaeMblX
B TUMNOBbIX WHAOPMALMOHHbLIX CUCTEMax MepCOHasbHbIX AaHHbIX OTpacnv, O040OpPeHHYHo
peweHnem cekumm N 1 Hay4dHo-TexHuyeckoro coseta MuHMCTepCcTBa CBA3NM M MACCOBbIX
KOMMyHUuKaumi P® "HayyHo-TexHuyeckoe M cTpaterndyeckoe passutve otpacnu" ot 21
anpens 2010r. N 2

O603Ha4YeHNsa 1 cokpalleHus

APM - aBTOMaTU3nMpoBaHHoe paboyee MecTo

BW - Bugosas nHgopmaums

BTCC - BcnomoraTtenbHble TEXHUYECKNE CcpeacTBa U CUCTEMBI
UCIOH - vHhopmauMoHHas cuctemMa nepcoHarnbHbIX AaHHbIX
K3 - KoHTponupyemasi 30Ha

M3 - mexceTeBon akpaH

HOB - HegeknapupoBaHHbIE BO3MOXHOCTH

HCJ - HecaHKUMOHNPOBAHHbLIN JOCTYN

OBIAH - o6ecneyeHne 6e30MNacHOCTM NEPCOHANbHbLIX AAHHbIX
OC - onepauunoHHaga cuctema

MNMOH - nepcoHanbHble AaHHbIE

NMMB - nporpammMHO-MaTemMaTMyeCcKoe BO3AENCTBUE

MO - nporpammHoe obecneyveHne

M3MUH - noboyHbIE 3NEKTPOMarHUTHbIE NU3NYyYEHUsT U HAaBOOKM
PWU - peueBas nHgpopmaums

CBT - cpeacTBO BbIYUCNTESNTBHON TEXHUKU

C3WU - cpenctBo 3awutbl MHGOpMaumm

CIW - cteraHorpaduyeckoe npeobpasoBaHne nHbopmauumm
CIYTIM - cneumanbHble 3NEKTPOHHbBIE YCTPONCTBA NepexBaTta MHopmMaumm
TKYW - TexHn4ecknin KaHan yTeykn nHgopmauum

TCOM - TexHnyeckune cpencrea o6paboTkun nHpopmauunm
YBIOH - yrpo3bl 6e30MacHOCTU NepCoHanbHbIX JaHHbIX

1. TepMuHBbI U onpegeneHns

B HacTosLwwem AOKyMeHTe NCNONb3yTCA criefyowme TEpMUHBI U UX onpeaeneHuns:

ABTOMaTU3MpOBaHHasA cUcTema - CMCTEMA, COCTOSALWAa U3 nepcoHana n Komnnekca
CpeAcTB aBTOMaTM3aunn ero OeATenbHOCTU, peanusyowas NHPOPMaLMOHHYO TEXHOMOIMIO
BbINOJSTHEHUSA YCTAHOBIEHHbIX PYHKLNN.
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AyTeHTUMKaAUMA oTnpaBUTENns AaHHbIX - NOATBEPXOEHME TOro, YTo OThnpaBuTENb
NOJSTy4YEeHHbIX AaHHbIX COOTBETCTBYET 3aABNEHHOMY.

Be3onacHocTb nepcoHarnbHbIX AaHHbLIX - COCTOSIHME 3alUMLLEHHOCTU NepCoHanbHbIX
AaHHbIX, XapakTepu3yemoe CrnocoBHOCTLIO Monb3oBaTenen, TEeXHUYECKUX Cpeacts wu
WH(POPMALMOHHBIX ~ TEeXHONorMn obecneynTb KOHPUAEHUMANbHOCTb, LENOCTHOCTb U
AOCTYNHOCTb MEepPCOHanbHbIX AaHHbIX Npu nx obpaboTke B MHE(OPMALNOHHBIX cCUCTEMAx
nepcoHanbHbIX JaHHbIX.

BrnokunpoBaHue nepcoHanbHbIX [MAaHHbIX - BpPEMeHHOe npekpalleHne cbopa,
cucTtemaTmusaumm, HakonneHus, NCNosib30BaHUS, PacnpoCTPaHEeHUs!, NepCcoHanbHbIX OaHHbIX,
B TOM 4ucne ux nepegadn.

Bupyc (koMnblOTEpHbIN, NPOrpaMMHbIN) - UCMNOSTHAEMbIA MPOrpamMMHbIA KOL4 Un
MHTepnpeTMpyeMbii HAbop MHCTPYKLUMIKA, obnagatowmin CBONCTBaMU HECAHKLNOHMPOBAHHOIO
pacnpocTpaHeHusi n camoBocnpounsseaeHnd. CosgaHHble AyOnukaTbl KOMMNbLIOTEPHOrO BUpYyCca
He Bcerga CoOBMagalT C OPUrMHANOM, HO COXPaHSAKT CNOCOBHOCTbL K AanbHeunwemy
pacnpoCcTpaHeHMIO N CaMOBOCNPOU3BEAEHNIO.

BpepoHocHas nporpamma - nporpamma, npefHasHavyeHHas ANnA OCyLleCTBIeHUs
HEeCaHKUMOHUPOBAHHOIO A0CTyna u (Mnn) BO3AENCTBUS Ha NepcoHasibHble AaHHble Wunu
pecypcbl MHPOPMALIMOHHON CUCTEMbI NEPCOHArbHbLIX OaHHbIX.

BcnomoraTternbHble TeXHUYECKME cpeaAcTBa U CUCTEMbI - TEXHUYECKNEe cpeacTBa n
CUCTEMbI, He npefHasHa4yeHHble ANa nepegayun, obpaboTKM M XpaHEeHUs NepCOHasbHbIX
AaHHbIX, YCTaHaBfIMBaeMble COBMECTHO C TeXHUYEeCKMMM cpeactBaMm W cucTemamu,
npegHasHavyeHHbIMU ana o6paboTkn NepcoHanbHbIX AAHHbBIX, MW B NOMELLEHUAX, B KOTOPbIX
yCTaHOBIEHbl MH(POPMAaLMOHHbIE CUCTEMbI NEPCOHASbHbBIX JaHHbIX.

Hdoctyn B onepauvoHHyr cpeny KomnblTepa (MHDOPMaALUMOHHOM CUCTEMbI
nepcoHarbHbIX AaHHbIX) - MOfy4YeHNne BO3MOXHOCTM 3arnycka Ha BbINOSIHEHME LUTATHbIX
KOmMaHg, yHKUMK, npoueayp OnepauuoHHOW CUCTEMbI (YHUYTOXEHUS, KOMUPOBaHMS,
nepemMeLLeHna 1 T.n.), UCNOJSTHAEMbIX hannoB NPUKNagHbIX NPOrpaMm.

Joctyn K wuHpopmMmauum - BO3MOXHOCTb MOSMyYeHUs WHOpMaUuM U ee
NCMONb30BaHKs.

3aknago4yHoe YCTPOUCTBO - 3NEMEHT CpeAcTBa CbeMa MHAOpMaLMK, CKPbITHO
BHeapsieMbln (3aknagbiBaeMbli Ui BHOCUMbINA) B MeCTa BO3MOXHOIo cbema nHgopmaumm (B
TOM 4ucne B OrpaxaeHue, KOHCTpykuuio, obopygoBaHue, npegMeTbl UMHTepbepa,
TPaHCMNOPTHbIE CpPeAcTBa, a TakKe B TeXHUYecKMe cpeacrBa WM cucteMbl 0B6paboTku
MHdopMauun).

3awmwaemaa uHcpopmauma -  UHpopmMauus,  gBngdloWadca npegMeTom
cOBCTBEHHOCTM UM Noanexawiaa 3awuTe B COOTBETCTBMM C TpeboBaHMsSIMM NpPaBOBbIX
AOKYMEHTOB nnu TpeboBaHnsaMK, ycTaHaBnMBaeMbIMM COBCTBEHHMKOM MHOPMaLnW.

UpeHTtudukaumsa - npucesoeHme cybbektam n obbektam goctyna naeHtudumkaTopa m
(vnn)  cpaBHeHMe npeabsBAsSeMoro uaeHTuukatopa C  nNepeyHeM  MPUCBOEHHbLIX
NOEeHTUUKaTOpPOB.

UHdopmaTUBHBLIN cuUrHan - 3neKTpuyeckue CuUrHansol, aKycTuyeckue,
3NeKTpoMarHuTHble N apyrne dusndeckme nond, nNo napameTpaMm KOTOpbIX MOXeT ObiTb
packpbiTa KOHpunaeHumansHasa nHgopmaums (nepcoHanbHble faHHble), obpabaTbiBaemas B
MHPOPMALNOHHOM CUCTEME NEPCOHANbHbIX JaHHbIX.

MHdopmaumMoHHaas cuctema nepcoHaribHbIX AaHHbIX - 3TO WHMOPMAaUUOHHas
cucTema, npegcrasnsowas cobon COBOKYNHOCTb NEPCOHanNbHbIX AaHHbIX, COOEPXALLUXCHA B
0a3e [aHHbIX, a TaKKe WHMOPMAUMNOHHBIX TEXHOMOIMA U TEeXHUYECKMX CPeacTs,
MO3BONSAOLWMNX OCYLLECTBNATL 06paboTKy Takmx NepcoHarnbHbIX AAHHbBIX C MCNOfb30BaHUEM
cpeacTB aBToMaTtu3aumm unu 6e3 ncnonb3oBaHUA TakMx CpeacTs.

MHdopmMaLnOHHbIe TeXHONOornMm - npoLecchbl, MeToabl noucka, cbopa, XpaHeHus,



06paboTkn, NpeaocTaBneHnsa, pacnpocTpaHeHns nHgopMmaumm n cnocodbl OCyLLECTBEHNS
Takux NpoueccoB U METOAO0B.

McTouyHUK yrpo3bl 6e3onacHocTM nHdopmaumum - cybbekT gocTyna, MatepuanbHbIi
00BbEKT wnNn  usnyeckoe sBrieHne, SABNALWMECH MPUYUMHON BO3HUKHOBEHWUS  Yrpo3bl
6e3onacHOCTM MHGOPMaLMK.

KoHTponupyemassi 30Ha - 3TO [MpPOCTPaAHCTBO, B  KOTOPOM  MCKITHOYEHO
HEKOHTponupyemoe npebbiBaHNe COTPYAHWKOB WM NOCETUTENen onepatopa M MOCTOPOHHUX
TPaHCMOPTHbIX, TEXHUYECKNX N UHBIX MaTepuasbHbIX CpeacTB.

KoHdmaeHumanbHOCTL NepcoHanbHbIX AaHHbIX - 06a3aTensHoe Ansa cobnoageHus
onepaTopoM Ui MHbIM MOMYYMBLUMM AOCTYN K NEepCOHaribHbIM JaHHbIM NMuoM TpeboBaHue
He JonyckaTb WX pacnpocTpaHeHuss 6e3 cornacusa cybbekta NepcoHarnbHbIX OAHHbIX WUIK
HanNU4nst MIHOro 3aKOHHOIO OCHOBAHMUS.

MexceTeBom 3KpaH - nokanbHoe (OAHOKOMMOHEHTHOE) nnu
dbyHKUMOHaNbHO-pacnpeeneHHoe nporpaMmHoe  (NporpamMmMHo-annapatHoe) CpeacTBO
(komnnekc), peanuayloLlee KOHTPOISb 3a MHpopMaumen, noctynawwen B MHPOPpMaLNOHHYHO
CUCTEMY NepcoHanbHbIX AaHHbIX U (MNK) BbIXoAALWEeN U3 MHPOPMALMOHHOW CUCTEMBI.

Hapywwuteno 6e30MacHOCTM MNepPCOHanbHbIX AaHHbIX - uU3anyeckoe nuuo,
Crny4arHO UNn nNpegHamMepeHHo coBepluarllee AeNCTBUSA, CneAcTBUEM KOTOPbIX ABMASETCH
HapyweHne 6e30MacHOCTNU MNepcoHarnbHbIX AaHHbIX MNpy uX 00paboTke TeXHUYECKMMU
cpeacTBamMu B MHPOPMaLMOHHBIX CUCTEMax NepCoHanbHbIX AaHHbIX.

HepeknapupoBaHHble BO3MOXHOCTU - (QYHKLMOHAmNbHbIE BO3MOXHOCTM CPeacTB
BblYMCIIUTENBHON TEXHWKW, HE OMUCaHHble WAW He COOTBETCTBYHOLUME OMNUCaHHbIM B
AOKYMEeHTauun, Nnpu UCNosnib3oBaHMM KOTOPbIX BO3MOXHO HapyLlleHne KOHUOEeHUNanbHOCTH,
AOCTYNHOCTM UK LLeNoCTHOCTM obpabaTbiBaeMoin nHpopmaumn.

HecaHKUMOHMPOBaHHLIN [OCTYN (HECAHKLMOHUPOBaHHbIe AENCTBUSA) - JOCTYN K
WHopMauuM unn  OenucTens ¢ MHGOpMauMen, OCyLLeCTBRsSeMble C HapyLeHnem
YCTAHOBIEHHbIX MpaB W (MnNun) npaBun OCTyna K MHpopmaumm unu OEencTBUA C HEW C
NPUMEHEHNEM LUTaTHbIX CPEACTB MH(POPMALMOHHOM CUCTEMBI UMW CPEACTB, aHaNOMYHbIX UM
Nno CBOMM (QYHKLMOHANbHOMY NpeaHa3HaAYeHUI0 U TEXHUYECKUM XapakTepucTmkam.

Hocutenb mHdopmauum - dumsnyeckoe nuuo UnNu mMatepuanbHblil 0OBLEKT, B TOM
Jyucne usmyeckoe none, B KOTOPOM WHOpMauus Haxo4uT CBOE OTpaXeHue B Buae
CMMBOSOB, 00pasoB, CUrHaNoOB, TEXHUYECKUX pPELUEHMA M NPOLECCOB, KOSIMYECTBEHHbIX
XapaKTePUCTUK PUBNYECKMNX BESTUYNH.

O6paboTka nepcoHanbHbIX AAaHHbIX - OEACTBUA (Onepaummn) C NepcoHarbHbIMK
AaHHbIMK,  BKNtovasi cbop, cucTemMatvM3auuio, HaKoMneHue, XpaHeHue, YTOYHEeHue
(obHOBREHME, M3MEHEHME), MCMNOMb30BaHWE, pacnpocTpaHeHne (B TOM 4ucre nepegady),
o6eanuunBaHne, 6NoKMpoOBaHNE, YHUUTOXEHME NEPCOHANbHbIX AAHHbIX.

OnepaTtop - rocydapCTBEHHbIN OpraH, MyHUUMManbHbIA OpraH, puauvyeckoe unm
duamyeckoe nuuo, opraHusylowmne n (unu) ocywiecTtenswowme obpaboTKy nepcoHanbHbIX
AaHHBIX, @ TaKke onpegensiowme uenu n cogepxaHme ob6paboTkm nepcoHarnbHbIX AaHHbIX.

NepexBat (MHopmaummn) - HenpaBoMepHoe MonydeHne umHdopMaumm C
NCNONb30BaHMEM TEXHMYECKOTO CpeAcTBa, OCyLlecTBhAgwwero obHapyxeHue, npuem U
006paboTKy MHGOPMATUBHBIX CUTHAMOB.

MepcoHanbHble AaHHble - nbas MHPoOpMauMs, OTHOCALWAACA K onpeneneHHOMY
UNu onpegensieMoMy Ha OCHOBaHMM TakoW MHdopmauuu dusndeckoMmy nuuy (cyobekTy
nepcoHanbHbliX AaHHbIX), B TOM 4ucne ero damunus, uMmsi, OT4eCcTBO, faTa U MeCTo
poXaeHus, agpec, CeMenHoe, couunarnbHOe, WUMYLLECTBEHHOE MOornoXeHne, obpasoBaHue,
npocpheccus, [oxoabl, Apyras MHopMaLms.

MoGoYHbIE 23NEeKTPOMarHUTHbIE WU3NyYeHUS U HaBOAKU - JNEKTPOMarHUTHbIE
N3NyYeHNs TeXHUYECKUX cpeacTB 06paboTku 3awmaeMon nHopMaLmm, BO3HUKaOLWNE Kak



noboyHoe £BMEeHME W BbI3BAHHbIE JNEKTPUYECKMMM CUrHanNamu, OEenCcTBYHOLMUMU B UX
3NEKTPUYECKMX U MAarHUTHbIX LIensX, a Takke 3NeKTPOMarHUTHble HaBOL4KW 3TUX CUrHarnoB Ha
TOKOMPOBOASALLMNE JIMHUKN, KOHCTPYKLNN 1 LeNn NUTaHUS.

NMonb3oBaTtenb MH(MPOPMALMOHHON CUCTEMbI MEpPCOHaNbHbIX AaHHbIX - NUUO,
yyacTteywouee B (PYHKUMOHUPOBAHUN MHAOPMALUMOHHOM CUCTEMbI MEPCOHAnNbHbIX AaHHbIX
nUnu ucnonbayroLlee pesyrnbTatbl €e PYHKLNOHUPOBAHWS.

MpaBuna pasrpaHM4eHUsa [oOcCTyna - COBOKYNHOCTb MNpaBWs, PerraMeHTUpYoLWmX
npasBa JocCTyna cybbekToB JOCTyna K o6bektam goctyna.

MporpamMmHaa 3aknagka - CKPbITHO BHECEHHbIM B MporpaMmHoe obecneyeHune
PYHKUMOHANbHBIM OOBLEKT, KOTOPLIN MpU OnpeferieHHbIX YCNoBUsaX cnocobeH obecneynTb
HEeCaHKUMOHNPOBaHHOE MNporpaMmHoe Bo3gencTBue. [lporpammHas 3aknagka MoxeT ObiTb
peanu3oBaHa B BUae BPeAOHOCHOW NporpaMmbl MK NporpaMmMHOro Kkoga.

MporpammHoe (nporpammHo-maTemMaTu4eckoe) BO3encTBMe -
HeCaHKLMOHNPOBAHHOE BO3OENCTBME Ha pecypcCbl aBTOMaTU3NPOBAHHOW MH(OPMaLMOHHOMN
CUCTEMbI, OCYLLECTBIIAIEMOE C UCMNONb30BaHNEM BPEOHOCHbIX NPOrpamMM.

Pecypc wuHdoOpmMauMOHHOM CUCTEMbI - WMEHOBAHHLIA 3NEMEHT CUCTEMHOrO,
npuKnagHoro wnu annapatHoro obecnedyeHnss QYHKUMOHUPOBAHUS  MHAOPMaLMOHHON
CUCTEMBI.

CpeacTtBa BbIYUCIIUTENBHOM TEXHUKMU - COBOKYMNHOCTb NPOrPaMMHbIX Y TEXHUYECKNX
anemMeHToB cuctem o6paboTkmM AaHHbIX, CNOCOBHbLIX (PYHKLUMOHMPOBATb CaMOCTOATENBHO U
B COCTaBe APYrmx CUCTEM.

Cyb6bekT poctyna (CyObekr) - nuMuo wunmM  npouecc, [AOencTBusi KOTOPOro
pernameHTUpyTCa NpaBuiaMm pasrpaHudeHnst 4ocTyna.

TexHunyeckmne cpeacrtBa MHMOPMALMOHHON CUCTEMbl NMEPCOHasbHbIX AAHHbIX -
CpeAcTBa BbIMUCIUTENBHON TEXHUKWA, MHCPOPMALMOHHO-BbIYMCIINTENBHbLIE KOMMIIEKCHI N CETH,
cpeacTBa U cucTeMbl nepefadn, npuema n obpaboTkm nepcoHanbHbIX AaHHbIX (CpeacTsa U
CUCTEMbI  3BYKO3anucu, 3BYKOYCWUNEHUS, 3BYKOBOCMPOW3BEAEHWS, MEPEroBOpHbie U
TENEeBU3NOHHbIE YCTPOWCTBA, CPEeACTBa MW3roTOBMEHUS, TUPAXMPOBAHUA [OOKYMEHTOB U
apyrme  TexHudeckme cpefctBa  obpaboTkM  peyeBon, rpadumyeckon, BuOEO- U
OykBEHHO-LMPOBON WMHGOPMaUUK), NporpaMMHblE CpeacTBa (OnepaumoHHbIE CUCTEMBI,
CUCTEMbI ynpaBneHns 6asamm gaHHbIX U T.M.), CPEACTBA 3aWmnTbl MHoOpMaLuun.

TexHMYecknn KaHan yTeyku MHcopMaLmm - COBOKYMHOCTb HOCUTENS MHOopMaumm
(cpeaocTtBa 0bpaboTku), msnyeckon cpefbl pacnpocTpaHeHUss UHPOPMATUBHOIO CUrHana u
CPeAcTB, KOTOPbIMU LOObIBaeTCA 3alumiaeMasi MHopMaLms.

Yrpo3bl 6e30MacHOCTU MNepcoHasribHbIX AaHHbIX - COBOKYMHOCTb YCIOBWA U
haKkTopoB, CO34aloLWMX OMNACHOCTb HECaHKUWOHUMPOBAHHOIO, B TOM 4uCMe CryYanHoro,
AOCTyna K nepcoHanbHbIM AaHHbIM, Pe3ynbTaTOM KOTOPOro MOXET CTaTb YHUYTOXEHue,
n3meHeHue, OnoOKMpoBaHWE, KOMMPOBAaHWE, pPacnpoCTpaHeHWe MepCOHarnbHbIX OAHHbIX, a
TaKkKe WHbIX HECaHKLUMOHMPOBaHHbLIX OENCTBUA Npu uMx obpaboTke B WMHGOpMaLMOHHOM
cUCTeME NepcoHasnbHbIX AaHHbIX.

YHUUYTOXEHME nepCcoHanbHbIX MAaHHbIX - [OEWCTBMSA, B pe3ynbTaTe KOTOpbIX
HEBO3MOXHO BOCCTAHOBUTb COAEP)XaHWE NepCcoHanbHbIX AaHHbIX B MHGAOPMaUMOHHON
CUCTEME NepCOoHarbHbIX AaHHbIX UKW B pe3ynbTaTe KOTOPbIX YHUYTOXATCA MaTepuarbHble
HOCUTENM NepPCoHarbHbIX AAaHHbIX.

YTeuka (3awmwaemon) UHcopmauum no TeXHUYECKUM KaHanam -
HEKOHTpPONMMpyemMoe  pacnpocTpaHeHne uHdopMauMM  OT  HOcuTens  3awumwaemMon
MHpopmauun yepes U3MYECKyl0 cpefy OO TEXHUYECKOro CpeacTBa, OCYLLECTBSHLEro
nepexsat MHoOpmMaLmu.

YA3BMMOCTb - Hekas crabocTb, KOTOPYH MOXHO WCMOMb30BaTbh Af1S HapyLleHUs
CUCTEMbI UNU coaepaLlencsa B Hen MHdopmMaunu.



LlenocTHOCTb MH(pOpMaUUK - COCTOSIHUE MHOPMaUUW, NPU KOTOPOM OTCYTCTBYET
noboe ee wuaMeHeHne MO0 W3MEHEHME OCYLLECTBMSIETCA TONbKO MNpegHaMepeHHo
cyGbekTamu, UMEeLWMMIN Ha HEro Npaso.

2. O6wume nonoxeHus

Hactosuwasa "basoBass mogenb yrpo3 6e30nacHOCTM NepPCOHanbHbIX AaHHbLIX MPU UX
0b6paboTke B MH(POPMALMOHHBIX CUCTEMAX NepcoHanbHbIX AaHHbIX" (danee - Moagenb yrpoa)
COAEPXKNT CUCTEMATM3NPOBAHHBLIA MNepeyvYeHb Yrpo3 6e30MacHOCTN NepCcoHarbHbIX AaHHbIX
npu ux obpaboTke B WHGOPMALMOHHBLIX CMCTEMaxX NepcoHarnbHbIX AaHHbIX. OTU  Yrpo3bl
o6ycnoBneHbl NpegHaMepeHHbIMU UKW HeNpeaHaMePEHHbIMU AENCTBUAMUN (PU3NYECKUX UL,
AENCTBMSMU 3apyDeXHbIX crneucnyxo nnm opraHnsaumin (B TOM YMcrne TeppOpPUCTUYECKUX), a
TaKKe KPUMMHAmNbHbIX FPYNMNUPOBOK, CO34AKLWMX YCNoBUS (NPeanocbifikKn) Ans HapyleHus
6e3onacHocTM nepcoHanbHbiX gaHHblx ([10H), koTopoe BedeT K ywepby XU3HEHHO BaXKHbIX
WHTEpPECOB NNUYHOCTK, 0OLLEeCTBa M rocyaapcTea.

Mogenb yrpo3 COAEPXUT €AUHble WUCXOAHble [aHHble Mo yrpo3am 6e3onacHoCcTu
nepcoHarnbHbIX AaHHbIX, 0bpabaTbiBaemMbiX B MHAOPMALMOHHBIX CUCTEMAaxX MEepPCOHanbHbIX
AaHHbIX (MCIOH), cBA3AHHbIM:

c nepexsatoM (cbemom) MNMAH No TEXHNYECKNM KaHanam C Lenbi UX KOMMPOBaHUSA UMK
HenpaBOMEPHOIro pacnpoCTpaHeHus;

C HECaAHKLMOHNPOBAHHbBIM, B TOM 4ucrie cnydanHsiM, goctynom B WUCIOH ¢ uensto
N3MEHEHNS, KOMMPOBaHUs, HENpPaBOMEPHOro pacnpocTpaHeHnus [OH vnn OecTpyKTUBHbIX
Bo3genctBuin Ha anemeHTbl VCIOH n obpabatbiBaembix B Hux [NOH c ucnonb3oBaHneM
NPOrpaMMHbLIX U MNporpaMMHO-annapaTHbIX CPeaCTB C  LUENb  YHUYTOXEHUA  UNu
onokupoBaHus MNOH.

Mogenb yrpo3 €BNAeTcs METOAUYECKMM [OOKYMEHTOM W MpegHa3HadeHa Aans
rocyaapCTBEHHbIX W MyHUUMNANbHbIX OPraHoB, lOpPUONYECKUX U (Mnn) ursmyeckux nuy,
(nanee - onepaTtopoB), opraHM3ylLWKMX K (Mnn) ocylwiectensowmx obpabotky MNOH, a Takke
onpegensarwmx uenn u cogepxaHne obpabotku MNAH, 3akasunkoB u paspabotymkos NCIOH
n nx nogcmuctem. C npumeHeHmem Mogenu yrpos peLuaroTcs cnegyowme 3agaym:

pa3paboTka 4YacTHbIXx Mogenen yrpo3 6esonacHoctn OH B koHKpeTHbIX NCTIOH C
YYETOM MX Ha3HA4YEHNS, YCNOBUIN N 0COBEHHOCTEN PYHKLIMOHNPOBAHNS;

aHann3 3awmeHHoctn UCMOH oT yrpo3 6e3onacHocTtu MNMOH B xo4e opraHusauun m
BbINONHEHUs paboT no obecneyeHuto 6e3onacHocTn MOH;

paspaboTka  CUCTEMbl  3aWMTbl NMAaH, obecneunBarowen  HenTpanulauuio
npegnonaraembiX Yyrpo3 C WUCNOMb3oBaHMEM MeTodoB M cnocobos  3awmtbl  [10H,
npegycMOTPeHHbIX aAns cootBeTcTBytowero knacca ACIMOH;

nposeaeHve MEPONPUATUN, HanpaBEeHHbIX Ha npegoTBpaLleHue
HecaHKUMoHpoBaHHoro goctyna kK MOH u (Mnn) nepegayn Mx nuuam, He MMeELMM npaBa
A0CTyna K Takon nHpopmaumm;

HeJonylwleHne BO3AENCTBUSA Ha TexHudeckme cpegctea WCIOH, B pesynbraTte
KOTOPOro MOXeT ObITb HapyLLIEHO MX (PYHKLMOHMPOBAHUE;

KOHTPOsb 06ecneyeHnst ypoBHS 3alLMLLIEHHOCTM NEPCOHAarnbHbIX AaHHbIX.

B Mopgenn yrpo3 paHo o6o6uweHHoe onucanne WCIOH kak oObeKkToB 3alumThl,
BO3MOXHbIX MCTOYHUKOB yrpo3bl BesonacHocTu nepcoHanbHbix AadHbix (YBIOH), OCHOBHbIX
knaccoB yassumocTten NCIOH, BO3MOXHbIX BUAOB AECTPYKTUBHBLIX BO3aencTBun Ha [0OH, a
TaKkKe OCHOBHbIX CNOCOB0B NX peanusauum.

Yrpo3bl ©6e3onacHoctn [10H, ob6pabartbiBaembix B WCI[OH, cogepxawmecsa B
HacToswen Mogenu yrpos, MOryT YTOYHATLCA U OOMOSHATLCA MO Mepe BbISIBNEHUS HOBbIX



NCTOYHMKOB Yrpo3, pa3sutna cnocobos n cpencts peanusaumm YBIMNOH B UCMOH. BHeceHne
nameHeHunn B Mogenb yrpos ocyuectensietca PCTIK Poccum B ycTaHaBnMBaemMoM NOpsiake.

3. Knaccudmkauma yrpos 6e3onacHOCTU NepCcoHanbHbIX AaHHbIX

CoctaB n cogepxanune YBIOH onpegensieTcsi COBOKYMHOCTbIO YCNOBUIA U (paKTOpPOB,
cO3aroLMxX ONacHOCTb HECAHKLMOHUPOBAHHOIO, B TOM Y1chne crydYanHoro, goctyna K MNAH.

COBOKYMNHOCTb Takmx ycnosuin n ¢aktopoB POpMUPYETCA C YHETOM XapaKTEPUCTUK
WCIMAOH, cBoncTB cpeabl (NyTn) pacnpocTpaHeHUs MHAOPMAaTUBHBIX CUTHAMOoB, cogepXallnx
3almiaemyro MHopMaLmo, U BO3SMOXHOCTEN MCTOYHUKOB Yrpo3bl.

K xapakrepuctukam WCIOH, obycnosnuBawowmm BO3HUKHOBeHME YBI1[OH, MOXHO
OTHECTU KaTeroputo n oobem obpabaTbiBaembix B UCIAH nepcoHanbHbIX AaHHbIX, CTPYKTYPY
NCMNAOH, Hannume nogkntoveHnn UCIOH K ceTam cBA3n obLuero nonb3oBaHns u (Unu) ceTam
MeXAyHapoaHOro MHOPMaLMOHHOro obMeHa, xapakTepucTUKM noacuctemMbl 6e3onacHoCTU
MAOH, obpabatbiBaembix B WCIIOH, pexumbl 00paboTky nepcoHarnbHbIX aHHbIX, PEXUMbI
pasrpaHMyeHus npaB goctyna nonb3oBaTenen WCIIOH, mMecToHaxoXxgeHue wu ycrnoBus
pa3meLlleHnsa TexHndecknx cpeacts NCIOH.

MHdpopMaLNOHHbIE  CUCTEMBI Mnau npeacraBnsAloT  cobon  COBOKYMHOCTb
MHPOPMALNOHHbIX n nporpaMmMHo-annapaTHbIX 31EMEHTOB, a Takke
NHPOPMALIMOHHBIX TEXHOSOMMIA, NPUMEHSIEMbIX Npu obpaboTke MMOH.

OcHoBHbIMK anemeHTamun NCTOH saBnstoTcs:

nepcoHanbHble AaHHble, cofepxawmeca B 6aszax [aHHbIX, KaK COBOKYMHOCTb
MHopMauumn 1 ee Hocutenen, ncnonbdyemoix B MCIOH;

MHOPMALMNOHHBLIE TEXHOMNOIMK, NpUMeHsieMble npu obpabdoTke MNOH;

TEXHU4Yeckne  cpefcrtea,  ocyuwlectengwoowme  obpabortky  OH (cpenctea
BblYUCIIUTENBHON TEXHUKK, NH(POPMALMOHHO-BbIYUCIINTESNBbHBLIE KOMMIEKCHl N CeTU, CpeacTBa
N cuctembl nepegayun, npuema u obpabotkm [MOH, cpeactBa M cUCTeMbl 3BYyKO3anmcw,
3BYKOYCWSEHNS, 3BYKOBOCMPOU3BEAEHNSA, MEPEroBOpHble U TENeBU3UOHHbIE YCTPOWNCTBA,
cpencTtBa U3rOTOBMEHUS, TUPaXMPOBAHUA [OOKYMEHTOB W Apyrne TexXHUYeckue cpencrasa
obpaboTkn peuveBon, rpacuyeckon, Bnaeo- n OykBeHHO-LMdpoBOM MHpopmaunn) (aanee -
TexHudeckue cpegcrea NCIOH);

nporpaMmHble cpeactBa (OnepauuoHHble CUCTEMbl, CUCTEMbl ynpaBneHus 6Gasamu
AaHHbIX U T.M.);

cpeAcTBa 3awmnTbl MHopMauuu;

BCNoMoraTtefnbHble TEXHUYEeCcKMe cpencTBa U CUCTEMbI (BTCC) -  TexHunyeckue
CpeacTBa M CUCTEMbI, UX KOMMYHUKaLMK, He npeaHasHadeHHble ans obpabotku lMOH, HO
pa3MeLLEeHHbIE B MOMeLLeHUaX (aanee - cnyxebHble NoOMeLLeHNs), B KOTOPbIX PacrnosioXeHbl
NCIOH, nx TexHudeckne cpenctea (pasnuyHoro poga TenegoHHble CpeacTBa U CUCTEMBI,
cpencTBa BbIMUCIIUTENBHOW TEXHUKW, CPEeACcTBa M CUCTEMbI Mepefadn OaHHbIX B CUCTEME
paguMocBA3n, cpedcTBa M CUCTEMbl OXPaHHOW W MOXapHOW curHanusauuwm, cpeacrtsa u
CUCTEMbI OMOBELLEHUS N CUrHaNM3auumn, KOHTPONbHO-N3MEpPUTENbHAA annapaTtypa, cpeacTea
N CUCTEMbI KOHOMLMOHMPOBAHUSA, CpeacTBa U CUCTEMbl MPOBOAHON pagnoTPaHCAALNOHHOW
ceTm W npuvema nporpaMmm paguoBellaHus U TeNneBUAEHUS, CpeacTBa  JNEKTPOHHOM
OPrTEXHUKN, CPEACTBA U CUCTEMBI AnekTpovacodmkalmm).

CeowcTtBa cpeabl (NyTK) pacnpocTpaHeHusi MHPOPMaTMBHbLIX CUTHAMOB, COAEpPXKaLLMX
3awmaemMyo  MHopMaLnilo, XapakTepusyrTca BuOOM (U3NYECKOW cpedbl, B KOTOPOW
pacnpocTtpaHatoTcs [NOH, n onpegenatnTcs Npu oueHKe BO3MOXHOCTM peanusaunu YBIOH.

BoamoxHoctn  uctoyHmkoB  YBIMOH o6ycnoBneHbl  COBOKYMHOCTbIO — CMNOCOGOB
HEeCaHKUMOHUPOBAHHOMO W (unu) cnyyvamHoro pgoctyna kK [10H, B pesynbTaTte KOTOPOro



BO3MOXHO HapyLleHue KOH(pnaeHumMansHoCTH (konupoBaHue, HenpaBoMepHoe
pacnpocTpaHeHue), LEeNOCTHOCTU  (YHUYTOXEHME, M3MEHEHME) U OOCTYMNHOCTMU
(6nokuposanwue) MAH.

Yrposa 6e3onacHoctn [OH peanusyetca B pesynbTaTte o6pasoBaHua KaHana
peanudauun YBIOH mexagy WCTOYHMKOM Yrpo3dbl M HocuTernem (McTtoyHukom) [MOH, yTO
co3gaeT ycrnoeBust Ans  HapyweHusa 6esonacHoct [OH (HECAHKUMOHUPOBAHHLIA UK
cny4aviHbIn JOCTyn).

OcCHOBHbIMM anieMeHTamMu kaHana peanusauumn YBINOH (pycyHok 1) ansatoTcs:

ncrtodHnk YBIMOH - cybbekT, maTepmanbHbil OObEKT unmM usnyeckoe siBreHue,
cospatowiue YbIaH;

cpepa (nyTb) pacnpocTpaHeHus MNOH unn Bo3gencTsun, B KOTOPOW omsmnyeckoe rnorne,
CUrHan, QfaHHble WnM nporpaMMmbl  MOTYT PacnpoCTpaHATbCA W BO3OEeNCTBOBATb Ha
3awmaemble cBomcTBa (KOHOMAEHUMANBbHOCTb, LEeSTOCTHOCTb, 4OCTYNHOCTL) MNOH;

HocuTenb [MOH - dumsnyeckoe nNUUO WMNKM MaTepuarnbHbil OOBLEKT, B TOM 4uUChe
dusmyeckoe none, B kKotopoM N[H HaxogAaT cBoe OTpaxeHWe B BUAE CUMBOSOB, 06pasos,
CUrHanoB, TEeXHUWYECKUX peLleHUn KN NpoLecCoB, KOJSIMYECTBEHHbLIX  XapaKTepUCTUK
PU3NYECKMX BESNTUYNH.

Cpena pachnpoCTpPaHeHUd

VICTOUHUK IIJH “ BO3IEMCTBUN
yIrpo3 6e30IacHOCTHU 44— [IprueMHUK -4—> Hocurens IIIH
[IoIu MHOOPMATMBHOTO CHUIT'HajJa
[lepenaTumk

BO3IEMCTBYOIETO CHUI'HAJa

PucyHok 1. O606wWweHHaa cxemMa KaHana peanusayum yrpo3 6e3onacHocTun
nepcoHanbHbIX JaHHbIX

Hocutenn T1H mMoryt cogepxaTb WHOpMaUUIO, NpeacTaBfeHHYl B Crenylolmx
BUOax:

akycTudeckas (peyeasi) uHdopmauus (PU), cogepxawascs HenocpeacTBEHHO B
npounsHocnmon peum nonb3osartena VCIOH npu ocywecTtBneHnn UM pyHKLUUKM roriocoBOro
Beoga lNAH B NCIOH, nnbo Bocnpoussoammas akyctnyeckumm cpeactesamm VCTOH (ecnu
Takne PyHKLMM NpeaycMoTpeHbl TexHonornen obpabotkm MMOH), a Takke cogepxawiascs B
ANEKTPOMArHUTHbIX MOMNAX W ONEKTPUYECKMX CurHamnax, KOTOpble BO3HWMKAKT 3a cuyeT
npeobpas3oBaHU akyCTMYECKON MHpopmauuu;

Bngosas WHgopmauua (BW), npencraBneHHas B BuAE TeKCTa W n3obpaxeHuin
pasnU4YHbIX YCTPOMCTB OTOOpaxXeHus MHOPMaLMM CPeACTB BblYMUCAUTENBHON TEXHUKM,
MHPOPMALNOHHO-BbIYUCIIUTENBHBLIX ~ KOMMMEKCOB,  TEeXHUYECKUX cpeacts  obpaboTku
rpacpmyeckon, Buaeo- n BykBeHHO-UMpoBON Hopmauum, Bxogawmx B coctas VICTMH;

nHdopmauus, obpabatbiBaemas (unpkynmpytowasi) B ICIOH, B BUOE 9NeKTpu4eckux,
31EeKTPOMAarHUTHbIX, ONTUYECKUX CUrHaroB;

nHdopmauusi, obpabateiBaemas B WCII[OH, npeacrtaBneHHass B Buae Out, 6anT,
annoB 1 gpyrux fIOrm4ecknx CTpykTyp.

B uensax dopmupoBaHus cuctematnsnpoBaHHoro nepeydnsa YBIOH npu nx obpaboTtke
B NCIMNOH n paspaboTke Ha UX OCHOBE YacCTHbIX MoAenen MPUMEHUTENbHO K KOHKPETHOMY
sngy WCIIOH yrpo3bl KnaccuuumpyroTca B COOTBETCTBUM CO CreaylolwmMu npusHakamm
(pycyHok 2):



no suay sawmwaemon ot YBIOH nHdopmauuu, cogepxaisen MNMOH;

no BMAAM BO3MOXHbIX UCTOYHUKOB YBIH;

no Tuny NCIOH, Ha koTopble HanpasneHa peanusauusa YBIOH;

no cnocoby peanusaunn YBIOH;

no Buay Hapywaemoro cBoWcTBa WHdopMaumn (Buay HECAHKLUMOHUPOBAHHbIX
Aencteun, ocyulectensemblx ¢ MNAH);

Mo NCNONb3yEMON YSA3BUMOCTMU;

Nno o6bLEKTY BO3AENCTBUS.

Mo Bnaam Bo3MOXHbIX UCTOYHUKOB YBIH BblAensoTca cnegyowme Knaccehl yrpos:

Yyrpo3bl, CBSi3@aHHble C MpeAHaMEPEHHbIMU WU HenpeaHaMepeHHbIMU OEeNCTBUAMMU
nny, nmerownx goctyn Kk NCIOn, sknovas nonb3oBatenen WCIOH, peanusyowmnx yrposbl
HenocpeacteeHHO B NCIOH (BHYTPEHHUI HapyLWUNTESb);

Yyrpo3bl, CBSi3aHHble C NpegHaMepeHHbIMU UMW HenpegHaMepeHHbIMU LOENCTBUAMMU
nny, He umetowmx goctyna k WCIOH, peanusyrowmx yrposbl M3 BHELLUHMX CETEN CBA3MU
ofLLero NoNb3oBaHUA U (UNK) ceTen MexayHapoaHoOro MHopMaLMoHHOro obmMeHa (BHeLLHWI
HapyLmTenb).

Kpome Toro, yrpo3bl MOryT BO3HMKaTb B pe3ynbTaTte BHEAPEHUS annapaTHbIX 3aknagok
N BPEL4OHOCHbIX NPOrpamm.

Mo Ttuny WCIOH, Ha KoTopble HanpaeneHa peanu3auma YBIOH, BbligensawTcs
cnefyoLlmne Knacchbl yrpos:

yrpo3bl 6e3onacHoctn [OH, obpabatbiBaembix B WCIMOH Ha ©6a3e aBTOHOMHOro
aBTOMaTU3NPOBaHHOro paboyero mecta (APM);

yrpo3bl ©6e3onacHoctn [1H, obpabaTtbiBaembix B WCIOH Ha 6asze APM,
NOOKITHOYEHHOIO K CeTU obLero nonb3oBaHusa (K cetTu MexayHapoaHoro MHAOpPMaunoHHOIo
obmeHa);

yrpo3bl 6e3onacHoctu [1H, obpabatbiBaembix B WCIOH Ha 6ase nokanbHbIX
WH(POPMALMOHHBIX cuUcTeEM 6e3 noakNivYeHMss K ceTu obwero nonb3oBaHuA (K CeTu
MeXayHapoaHoro MHopMaLUmMOHHOro obMeHa);

yrpo3bl 6esonacHoctn [1H, obpabatbiBaembix B WCIOH Ha 6ase nokanbHbIX
MHAPOPMALMNOHHBLIX CUCTEM C MOAKIMKYEHMEM K CeTM obuwero nonb3oBaHus (K CeTu
MeXayHapogHOro MHOoOpMaLUMOHHOro obMeHa);

yrpo3bl 6esonacHoctu MNAOH, obpabatbiBaembix B NCIOH Ha 6a3e pacnpeneneHHbIX
WH(POPMALMOHHBIX cuUcTeM 6e3 noakniveHMs K ceTu obwero nonb3oBaHUA (K CeTu
MeXayHapoaHoro MHopmMaumMoHHOro obmeHa);
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"PucyHok 2. Knaccudgukaums yrpo3 6e3onacHoOCTU nepcoHasibHbIX 4aHHbIX"

Knaccudvkauma yrpo3 6e3onacHOCTM NepcoHarnbHbIX AaHHbIX, obpabaTbiBaeMbiX B
MHAPOPMALMOHHBLIX CUCTEMAX MEPCOHanNbHbIX AaHHbIX Yyrpo3bl 6e3onacHoctn  [10H,
obpabaTbiBaembix B WCIIOH Ha 6a3e pacnpegenieHHblX WMHMOPMAUMOHHBIX CUCTEM C
NoOKIOYEHMEM K CeTM 0oOLLero nonb3oBaHusa (K CETU MEeXAyHapOAHOro MHAOPMAaLNOHHOIo
obmeHa).

Mo cnocobam peanusaumm YBIOH BbloensoTCca cnegyowme Knaccbl yrpoa:

yrposbl, cBsasaHHble ¢ HC[ k MMOH (B TOM 4ucne yrposbl BHEOPEHUS BPeOOHOCHbLIX
nporpamMmm);

yrpo3bl yTedkn MNOH No TexHn4ecknm kaHanam yTeuvku nHopmaumm;

yrpo3bl cneumanbHbix Bo3genctenn Ha NCIOH.

Mo BMAY HeCaHKUMOHMPOBAHHbLIX OEeNCTBUN, ocyulecTBnsemMblx ¢ [MOH, BblgenstoTcs
cnegyoLmne Knacchbl yrpos:

yrposbl, NpUBOASALLME K HapyLleHU0 KOoHduaeHumansHoctu MOH (KonupoBaHUio mnu
HEeCaHKLMOHNPOBaHHOMY PacnpOCTPaHEHMIO), MPU peanu3aunmn KOTOPbIX HE OCYLLEeCTBSeTCA
HenocpeacTBEHHOro BO3AENCTBUS Ha coaepkaHne Hdopmaunu;

yrposbl, MNpuMBOASLUNE K HECAHKLUMOHMPOBAHHOMY, B TOM 4uCfle CrydanHoMmy,
BO3OENCTBMIO Ha coaepxaHue WHdopMauun, B pesynbTate KOTOPOro OCYyLeCTBAAeTCs
nameHeHue MNOH nnm nx yHUYTOXEHUE;

yrposbl, NpuMBOASLIME K HECAHKUWOHMPOBAHHOMY, B TOM 4uUCMe CryYanHoMy,
BO3AENCTBMIO Ha nNporpamMHble WM NporpaMmMHo-annapatHble anemeHTsl WCIMOH, B
pesynbTaTte KOTOpPOro ocyulectensetca 6nokmposanume MNOH.

Mo ncnonb3yemon ya3sBMMOCTM BblOENAOTCA CriegyloLme Krnaccbl yrpos:

yrpos3bl, peanusyemMble C UCMOfb30BaHMEM YSI3BMMOCTM cuctemHoro [10;

yrpos3bl, peanm3yemMbie C UCMONb30BaHNEM YSA3BMMOCTHM NpuknagHoro M0O;

yrpo3bl, BO3HMKalOWME B pes3ynbTaTe MWCMNOMb30BaHUA YA3BUMOCTU, BbI3BAHHOW
Hanndnem B AC annapaTHOWM 3aKnagku;

yrpo3bl, peanu3yemble C UWCMNOMb30BaHNEM YS3BMMOCTEN MPOTOKOMIOB CETEBOro
B3aMMOLENCTBUA N KaHaNoB nepeaayun AaHHbIX;



yrpo3bl, BO3HUKaKLWMe B pesynbTaTe WCMNOMb30BaHUA YA3BUMOCTU, BbI3BAHHOW
HepgocTaTkamu opraHmsauum T3W ot HCL,;

yrpo3bl, peannsyemble C UCMOfb30BaHNEM YA3BMMOCTEN, 0OYCNOBMBaOLWNX Hann4me
TEXHUYECKNX KaHanoB yTeYkn MHopmMauuu;

yrposbl, peanusyemMble C UCronb3oBaHMeM ys3sumocTten C3U.

Mo 06beKTY BO3OENCTBUA BbIAENAKTCA CrieayoLwme Knaccbl yrpoa:

yrpo3bl 6esonacHoctu NH, o6pabaTtbiBaembix Ha APM;

yrpo3sbl 6esonacHoctn MNOH, obpabaTbiBaeMbiX B BblAeNEHHbIX cpeacTBax obpaboTkm
(NpuHTEepax, nnotTepax, rpaconocTpomTensx, BbIHECEHHbIX MOHUTOpPAX, BUAEOMNPOEKTOpaXx,
cpencTBax 3ByKOBOCNPOM3BEAEHNSA U T.N.);

yrpo3bl 6esonacHoctu NH, nepegaBaembix No CETAM CBA3W;

yrpo3bl NpuKnagHbIM nporpaMmmam, ¢ NOMOLLIbIO KOTOpbIX obpabaTtbiBatotca MNAH;

yrposbl cuctemHomy MO, obecneymsatoemy yHkunoHnposaHue NCIOH.

Peanusauunsa ogHon n3 YBIOH nepeyncneHHbIX KnaccoB Um Mx COBOKYMHOCTU MOXET
NPUBECTU K Cneayowum Tunam nocneactsun gnga cyébvekron MNOH:

3HaAYUTENbHbLIM HEraTUBHLIM NocneacTemsam ana cyovekron MNH;

HeraTUBHbIM nocneacTenam ansa cyovektos MNOH;

He3Ha4YNTENbHbIM HEraTUBHbLIM NOCNeACTBMAM Anst cyobekToB MNH.

Yrposbl yTtedkn [1OH NO TexHW4ecKMM KaHanaMm OJHO3HA4YHO OnNUCbIBaKTCSA
XapaKTepucTMkaMmn UCTOYHMKA MHopmaumm, cpeabl (NyTU) pacnpoCTpaHEeHUs U NPUEMHMKA
MHGOPMAaTUBHOIO CUrHana, To eCTb ONpPeaensaTCa XapakTepucTMKkaMmm TEXHMYECKOro KaHana
yTedkun MNAOH.

Yrposbl, CBA3aHHbIE C HECAHKUMOHMPOBaHHbLIM goctyrnom (HC) (nanee - yrpossl HCA
B WCIOH), npeacraBnsawTca B BUAE COBOKYMHOCTM OBOOLLEHHBIX KNAacCOB BO3MOXHbIX
nctoyHukoB yrpo3 HC[, yassMmocTen nporpammMHoro n annapatHoro obecneyenus NCIOH,
cnocoboB peanu3auum  yrpo3, OOBLEKTOB BO3AENCTBUS  (HOCUTENEW  3aluuLLaemMon
MHopMauuun, ampekTopues, katanoros, ¢dannos c¢ MNMOH wnm camux MOH) 1 BO3MOXHbIX
OECTPYKTUBHbIX JEenCcTBUMN. Takoe npeacraBneHne onuncbIBaeTCs cneayouwen
dopmMann3oBaHHOWN 3anuncChI:

yrpo3a HC[L: = <UCTOYHUK yrposbli>, <ys3BMMOCTb MPOrpamMMHOro UnM annapaTHOro
obecnevyeHunsn>, <cnocob peanusauunmn yrposbl>, <0b6bekT BO3OENCTBUSA>,
<HECaHKLUNOHMPOBAHHbLIN OOCTYM>.

4. erosbl YTEe4YKU VIH(*)OpMaLIMVI no TeXxHN4eCKUM KaHanam

OCHOBHbIMM 3fIEMEHTaMMN OMNUCAHUSA YrpPo3 YTEYKM WHGOPMALUN MO TEXHUYECKUM
kaHanam (TKYW) <aBnsawTcs: UCTOMHMK  yrpo3bl, cpeda (NyTb) pacnpocTpaHeHus
MHOPMATUBHOIO CUrHana v HocuTenb 3allmiaeMon NHpopmMaunn.

NCToYHMKamMM yrpo3 yTeyknm WHoOpMauun Mo TEXHUYECKMM KaHanam SBnsaTCs
dusnyeckme nuua, He nmetrowmne goctyna Kk NCIQH, a Takke 3apybexHble crneucnyxobl nnm
opraHuMsaumm (B TOM YUCHE KOHKYpPUPYHOLLIME WU TEPPOPUCTUYECKME), KPUMUHAambHbIE
rPynNnMpOBKKN, OCYLLECTBASIOWME nepexBaT (CbeM) WHMoOpMauunm C UCNONb30OBaAHNEM
TEXHUYECKUX CPEACTB ee perncrtpauuun, npuema nnum dotorpacdmpoBaHus.

Cpepa pacnpocTpaHeHns MHEOPMATMBHOIO curHana - 370 pmsmyeckaa cpepa, no
KOTOPON  MHPOPMATMBHBIA  CUrHANM  MOXET  pacnpoCTpaHATbCA U MPUHUMATbLCS
(peructpmpoBaTbcs) npueMHukoM. Cpega pacnpocTpaHeHUs MoXeT OblTb Kak OAHOPOAHOM
(Hanpumep, TONbKO BO3QYLLUHOW), Tak U1 HEOAHOPOLHOM 3a CYET Nepexoda curHana m3 ogHon
cpeabl B Apyryto (Hanpumep, B pesynbTaTe aKyCTO3MEKTPUYECKMX MM BUOPOAKYCTUYECKNX
npeobpasoBaHui).



Hocutenem MNAH asnaetca none3osaTtens NCIOH, ocywecTBNAIOLWMNI ronocoBor BBO
nan s WCIOH, akyctnyeckaa cuctema WCIIOH, Bocnpoussogawas [MOH, a Takke
TexHuveckne cpeactsa WCIMOH n BTCC, cosgawwme usnyeckne nons, B KOTOPbIX
WMHopMaUuna HaxoaUT cBoe OTpaXxeHue B Buae CMMBOSIOB, 0O6pa3oB, CUrHANoOB, TEXHUYECKNX
peLleHnn 1 NPOLLEeCCOB, KONMMYECTBEHHbIX XapaKTEPUCTUK (OU3NYECKUX BENUYNH.

Mpn obpabotke MAH B NCIOH 3a cyeT peanu3aumm TEXHUYECKUX KaHaroB YTEYKU
MHOpPMaUUKM BO3MOXHO BO3HUKHOBEHME cneyowmnx YBIMOH:

YrpO3 YyTEYKN aKyCTU4EeCKOn (peveBorn) nHdopmarmm;

Yrpo3 yTeykn BugoBon nHopmaLmu;

yrpos yTeuKku NHpopmaunn no KaHanam
NOBOYHbBIX 9NEKTPOMAarHUTHbIX n3nyvyeHnn n Hasogok (M3MUH).

4.1. Yrpo3bl yTe4Kn aKkycTu4eckomn (pevyeBomn) nHpopmauum

BO3HMKHOBEHME YrpO3 yTEYKN akyCTU4eCcKon (peveBor) nHdopmauum, cogepxallencs
HenocpeacTBEHHO B npousHocumon pedn nonb3osatena WCIOH, npu obpaboTtke lNOH B
NCIMAOH, obycnosneHo Hannumem dyHKumin ronocosoro seoga MAH B NCIMOH nnn doyHKumin
BocnpounsseaeHuna MNAOH akyctnyecknmm cpeacreamm NCI10H.

[MepexBaT akycTuyeckon (pedeBon) UHGOPMaUUM B AaHHbIX CIly4asix BO3MOXEH C
ncnonb3oBaHMEM  annapaTtypbl, PerncTpupyrollen  akyctudeckume (B BO3dyxe) MU
BUBbpoakycTudeckue (B ynpyrmx cpefax) BOSIHbl, a TakkKe 9NneKTpoMarHuTHble (B TOM 4ucne
ONTUYECKME) U3NYYEHUA W INEeKTpUYecKne CurHanbl, MOOYNMPOBaHHblE WH(OPMATUBHBLIM
aKyCTUYEeCKUM CUrHafIoM, BO3HMKaOLWME 3a cHeT npeobpas3oBaHuii B TEXHUYECKMX CpeacTBax
obpaboTtkm [1OH, BTCC wu CTpOUTENBbHLIX KOHCTPYKUMAX W  WNHXEHEPHO-TEXHUYECKMX
KOMMYHMKaLMSX NoS BO3LENCTBUEM aKyCTUYECKMX BOSTH.

Kpome aTOro, nepexBaT akycTM4eckom (peyeBor) WHGOPMaunm BO3MOXKEH C
NCMonb30BaHMEM CneumanbHbIX 3IEKTPOHHbLIX YCTPOWUCTB CbemMa peyvyeBor WHdopMauuu,
BHEOPEHHbIX B TexHuyeckne cpeactea obpabotku [MOH, BTCC u nomewieHnsa wnu
NOOKITHOYEHHbIX K KaHanam CBSA3W.

Yrpo3bl 6e3onacHocTu MN[H, cBA3aHHbLIE C NEPEXBATOM aKyCTUYECKOW MHGOpMauumn C
NCMONb30BaHMEM CheunarbHbIX 3SIEKTPOHHbLIX YCTPOMCTB CbeMa peyeBon WHGopmMauum
("3aknago4yHbIX YyCTPOMCTB"), onpeaensatTcs B COOTBETCTBUM C HOPMATUBHBIM OOKYMEHTaMu
depnepanbHon cnyxbbl 6GesonacHoctM Poccuinckon degepaumm B YCTAHOBMEHHOM €10
nopsake.

lMepexBaT akycTU4eckon (peveBomn) nHpopmaLmMm MOXeT BECTUC:

CTauMoHapHOW annapaTypown, pasmellaemMon B Grvsnexaiumx CTpoeHusax (3gaHunax) c
HEKOHTpONMpyeMbIM NpebbiBaHNEM MOCTOPOHHUX NULL;

nopTaTMBHOW BO3MMOW annapaTtypoun, pasmeliaeMon B TPaHCMOPTHbIX CpeacTBax,
OCYLLECTBASALWNX ABMXKEHMNE BONM3N CNYXEOHbIX MOMELLEHUI UKW NPU UX NApPKOBKE pSaOM C
3TUMU NOMELLEHUAMN;

nopTatTMBHOM  HOCMMOM  annapatypon -  PU3NYECKMMU  nUuuamMum  Npu Ux
HEKOHTpPONMpyemMoM npebbiBaHMM B CNYXEOHbIX MOMELLEHMAX UM B HENOCPEACTBEHHOM
©n30CTU OT HUX;

aBTOHOMHOW aBTOMaTU4eCKom annapaTtypowu, CKPbITHO yCTaHaBIMBaeMoWn
PU3MYECKMMN  NULAMW  HEMOCPEACTBEHHO B CNYXEOHbIX  MOMELLeHUsIX Wnn B
HenocpeacTBEHHOM B6NM30OCTN OT HUX.

4.2. Yrpo3bl yTe4kn BUAOBOWU NHopMaumm



Yrposbl yTeykun BuMOOBOM WHGOpMauUuu peanusyroTcsa 3a cyeT npocmoTtpa [OH ¢
NOMOLLIbIO ONTUYECKNX (ONTUKOSNEKTPOHHBLIX) CPEACTB C SKPaHOB AUCMNEEB U APYrMX cpeacTs
oTOOpaxkeHUs1 CpeacTB  BbIYUCIIUTESNTbHOW  TEXHUKW, WUH(OPMAaLNOHHO-BLIYUCIINTENbHbIX
KOMMMEKCOB, TEXHUYECKMX cpeacts obpaboTkm rpaduyeckomn, Bnaeo- n 6ykBeHHO-UMpoBOM
nHdopmMauuu, Bxoasawwmx B coctas VCIOH.

Kpome aToro, npocmotp (peructpauus) [1OH BO3MOXeH C WCMNONb30BaHNEM
creumanbHbIX 3NEKTPOHHbBIX YCTPONUCTB ChbeMa, BHEAPEHHbIX B CIYXEOHbIX MOMELLEHUSX Unu
CKPbITHO  MCMOMb3yeMbIX (PU3MYECKMMM NULAMWU  NPU  MOCELLEHUM UMK CRY>KEOHbIX
MOMELLEHNN.

Yrpo3bl 6e3onacHoctn [[H, cBA3aHHble C WX nNepexsaToM MNpU WCMONb30BaHUU
crneumanbHbIX 3NIEKTPOHHbBIX YCTPOWMCTB CbeMa BWOOBOW WHGOpMauuun (Buaeosaknagok),
onpeaenstTcs B COOTBETCTBMM C HOPMATUBHbIM AOKyMeHTamu PefepanbHOM CryXObl
6esonacHocTn Poccunckon denepaunmn B yCTaHOBNIEHHOM €10 NOPSiAKe.

HeobxoaumbiM ycnoBmem ocyLLecTBreHus npocmMoTpa (permctpauuun) MNOH aenaetca
HanmMyue npsiMon BUOMMOCTU MEXAy CpeacTBOM HabnwaeHus n Hocutenem MNOH.

Mepexsat NOH MOXET BECTUCH:

CTaunoHapHOM annapaTtypour, pasmMeLllaemon B bnuanexawmx CTpoeHusx (3aaHunsax) c
HEKOHTpONMpyeMbIiM nNpebbiBaHNEM MOCTOPOHHUX NULL;

nopTaTMBHOM BO3MMOW annapaTtypon, pasMellaeMon B TPaHCMNOPTHLIX CpeacTsBax,
OCYLLECTBNALWNX ABUXKEHNE BOMU3N CNYXeOHbIX MOMELLeHNI Unu Npyu nx napkoBke psgoMm C
3TUMU NOMELLEHNAMN;

nopTaTMBHOW  HOCMMOW  annapaTypon -  uandeckumm  nuuamm  npu - Ux
HEKOHTpPONMpyemMoM npebbiBaHUM B CRYXEOHbIX MOMELLEHMAX UM B HENOCPEeACTBEHHOM
©n30CTU OT HUX.

MepexeaT (npocmoTp) MNMOH MOXET OCyLLECTBNATLCA NOCTOPOHHUMM NMUAMMK NYTEM UX
HenocpeacTBEHHOro HabnaeHna B cryebHbix nomeleHnsax nmbo ¢ paccTosHUS NPSMON
Buanmoctn us-3a npegenos NCIOH ¢ ncnonb3oBaHMEM ONTUYECKMX (ONTUKOINEKTPOHHbIX)
cpencTs.

4.3. Yrpo3bl yTe4ku nHcpopmaLmMm no KaHanam no6o4YHbIX 3NIEKTPOMArHUTHbIX
M3Ny4YeHUN N HaBOAOK

BoaHukHOBeHWe yrpoabl NOH no kaHanam MNMOMWUH BO3MOXHO 3a cyeT nepexeaTa
TEXHUYECKUMN cpeacTBamMu MOBOYHBIX (HE CBSA3AHHbIX C  MNPSMbIM - (PYHKLMOHANbHbLIM
3HadyeHnem anemeHtoB  WCIIOH) WHOPMATUBHBIX  ANEKTPOMArHUTHbIX  MNoNen mu
3NEKTPUYECKMX CUrHaNoB, BO3HMKawLWMX npu obpabotke [ TexHuyeckumn cpeacteamu
NCrngn.

'eHepauua wuHdopmaumn, cogepxawen [OH U UMPKYNUMpylOWen B TEXHUYECKUX
cpeactBax WCIOH B Buae 9nekTpudecknx WHEMOPMATMBHBLIX CuUrHanoB, obpaboTka wu
nepefaya ykasaHHbIX CUrHaroB B 3NeKTpuUYeckux uenax TexHudeckmx cpeacts WCIOH
COMpoBOXAaeTCss  MOOOYHBIMW  3NEKTPOMArHUTHbIMKU  U3MyYEHUSMU,  KOTOpble  MOryT
pacnpocTpaHATbLCA 3a npefenbl ChyXebHbIX MOMELEeHUN B 3aBUCUMOCTM OT MOLLHOCTU
n3nyyeHunn n pasmvepos NCI1OH.

Pernctpauua T[MOMWUH ocywecTtBnseTcs ¢ uenblo nepexsata uMHGoOpMauuu,
UMPKYNMpYOLWLEenNn B TEXHUYECKMX cpeactsax, obpabatwiBaowmx [OH (B cpeacteax
BbIYMCNUTENBHOW  TEXHWKN, WH(POPMAaLMNOHHO-BBIYUCIINTENBHBLIX KOMMEKcax W  ceTsx,
cpeAacTBax M cuctemax nepegadu, npuema u obpabotkm NMOH, B TOM 4ncne B cpeactsax u
cucTtemax — 3BYyKO3anucu, 3BYKOYCUIMEHWUSA, 3BYKOBOCMPOW3BEOEHWs, MNeperoBopHbIX U



TENEBU3NOHHbIX YCTPOWMCTBAX, CPeAcTBax W3roTOBMEHUHA, TUPaXMUPOBAHUA [LOKYMEHTOB U
APYrMx TexXHUYeckux cpeacrteax ob6paboTkm peyeBon, rpadmyeckon, BUOEO- U
BGyKBEHHO-LMGPOBON MHDOPMaLNN).

Ona pernctpaummn NMOMUWH mncnonb3yetcsa annapatypa B cocTaBe paguornpueMHbIX
YCTPOWCTB Y OKOHEYHbIX YCTPONCTB BOCCTAHOBIIEHUS MHPOpMaLN.

Kpome aToro, nepexsat [MTOMWH BO3MOXeH C MWCNONb30BAHNEM 3NEKTPOHHbIX
YCTPOWCTB nepexsata WHMOpMaunn, NOAKMYEHHbIX K KaHamnam CBA3N UM TEXHUYECKUM
cpencteam obpaboTtkum MAH.

Pernctpauyua NOMUH moxeT BecTUCb C MCNOMb30BaHMEM annapaTtypbl cCregyoLwwmx
BWIOB:

CTauMoHapHOW annapaTypown, pa3mellaemMon B Grvsnexaiumx CTpoeHusax (3gaHnax) c
HEKOHTpOnMpyeMbIM NpebbiBaHMEM MOCTOPOHHUX ML,

nopTaTUBHOW BO3MMOW annapaTypbl, pasMellaeMon B TPaHCMOPTHbIX CpeacTBax,
OCYLLIECTBMSAOLWMX OBUKEHNE BOMM3M CryXeOHbIX NOMELLEHNA U NpU X NapKoBKe pSaoM C
3TUMU NOMELLEHUAMMU;

nopTaTMBHOM HOCUMOW annapatypon - OU3NYECKMMU NMUaMn B HenocpenCTBEHHOM
onusoctn ot NCIAH;

aBTOHOMHOW aBTOMaTM4YECKON annapaTtypown, CKPbITHO yCTaHaBfiMBaemMomn
dm3n4eckMmmn nuuamm B HenocpeacteeHHom 6nmsoctn ot ACIIOH.

KaHanbl yTeykn wuHpopmaumn, obycnosrneHHble HasBogkamu, obpasylTca 3a cyeT
coeauHUTEeNbHbIX NTMHUMIA TexHundecknx cpeacts NCTOH n BTCC 1 NnoCTOPOHHUX MPOBOAHUKOB
(B TOM 4ncne uenen anekTponuTaHus n 3a3eMneHus).

HaBoakn anekTpomMarHuMTHbIX n3nyvyeHun texHmyeckmnx cpeacts NCIOH Bo3HMKAOT npu
nanyvyeHnn anemeHTamm TexHudeckux cpeacte WVCIMOH vHGOpMaTUBHBIX CUrHanoB npu
HanMyMm €MKOCTHOW, WHOYKTUBHOW WIW ranibBaHU4YECKOW CBA3EN COEOUHUTENbHbLIX JIMHUIA
TexHuveckux cpeacts NCIOH, nuHmin BTCC n noCTOPOHHMX NPOBOAHMKOB. B pesynbtate Ha
CnyyamHblX aHTeHHax (uenax BTCC wnu NOCTOPOHHMX NPOBOAHMKAxX) HaBOAUTCSH
MHGOPMATUBHBIN CUTHAr.

lMpoxoxaeHne MHMOPMAaTMBHBLIX CUrHanoB B LEMU 3NEKTPONUTaHUA BO3MOXHO Mpu
HanM4YNM €MKOCTHOWN, MHOAYKTUBHOW WUINU raribBaHN4YECKOMN CBA3N UCTOYHMKA MHOPMATUBHbLIX
curHanoB B coctaBe TexHun4veckux cpeacts VNCIOH n uenen nutaHus.

lMpoxoxaeHne WHMOPMATUBHLIX CUrHaNoB B LUenu 3asemrneHus obyCroBneHo
HanM4ynem eMKOCTHOW, NHOYKTUBHOW UNW ranbBaHNYEeCKOW CBS3M MCTOYHUKA MHPOPMATUBHBIX
curHanos B coctaee annapatypbl TCIA n uenen 3azemneHus.

[ns cbema nHgopmaymm ¢ NPOBOAHbIX FIMHUIA MOTYT MCNONb30BaTLCA:

cpefcTtBa CbemMa CUrHanoB, coepxalimx 3awuwaemyro uMHgopmauumio, ¢ uenewn
TexHnyeckux cpeactes VCIMOH n BTCC, nuHMi CcBA3M M nepedayvn AaHHbIX, BbIXOASALWMX 3a
npegenbl  CrnyXebHbIX MNOMeLeHNA (3KBMBANEHTbl CeTW, TOKOBble TpaHcopmaTopbl,
NPOBHUKN);

cpencTBa CbeMa HaBeeHHbIX UHPOPMATUBHBIX CUTHAMNOB C Lienen aneKkTponuTaHus;

cpencTBa CbemMa HaBeAeHHbIX UHAPOPMATUBHBIX CUTHAMNOB C LUWMH 3a3€MITIEHWS;

cpencTtBa cbeMa HaBeAeHHbIX MHPOPMATUBHbIX CUTHAIOB C NPOBOASALLMX UHXEHEPHbIX
KOMMYHUKaLMN.

[1r1s BONTOKOHHO-OMTUYECKOM CUCTEMbI Nepeaayun AaHHbIX YrpO30Mn yTeyuku nHgopmawmm
SABMSAETCA yTeyka ONTUYECKOro WU3NyYeHus, COAeplKallero saliuwiaemMyto MHgpopmaumo, €
BGOKOBOW MOBEPXHOCTM ONTUYECKOrO BOSTOKHA.

[NossBNeHMe HOBbIX KaHanoB CBSA3W - COTOBOM CBSI3W, MNEWNOXKUHIOBLIX COOOLLIEHWUN,
CMYTHMKOBbIX M 6GecnpoBOAHbIX CeTen nepefadyn [AaHHbiX - MPUMBENO K  pasBUTUIO
crneuvanM3vpoBaHHbIX CUCTEM U CPEeACTB  KOHTpPONs W nepexeBata MHOpMauumu,
OPUEHTUPOBAHHbLIX Ha WUCMOMb3yeMble B HUX WHAOPMAUVOHHbIE TEXHOMOMMWU, B TOM 4uCre



cpeacTs:
nepexesarta NengKMHIoBbIX COOBLLEHNI 1 COTOBOWN CBSA3MU;
nepexsaTta MHoOpMaUMn B KaHanax nepegavm aHHbIX BbIYUCIIUTESNbHbLIX CETEN.

5. Yrpo3bl HeCaHKLMOHMPOBAHHOIO AocTyna K MHpopmaumm B MHPOPMaLMOHHOMN
cucTemMe nepcoHasnbHbIX AaHHbIX

Yrposel HC[] B UCIOH ¢ npyMeHeHNEM NpPOrpaMMHbIX U NporpaMMHoO-annapaTHbIX
CPEeACTB peanu3yloTcs MNpyv  OCYLLECTBIEHUN HECAHKUMOHWPOBAHHOIO, B TOM 4ucne
crny4aMHoro, gocTyna, B  pesynbTaTe  KOTOPOro  OCYLIEeCTBNSAETCA  HapylleHue
KOH(MAEHLUMANBHOCTY (konuposaHwe, HEeCaHKLNOHNPOBaHHOE pacnpocTpaHeHune),
LEeNOCTHOCTU (YHUYTOXEHNE, UBMEHEHNE) U AOCTYNHOCTU (6nokupoBaHue) MNOH, n BKNo4YaoT
B cebs:

yrposbl goctyna (MPOHMKHOBEHWSI) B OMEpauuMOHHY0 cpedy KomnbioTepa C
NCNONb30BaHMEM LUTATHOrO nporpaMmmMmHoro obecneveHus (CpeacTB onepaumoHHON CUCTEMBI
U1 NpUKNagHbIX nporpamm obLero NPUMeEHeEHNS);

yrpo3bl co3gaHus HeLUTaTHbIX PEXNUMOB paboTbl NpOrpaMmHbIX
(nporpammHo-annapaTHblX) CPeACTB 3a CYeT npeAHaMepeHHbIX W3MEHEHUN ChyxebHbIX
AAHHbIX, ITHOPUPOBAHWS NPEAYCMOTPEHHBIX B LUTATHLIX YCITOBUSAX OFPaHUYEeHUIn Ha COCTaB n
XapaKkTepuctnkm obpabartbiBaemon nHopmaLlmm, UCKaxxeHnsa (moamndukaumnmn) cammx gaHHbIX
nT.n;

yrposbl BHeApeHUs BPEAOHOCHbIX nporpamm
(MporpamMHoO-MaTeMaTU4ECKOro BO3ENCTBUS).

CocTtaB anemeHTOoB onmncaHus yrpo3 HC[I k uHdopmauum B UCIIOH npuBeaeH Ha
pucyHke 3.

Kpome aTOro, BO3MOXHbl KOMOMHMPOBAHHbIE Yrpo3bl, npeAcTaBnsawowme cobown
coyeTaHune yKasaHHbIX yrpo3. Hanpumep, 3a c4eT BHegpeHUs BPe4OHOCHbLIX NporpamMmm MoryT
cosgaBaTbes ycrnosusa ana HC[I B onepauMoHHy0 cpealy KOMMboTepa, B TOM 4Yucre nyTem
dhopmMMpoBaHNSA HETPALAULMOHHBLIX MH(POPMALMOHHbBIX KaHaNoB AocTyna.

¥Yrpo3bl goctyna (MpoHNKHOBEHNSA) B onepaunoHHyto cpeny VCIOH ¢ ncnonb3oBaHnem
LUTATHOro MporpaMMHOro obecrnedyeHnss pasgenstTcsa Ha yrpo3bl HENoCpenCcTBEHHOro U
yaaneHHoro goctyna. Yrposbl HEnoCpeACTBEHHOro  AO0CTyna  OCYLWEeCTBNATCA C
MCNonb3oBaHMEM MNPOrpamMMHbIX W MpOorpaMMHoO-annapaTHbIX CpeacTB  BBOAaA/BbiBOAA
KOoMnbloTepa. Yrpo3bl yAaneHHOro AocTyna peanuayrloTcs C UCMNOoNb30BaHMEM MNPOTOKOMOB
CeTeBOro B3aMMoaencTBUSI.

O1n yrposbl peanuaytotcs otHocutensHo NCIOH kak Ha 6a3e aBTOMaTM3MpPOBAHHOIO
pabo4ero mecTa, He BKIMHOYEHHOrO B CETU CBA3WN 0OLLEro Nofnb30BaHUA, Tak U MPUMEHUTENBHO
ko Bcem VCIOH, nmMmewwmMM NOOKNIOYEHNE K CeTAM CBSA3M OOLLEero norb30oBaHUS U CETAM
MeXayHapoaHOro MHopMaLMoHHOro ooMeHa.

OnucaHne yrpo3 pgoctyna (MPOHMKHOBEHMS) B OMNEPaLVOHHYH cpedy KoMmnbkoTepa
dopmManbHO MOXET ObITb NPeACcTaBrneHo crieqyowmm obpasom:

yrpoza HCO B WCIOH: = <uCTOoYHMK yrposbl>, <ysassumoctb WCIIOH>, <cnocob
peanu3auumn yrposbl>, <o00bekT BO3gencTBusa (NMporpamMmma, MPOTOKON, AaHHble U Ap.)>,
<OEeCTPYKTUBHOE OENCTBME>.

Yrposbl co3gaHus HeLTaTHbIX PEXNUMOB paboTbl NpPOrpaMmHbIX
(nporpammHo-annapaTtHbiX) cpeacTs - aTo yrpo3bl "OTkasa B obcnyxusaHun". Kak npasuno,
AaHHble yrpo3bl paccmatpusaroTcs npumeHuTenbHo K WCIMOH Ha ©ase nokanbHbIX WU
pacnpefeneHHbiX  MHPOPMAUMOHHBIX CUCTEM BHE  3aBUCUMOCTM  OT  MOAKNIOYEHMS
MHopMmaunoHHoro obmeHa. Wx peanusaumss obycroBrneHa Tem, 4YTO npu paspaboTke



CUCTEMHOIO WMNN NPUKNAAHOrO MPOrpaMMHOro obecneyvyeHnst He y4nUTbiBAaeTCs BO3MOXHOCTb
npegHamepeHHbIX 4eNCTBUIN NO LieneHanpasieHHOMY N3MEHEHWIO:

cogepxaHuna cnyxebHom WHgopmauun B naketax cooblieHuin, nepegaBaeMbiX MO
ceTu;

ycrnosuin o6paboTkM AaHHbIX (Hanpumep, WUrHOPUPOBaAHWE OrpaHUYEHUA Ha AOJMHY
naketa coobLueHns);

dopmaToB NpeacTaBneHnst AaHHbIX (C HECOOTBETCTBMEM W3MEHEHHbIX (POPMAaToB,
YCTaHOBMEHHbIX Ans1 06paboTKM MO NPOTOKONAaM CETEBOrO B3aMMOAENCTBUS);

nporpaMmmHoro obecnedeHns o6paboTkm AaHHbIX.

B pesynbtate peanusaumm yrpo3 "OTkasza B obGcnyxmBaHun" npoucxogut
nepenonHexHne 6ydepos 1 BnokMpoBaHne npoueayp obpaboTku, "3aumknmBaHue" npoueayp
06paboTkn 1 "3aBmcaHne" KomnbloTEPa, OTOpPacbiBaHME NakeToB coodlieHnn u ap. OnncaHue
Takux yrpo3 oopmMarnbHO MOXET ObiTb NpeacTaBneHo creayoLwmm obpasom:

yrpo3a "OTkaza B obcnyxmBaHun": = <UCTOYHUK Yrposbl>, <yassumoctb ACTIOH>,
<cnocob peanusaumm yrposbl>, <0b6bekT BO30ENCTBUS (HocuTenb MAaH)>,
<HEenocpenCTBEHHbIN  pe3ynbTaT  peanu3auum  yrposbl  (NepenonHeHne  Bydepa,
BnoknpoBaHune npoueaypbl 06paboTkuy, "3aunknueaHue" odpaboTkm n T.M.)>.

Yrpo3bl BHeOpeHWA  BPeOoOHOCHbIX MporpamMm  (NporpamMHO-MaTteMaTuyeckoro
BO34ENCTBUS) HeuenecoobpasHo OnNUCkIBaThb C TOW XXe AeTanbHOCTbH, YTO W BbilleyKa3aHHble
yrposbl. JT0 O06YCrnoBneHO TeM, 4TO, BO-NEPBbIX, KOMMYECTBO BPEOOHOCHLIX MpOorpaMmm
CEerofHsi yXXe 3HauuMTenbHO NpeBbiwaeT CTO Thicsad. Bo-BTOpPLIX, NpM OpraHu3auuun 3awmTbl
MHpopMaUUKN Ha npakTUKe, Kak npaBuio, AOCTAaTOMHO NUWb 3HATb Knacc BpegoOHOCHOW
nporpammbl, cnocobbl U NOCNeacTBUA OT ee BHeApeHus (MHpuumnpoBaHus). B cBasn ¢ atum
yrpo3bl nporpaMmHo-matemaTtudeckoro Bo3gencteus (I[MVIB) dopmanbHO MoryT ObiTb
npeacTasrieHbl creayowmm obpasom:

yrpo3a NMB B WCI[OH: = <knacc BpPeAOHOCHOW NporpamMmbl (C yKkasaHMEM cpenpbl
obuTaHUA)>, <UCTOYHWMK Yrpo3bl (HOCUTENb BPEOOHOCHOW MNporpammbl)>,  <crocob
MHULMPOBaAHNSA>, <OOBHEKT BO3AENCTBUS (3arpy304Hbli CekTop, dann u T.n.)>, <onucaHue
BO3MOXHbIX [OECTPYKTUBHbIX AEWCTBUMA>, <gononHuTenbHas wHdopmaumna o6 yrpose
(pe3nMaeHTHOCTb, CKOPOCTb pacnpPoOCTPaHEHUs], NONIMMOPMUYHOCTL N Op.)>.

Hwxe naetcs obwan xapakrepuctmka MCTOYHMKOB Yrpo3 6e3onacHocTn nHdpopmaumm,
YA3BMMOCTEN, KOTOpble MOryT ObiTb MWCMONb30BaHbl MNpwu peanusauun yrpo3 HCL, un
XapakTepuctmka pesynbTaToB  HECaHKLMOHMPOBAHHOIO  WMAW  CRyYalHoro  gocTyna.
XapakTepuctuka cnocoboB peanusaumm yrpo3 [gaetca npu OnucaHuM Yyrpos Aoctyna
(NMPOHUKHOBEHMS) B OMEpauMOHHY0 cpeay KOMMbloTepa, yrpo3 oTkasa B ob6CcnyxuBaHum U
yrpos NMB.
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5.1. O6wan xapakTepucTMKa MICTOYHUKOB YrpPo3 HECAaHKLIMOHMPOBAHHOIO AOCTyNa B
MH(OPMaALIMOHHOM CUCTEME NEePCOHaNbHbIX AAHHbIX

NcTounnkamm yrpos HCl 8 UCIOH moryT 6bITh:
HapyLnTensb;

HOCUTENb BPEAOHOCHOW NMporpammbl;
annaparHas 3aknagka.
Yrpo3bl 6e3onacHoctn [10H,

CBA3aHHble C BHeAgpeHnem
onpepnenarTcd B COOTBETCTBUM C HOPMATUBHbIM OOKYMEHTaMu

6esonacHocTn Poccunckon Pegepaumm B yCTaHOBIIEHHOM €10 MOPsSiAKe.
Mo HannuMo NpaBa NOCTOSIHHOIO UIM Pa3oBOro AOCTyNa B KOHTponupyemyto 3oHy (K3)

NCIMOH HapywmnTenn nogpasgenatoTcs Ha ABa Tvna:

annapaTtHbIX 3aknagok,
depeparnbHon  Cryxobl

Hapywutenn, He umewowme goctyna k NCIOH, peanuayowme yrposbl M3 BHELUHUX
ceten cBA3M obLero nonb3oBaHuMs U (MKM) ceTerm MeXAyHapoOHOro WMHEMOPMAaLMOHHOrO

0oOMeHa, - BHELUHWE HapyLunTenu;
HapywuTenn, wumetowme pgoctyn k WCIOH,

peanusylowme yrpo3sbl HenocpeacteeHHo B VICTTOH, - BHYyTpEHHME HapyLNTENW.

BHeLwWHMMN HapywmMTensMm mMoryT ObITb:
pasBeablBaTeNbHbIe CNy>XObl roCy4apCTB;
KPYMUWHanbHbIE CTPYKTYpbI;

KOHKYPEHTbI (KOHKYpUpYHoLLME OpraHn3aumm);
HegoBpOCOBECTHbIE MAPTHEPSI;

BHeLLHME cybbekTbl (hnanyeckme nuua).

BHewWwHnn HapywimMTens nMeeT crieaytome BO3MOXHOCTH:

Bknovass nonb3oBatenen WCIMOH,



OCYLWEeCTBNATb HEeCaHKLMOHUPOBAHHbLIA [OCTYN K KaHanam CBS3W, BbIXOOAWWMM 3a
npegenbl cny>KebHbIX NOMELLEHUI;

OCYLLECTBMNATb HECAHKLMOHNUPOBAHHBIN AOCTYN 4Yepe3 aBTOMAaTU3NPOBaHHble paboune
MecCTa, NOAKMNIOYEHHbIE K CETAM CBA3M 00LLEro Nonb3oBaHUsA 1 (Unn) cetTaMm MexayHapogHoro
MHOPMaLNOHHOTO OBMeEHa;

OCYLLECTBNATb HECaHKUMOHUPOBAHHbLIA [OCTYN K WMHJOPMaUUM C UCMNOSIb30BaHUEM
cneumarbHbIX  MPOrpaMMHbIX — BO3AENCTBUMMA  MOCPEACTBOM  MPOrPaMMHbIX — BUPYCOB,
BPEeLOHOCHbIX MporpaMmm, asiropuTMUYECKUX UM NPOrpaMMHbIX 3aKagok;

OCYLEeCTBNATb HECaHKUMOHUPOBAHHbLIN O0CTYN Yepe3 3rieMeHTbl MH(OPMaLMOHHON
nHdppacTpykTypbl MCIOH, kOoTOpble B NpoLECcCe CBOEro XM3HEHHOMO LMKNa (MogepHM3aLumnu,
COMPOBOXAEHUS, PEMOHTA, YTUnM3auuun) OKasbiBalTCA 3a npederiamu KOHTPOSMpyemou
30Hb;

OCYLEeCTBNATb HECaHKUMOHUPOBAHHbLIN A0CTYN 4Yepe3 WHPOPMALMOHHbIE CUCTEMBbI
B3aMMOLENCTBYIOLLMX BEOOMCTB, OpraHmsauuMm u ydpexgeHun npu ux MNOLKMIYEeHUn K
NCMNAOH.

BO3MOXHOCTM BHYTPEHHEro HapyLlUTENS CYLWECTBEHHbIM 00pa3oM 3aBUCAT OT
AEeNCTBYIOLLNX B npegenax KOHTpONMpyemMom 30Hbl PEXUMHbIX n
OpraHn3aLUnoHHO-TEXHMYECKNUX MepP 3aLUnTbl, B TOM YMcre no gonycky dpusmyeckux nvy K MOH
N KOHTPOIO nopsaaka nposegeHust pabor.

BHyTpeHHMe noTeHuManbHble HapywmTenun noapasaenainTca Ha BOCEMb KaTeropuin B
3aBMCUMOCTM OT crnocoba gocTtyna n nofiHoMo4umn goctyna K MAx.

K nepBon kaTeropum OTHOCATCA nuua, MMeKLiMe CaHKUMOHMPOBAHHLIM [OCTYN K
NCIMAOH, HO He wumetrowme pgoctyna K [MOH. K 3tomy Tuny Hapywutenen OTHOCATCA
AOJDKHOCTHbIE Nnnua, obecnevmBatome HopmansHoe yHkunoHmpoaxHme ACMOH.

JInyo atom kKaTeropun, MOXeT:

UMeTb  JocTyn K  dparmeHTam  uHdopmauun,  copgepxawen TOH wn
pacnpocTpaHsaLWwenca No BHyTpeHHUM kaHanam ceasn UCTOH;

pacnonaraTb hparmeHTammn nHgopmaummn o tononorum NCIOH (KOMMyHUKaALMOHHOM
YacTu noaceTn) n 06 NCNosb3yembIX KOMMYHUKALNMOHHBIX MPOTOKOMAaxX U UX cepBucax;

pacnonaraTb WMMEHaMM W BEeCTU BbISIBIEHWE nNaposien 3aperucTpupoBaHHbIX
nosib3oBaTenem;

N3MEHATb  KOHdurypaumo  TexHmdecknx cpeacte  WCIOH, BHOCUTb B  Hee
nporpaMmHo-annapaTHble 3aknagkM wu obecrneymBaTb CbeM WMHQOPMaUUK, MUCNONb3yS
HenocpeacTBEHHOE NOAKMNOYEHNE K TexHmnyeckum cpeactesam VCTTOH.

Ko BTOpOoM KaTeropum OTHOCATCS 3apernctpupoBaHHble nonb3oBaTtenn WCIIOH,
OCyLLeCTBNSLWME orpaHn4eHHbIn goctyn K pecypcam UCIOH ¢ pabo4yero mecra.

Jlnuo aTon kaTteropuu:

obnagaeTt BCEMU BO3MOXHOCTAMM NWLL MEPBON KaTeropuu;

3HaeT, N0 MeHbLUEN Mepe, OOHO NeranbHoe NMS A0CTYNa;

obnagaetr  Bcemwu HeobxoaMMbIMU aTpubytamu (Hanpumep, naponem),
obecneynBaroLWLMMM JOCTYN K HEKOTOPOMY noamMHoxecTBy MH;

pacnonaraeT KoHuaeHUManbHbIMU AaHHbIMUY, K KOTOPbLIM UMeeT OOCTYI.

Ero poctyn, ayteHTudmKauma n npaesa no JOCTyny K HEKOTOPOMY nogmHoxectsy MOH
AOJDKHbI pernaMmeHTMpoBaTbCA COOTBETCTBYIOLUMN NpaBuriaMmn pasrpaHuyeHuns 4ocTyna.

K TpeTben kateropym OTHOCATCA 3apernctpupoBaHHble nonb3oBatenn WCIIOH,
ocyuiecTengwowme yganeHHoln goctyn kK MOH no nokanbHbIM wn (MnNun) pacnpefeneHHbIM
MHGOPMAaLMNOHHBIM CUCTEMAM.

JTnuyo atom kateropuu:

obnagaet BCeEMN BO3MOXHOCTSIMU NUL, MEPBON U BTOPOWN KaTEropuu;

pacnonaraet wuHdgopmaumen o Tononormn WCIMOH Ha 6a3e nokanbHOM wn (Mnu)



pacnpeneneHHon UHPOPMaLNOHHON CUCTEMbI, Yepe3 KOTOPYI0 OCYLLECTBSeTCA JOCTynN, U O
cocTtaBe TexHun4yecknx cpencts NCI1OH;

UMeeT BO3MOXHOCTb MpsMoro (cmamyeckoro) goctyna K dparmMeHTam TEXHUYECKUX
cpencts NCT1OH.

K yeTBepTOM KaTeropMm OTHOCATCHA 3apermctpupoBaHHble nosib3oBatenv WCMOH ¢
NoSIHOMOYNAMM agMUHUCTPaTopa 6esonacHocTn cermeHTa (coparmenTa) ACTOH.

JTnuo atom kateropuu:

obnagaeTt BCEMU BO3MOXHOCTAMM NUL NpeablayLLMX KaTeropun,

obnagaet nonHon wHGOPMauMenm O CUCTEMHOM W MNPUKNAQHOM MNPOrpaMMHOM
obecne4veHunn, ucnonblyeMom B cermeHTe (pparmeHte) NCIOH;

obnagaet nNOMHOM MHGOPMAaLUMEN O TEeXHUYECKMX CPeacTtBax W  KOHUrypauum
cermeHTa (dpparmenta) NCIOH;

nMeeT [OCTyn K cpeacTBam 3alimTbl MHGOPMALMM M NPOTOKONMPOBAHUS, a Takke K
OTAENbHBIM 3NIEMEHTAM, UCMNOSb3yeMbIM B cermeHnTe (pparmeHte) NCIOH;

nMeeT JOCTYN KO BCEM TEXHUYECKMM cpeacTBaM cermeHTa (coparmenTa) CTOH;

obnagaeTt npaBaMn KOHPUIYpMpoBaHNA N aMUHUCTPATUBHOW HACTPOMKM HEKOTOPOro
NOgMHOXEeCTBa TEXHUYECKUX CpeacTB cermeHTa (pparmeHta) NCIOH.

K naton kaTeropum OTHOCATCHA 3aperMcTpMpoOBaHHble MOnb3oBaTeny ¢ NOSIHOMOYUSMN
cuctemHoro agmmHuctpatopa CTOH.

JInuo atom kateropuu:

obnagaeTt BCEMU BO3MOXHOCTAMM NUL NpeablayLLMX KaTeropum;

obnagaet nonHom wuHMOpPMaUMEN O CUCTEMHOM W MNPUKIAAHOM MPOrpamMmMHOM
obecneyenun NCIOH;

obnagaeT NonHoOn MHdopMaumnen o TEXHUYECKUX cpeacTeax u koHdurypauumn NCIOn;

UMeeT AOCTYyNn KO BCEM TEXHUYECKMM cpeactBam 06paboTkm nHopMaumm 1 gaHHbIM
NCram;

obnagaeTt npaBamMu KOHPUIYPUPOBaAHUS U aAMUHUCTPATUBHOM HACTPOMKM TEXHUYECKNX
cpencts NCT1OH.

CUCTEMHBIN  aAMUHUCTPATOP  BLINOMHAET  KOH(MrypMpoBaHue W©  ynpaBrieHue
nporpaMmHbiM  obecneyenmem (IMO) u  obopyaoBaHuem, BkNo4aa obopyaoBaHue,
oTBevawllee 3a 6GesonacHoOCTb 3awmuiaemMoro obbekTa: cpeacTBa KpunTorpaduyeckomn
3aWmThl MHOPMAaLMKN, MOHUTOPUHIA, PpErMcTpaumn, apxmeaumm, sawmtsl ot HC/.

K wecton Kkateropum OTHOCATCA  3apermcTpupoBaHHble  NOfb3oBaTeENn C
nosIHOMo4YnAMM agMmuHucTpaTopa 6esonacHoctn ACTIOH.

Jlnuo aTon kaTeropuu:

obnagaeTt BCEMU BO3MOXHOCTAMM MWL NpeablayLLMX KaTeropum,

obnapgaet nonHon nHdopmaunen 06 NCIaH;

nMeeT AOCTyn K cpeacTBam 3alMTbl MHOPMaLMKM U NPOTOKONIMPOBAHUSA U K YacTu
kntoyeBbix anemenToB VCIH;

He uMeeT npaB AOCTyna K KOHMUIypUpoBaHUIO TEXHUYECKUX CPeAcTB CeTu 3a
NCKITHOYEHNEM KOHTPOMbHbIX (MHCNEKUMOHHbIX).

AgmuHucTpatop 6Ge3onacHOCTM OTBeYaeT 3a cobnaeHue npaBun pasrpaHUyeHus
AOCTyna, 3a reHepaumio KIYEeBbIX SNEMEHTOB, CMeHy naponen. AAMUHUCTpaTop
6e30nacHOCTM OCYLLECTBNSET ayauT TeX Xe CpeacTB 3awuTbl 06bekTa, YTO U CUCTEMHbIV
agMuUHUCTpaTop.

K ceabmon Kateropum OTHOCSTCH NPOrpaMMUCTbI-pas3paboTynkm  (MOCTaBLUUKN)
NpUKNagHoro nporpaMmMmHoro obecneyeHns u nuua, obecneynBaroLlLMe ero CornpoBOXAeHUe
Ha 3aluLLaeMoM obbeKTe.

Jlnuo aTon kaTeropuu:

obnagaeTt nHgopmaumen ob anroputmax u nporpammax obpaboTkn nHopmaumm Ha



NCrpim;

obnagaet BO3MOXHOCTSIMU BHECeHUSI OWMOOK, HeaeKkrapupoBaHHbLIX BO3MOXHOCTEN,
NporpaMMHbIX 3aknagok, BPeAOHOCHbIX nporpamm B nporpammHoe obecneyenne VCIOH Ha
cTagumn ee pa3paboTku, BHEAPEHNS U COMPOBOXAEHWS;

MOXeT pacnonaratb nobbiMu cdparmeHTammn nHdpopmaumm o Tononorum VCTIOH w
TEXHUYEeCKNX cpeacTBax obpaboTku n 3awmtsl MNOH, obpabaTtbiBaembix B UCTOH.

K BoCbMOW KaTeropum oTHocATCA paspaboTumku n nuua, obecneunBatrowime nocTasky,
COMPOBOXAEHME N PEMOHT TEXHUYECKMX cpeacTs Ha NCTIOH.

JTnuyo atom kateropuu:

obnagaeTt BO3MOXHOCTSAMU BHECEHUSA 3aKnagok B TexHudeckme cpeactea VCIIOH Ha
cTagmn nx paspaboTku, BHEOPEHUSA N CONPOBOXAEHUS;

MOXeT pacnonaraTtb NobbiMn dparmeHTamun uHgopmaummn o Tononorun UCTIOH n
TEXHUYECKNX cpeacTBax 06paboTkun n 3awmnTsl HGopmauum B NCIOH.

YKasaHHble  KaTeropuv  HapywuTenenm LOfKHbl — YYMTbIBATbCA  NPU  OLEHKe
BO3MOXHOCTen peanusaumn YBIMOH.

Hocutenem BpegoHOCHOW nMporpamMMbl  MOXET ObiTb  annapaTHbi - 3NeMEHT
KoMnbloTEpa WM  NporpaMMHbIN - KOHTenWHep. Ecnu  BpegoHOcHas nporpamMmma  He
accoummpyeTcsa C Kakon-nnmbo npuknagHom nporpamMmMon, TO B KayecTBe €€ HocuTensd
paccMmaTtpmBaloTCs:

OTYYyXXOaeMbli HOCWUTENb, TO ecTb Aucketa, ontudeckmn guck (CD-R, CD-RW),
dnaw-namaTb, OTHYXKAAEMbIA BUHYECTEP U T.N.;

BCTPOEHHbIE  HOCUTENW MHOPMALMM  (BUHYECTEPbI, MMUKPOCXEMbl OnepaTUBHOM
namMsity, MNpoueccop, MWUKPOCXEMbl CUCTEMHOW nnaTbl, MUKPOCXEMbl  YCTPOWCTB,
BCTpamBaeMblX B CUCTEMHbIN OnoK, - BMAeoaganTepa, CEeTeBOW nnaTtbl, 3BYKOBOW NNathl,
ModemMa, YCTPOWCTB BBOAA/BbIBO4A MAarHUTHbBIX >XECTKMX W ONTUYECKMX [OUCKOB, Oroka
nNUTaHNUS U T.MN., MUKPOCXEMbI MPSIMOro AOCTyNa K NamsaTu, LWWMH nepedayvv OaHHbIX, NOpPTOB
BBOAa/BbIBOAA);

MUKPOCXEMbI BHELUHWX YCTPOWCTB (MOHWUTOpA, KnaBuaTtypbl, MNPUHTEpaA, Moaema,
cKkaHepa u T.n.).

Ecnn BpegoHOCHasi nporpaMmma accoummpyeTca C  Kakon-nmbo  npuknagHom
nporpaMmmomu, ¢ hannamm, UMeLWnM onpeaeneHHble pacluMpeHns Unn uHble aTtpubyTbl, C
coobLeHnamMu, nepegaBaemMbIMU MO CETU, TO €€ HOCUTENAMM ABNAOTCA:

nakeTbl NepegaBaeMbiX MO KOMMNbIOTEPHOW CETU COOBLLIEHUN;

dannbl (TEKCTOBbIE, rpadmyeckme, NCNOMHSAEMbIE U T.4.).

5.2. O6Lwan xapakTepucTuka yassBumocten MH(popmMaLMOHHOMN CUCTEMbI NePCOHaNbHbIX
AaHHbIX

YA3BMMOCTb MHGOPMALMOHHON CUCTEMbI MEPCOHArbHbIX OAHHbIX - HE4OCTaTOK WK
cnaboe MecTo B CUCTEMHOM WM MPUKMAAHOM NporpaMmMHOM (MporpaMMHo-annapaTHOM)
obecneyeHnn aBTOMATUINPOBAHHON WMHEAOPMALMOHHOM CUCTEMbI, KOTOpble MOryT ObiTb
NCcnonb30BaHbl ANs peanu3awmm yrpo3bl 6€30nacHOCTM NepCoHarnbHbIX AaHHbIM.

MpryYnHaMM BO3HUKHOBEHNS YA3BMMOCTEN ABNSIOTCS:

OLUNGKM npu NPOEeKTUPOBaHUN n paspaboTtke nporpaMmmMHoro
(nporpammHo-annapaTHoro) obecneyeHus;

npegHamepeHHble OENCTBUA MO BHECEHUIO YA3BMMOCTEMN B XO4E MPOEKTUPOBAHUA U
pa3paboTkM NnporpaMmMHOro (NporpammMHo-annapaTHoro) obecneyeHus;

HenpaBubHblE HACTPOWKM MPOrpaMMHOro obecneveHusi, HenpaBoMepHoe U3MEHEHME
pexmMmoB paboTbl YCTPOMCTB 1 NpOrpamm;



HECaHKLUMOHNPOBaAHHOE BHEOPEHWE U WCMNONb30BaHNE HEYYTEHHbIX MporpamMm C
nocreayoLwmm HeobOCHOBaHHbLIM pacxo4oBaHMEM PeECYpPCOB (3arpyska npoueccopa, 3axsaT
onepaTMBHOM NaMATU U NAMATN Ha BHELUHUX HOCUTENSX);

BHeApeHWe BPEeOHOCHbIX MporpaMmM, CO3AarLlMx YA3BMMOCTM B NPOrpamMHOM W
nporpaMmMHo-annapaTtHom obecneyeHuu;

HEeCaHKUNOHNPOBaHHbIE HEYMbILUIIEHHbIE OENCTBUSA Morb3oBaTtenen, npuBoaswime K
BO3HMKHOBEHUIO YA3BMMOCTEN;

cbon B paboTe annapaTHOro n nporpaMmmHoro obecnedeHus (Bbi3aBaHHble cOoOsiMU B
9NEKTPONUTaHUKN, BbIXOAOM M3 CTPOsl annapaTHbIX 3fIEMEHTOB B pes3ynbTaTte CTapeHus u
CHUXEHUS HaleXXHOCTWN, BHELLHUMU BO3AENCTBUAMMU 3NEKTPOMArHUTHbLIX NONen TeXHUYECKNX
YCTPOWCTB 1 Ap.).

Knaccudmkauma ocHoBHbIX ya3sumocTten ACTOH npuBegeHa Ha pucyHke 4.

Kiaccuduxanus ysisBuMocTeit
IIPOrpaMMHOTO 00ecTiedeHUs

|
[ [ [ 1

o Tumy 1O o arany ®u3HeHHOTrO ITo npuuune ITo xapakrtepy

LHHKJIa NpOorpaMMHOIo BO3HUKHOBEHUA [IOCAEACTBUM OT

obecnedeHus, Ha KOTOPOM YA3BUMOCTH peanu3aluny aTak

BO3HUKACT YASBUMOCTH
Cucremuoe 10

VY SI3BUMOCTH, Henocrarku —»i Va3BuMoOCTH,

» Bo3nukalowue Ha P MeXaHH3MOB HCIONB3YEMbIE IS
lpuknanoe sTane ayTeHTHpUKauUU MepernoHEHUs
NpOTPamMMHOE MPOEKTUPOBAHUS Gydepa
obecneyeHune NPOrpPaMMHOTo Henocrarks

obecrieserms 3QLUTHI YYETHBIX YszBumocT,
peanAIAIN Pl sanuceit —®| ucnoss3yemble s
NPOrPAMMHOT0 noadopa napons Uin
obecreuenus Hammune naeHTupukaropa
dynkum,
WHCTAJUISLIMY U P [103BOISAIOUINX
.| HacTpohku BBITOJIHATE Ya3zsumoctH,
MPOTPaAMMHOTO LECTPYKTUBHEIC |, HCMONb3YEMBIC 115
obecrnieyeHust neicTBUs U3MCHCHHUS TpaBs
nocrymna
OrcyrcrBre
MpOBEPKH
P KOPPEKTHOCTH Vs3BUMOCTH,
BXO/HBIX AAHHbBIX [ | Menoap3yembie A
peanusaunu araku
«Otka3 B
00cny)KHBaHHUM»

"PucyHok 4. Knaccudukauusa yasBMmocTen nporpammMHoro obecneyeHns"”

Hwxe npeacrtasneHa obuiaa xapaktepucTuka oCcHoBHbIX rpynn yassumocten NCIOH,
BKIMOYAOLLMX:

YSI3BUMOCTU CUCTEMHOMO nporpammMmHoro obecnevyeHuss (B TOM 4uCre MNpPOTOKONOB
CEeTEBOro B3aMMOAENCTBUSA);

YSI3BUMOCTW NPUKNaAHOro NporpaMmMHoro obecnedeHus (B TOM Yncne cpencts 3aLunThbl
MHdopMauunn).

5.2.1. O6wan xapakTepucTuKa ysa3aBUMOCTEN CUCTEMHOro NpPorpamMmMHoOro o6ecrne4yeHus



YA3BMMOCTM CUCTEMHOrO NporpaMMHoro obecneyeHns Heob6xogmMmMo paccMmaTtpuBaTth C
NPUBA3KON K apXUTEKTYpPEe NOCTPOEHUS BbIYUCIIUTESBHBIX CUCTEM.

[Mpy 3TOM BO3MOXHbI YA3BMMOCTH:

B MUKpornporpammax, B npowmskax 13Y, MNM3Yy;

B CpeacTBax ONepauuoHHOW CUCTEMbI, MNpefHasHa4YeHHbIX And  yrnpaBrieHus
nokanbHbiMn pecypcamu UCIOH (obecneunBaowinx BbINOMHEHME YHKLMIW ynpaBrieHus
npoueccamn, NamaTbio, YCTPOMCTBaMM BBOLA/BbIBOLA, MHTEPKENCOM C MONb3oBaTenemM U
T.M.), ApanBepax, yTunurax;

B CpeacTBax OMepaLMOHHOW CUCTEMbI, NpeAHasHayYeHHbIX A1 BbIMNOMHEHMWS
BCNoMoraTesSibHbIX  QYHKUUA, - yTUnuTax (apxmBupoBaHus, gedparmMeHTauMm w  ap.),
CUCTEMHbIX obpabaTbiBatoLwmx nporpaMmmax (KOMNMNaTopax, KOMMOHOBLUMKaX, OTnag4mkax u
T.M.), NporpamMmmMax npeaocTaBrfieHUs1 NONb30BaTeNo AOMNOSTHUTENbHBIX YCIyr (cneuuanbHbIX
BapuaHTax nHtepdgenca, Kkanbkynaropax, urpax u 1.n.), bubnmortekax npouenyp pasnnyHoro
Ha3HadeHus (bnbnmoTekax maTtemMaTUyeCcKnx PyHKLUMI, pyHKUUIM BBOLA/BbIBOL4A U T.4.);

B cpeActBax  KOMMYHMKAUMOHHOIO  B3aMMOLEWCTBUS  (CeTeBbIX  cpeacTtsax)
onepaumMoHHON CUCTEMBI.

YA3BMMOCTM B MUKpoMporpaMmax W B CpeactBax OnepauMoOHHOM  CUCTEMB,
npegHasHa4yeHHbIX ANS  ynpaBfeHUs foKanbHbIMWM pecypcamMu W BCNoMoOratefnbHbIMU
YHKUMSAMU, MOTYT NPeAcTaBnsaTb cOboNn:

dyHKUMK, npouenypbl, U3MEHEeHWe napamMeTpoB KOTOPbIX onpeneneHHbIM obpas3om
No3BOMsEeT MCMNOMb30BaTh MX AS1 HECaHKUWMOHUPOBAHHOIO AOCTyna 6e3 obHapyXeHus Takmx
N3MEHEHNN onepaLMoOHHOM CUCTEMOM;

dparmeHTbl kKoga nporpamm ("ablpbl", "nokn"), BBEAEHHble pa3paboTuMKom,
nosponslowme obxoguTe npoueaypbl  uaeHTudmkaumn, ayTeHTudukaumm, NpoBEPKU
LenoCcTHOCTU 1 Ap.;

OTCYyTCTBME  HeobXxoaAMMbIX  CpeAacTB  3awuTbl  (ayTeHTUdMKauum, nNpoBepKn
LeNoCTHOCTW, MpoBepkM opMaTtoB COOOLEeHNn, BGNOKMPOBaAHUSA HECAHKLMOHUPOBAHHO
MOANULMPOBAHHBLIX (PYHKUUIA U T.M.);

owmnbkn B nporpammax (B 06baABNEeHUN nepemMeHHbIX, PyHKUMA 1 npoueayp, B Kogax
nporpamMmm), KOTopble Npu onpeaeneHHbIX YCoBusiX (Hanpumep, Npy BbIMOAHEHUN JTOrMYECKUX
nepexonoB) NPMBOASAT K C60SIM, B TOM 4ncrne K c6oaM (PyHKLUMOHMPOBAHUSA CPeACTB U CUCTEM
3aWwmThl MHbopMaumn.

YA3BMMOCTM MPOTOKOSNIOB CETEBOrO0 B3aUMOAEWCTBUS CBSA3aHbl C OCOBEHHOCTAMU MX
nporpaMmMHON peanusaumm n oBYCrOBMEHbI OrpaHUYEHUsIMU Ha pasMepbl NPUMEHAEMOro
Oydepa, HegocTaTkaMmu npoueaypbl ayTeHTUdMKaLUKN, OTCYTCTBMEM NPOBEPOK NPABUIbHOCTU
cnyxebHon nHpopmaumm n op. Kpatkas xapaktepuctmka aTnux yasBuMocTen NPUMEHNTENBHO
K NpoToKONam npueegeHa B Tabnuue 2.

Tabnuua 2

YA3BMMOCTU OTAENbHbIX NPOTOKONOB cTeka npoTtokonoB TCP/IP, Ha 6a3e koToporo
(PYHKUMOHUPYIOT rnobanbHble ceTH obLero nonb30BaHUA

HanmeHoBaHue YpoBeHb HanmeHoBaHue CopaeprxaHune HapyLLueHus
npoTokona cTeka (xapakTepucTtuka) GesonacHocTn
NPOTOKONOB YySi3BUMOCTU NMHopmaumm
FTP (File MpuknagHo | 1. AyteHTudukaumna Ha 6ase | BoaMOXHOCTb nepexsaTta
Transfer n, OTKPbITOro Tekcta (naponu AAHHbIX YYETHOW 3anncu




Protocol) - npeacTaBuT | NepechInalTcs B (MmeH
NPOTOKON erbHbIN, He3almngppoBaHHOM BUAE) 3aperncTpupoBaHHbIX
nepegayu ceaHcoBbIN | 2. [JocTyn No yMOnYaHuIo nonb3oBarenieun, naponen).
d¢hannos no cetn 3. Hannuue gByx oTKpbITbIX Mony4eHune yganeHHoOro
nopToB JO0CTyna K Xxoctam
telnet - npoTtokon | MpuknagHo | AyTeHTuduKaums Ha 6ase Bo3moXHOCTb NepexBaTta
yrnpaBreHus n, OTKPbITOro TekcTa (naponu AaHHbIX Y4eTHOW 3anucu
yAaneHHbIM npeacTaBuT | NepecbinatTcs B nonb3oBaTens.
TEepMUHaNom enbHbIN, He3alwwngpoBaHHOM BUaE) [MonyyeHve yganeHHOro
CeaHCOoBbIN [0CTyrna K Xxoctam
UDP - npotokon | TpaHcnopTt | OTcyTCTBME MexaHu3Mma Bo3moXHOCTb peanunsaumm
nepegayu HbIN npegoTBpaLLleHna UDP-wTtopma.
AaHHbIX 6e3 neperpysok dydepa B pesynbtate obmeHa
yCTaHOBMEHWS nakeTamu NponcxoanT
coeauHeHus CyLLEeCTBEHHOE CHUXEHNE
NPOV3BOAUTENBHOCTU
cepBepa
ARP - npotokon | CeTteBou AyTeHTudurkaumna Ha b6ase BoamMoxHOCTb nepexsaTta
npeobpasoBaHu OTKPbITOro TeKcTa Tpacdvmka nonb3oBatens
a |IP-agpeca B (vHbopmaumsa 3M10YMbILLITEHHUKOM
domsndeckmin nepecoinaeTcsd B
agpec He3alwngpoBaHHOM BUAE)
RIP - npotokon | TpaHcnopt | OTcyTcTBME Bo3moXHOCTb
MapLUpyTHOWM HbIN ayTeHTudpukaymm nepeHanpasneHns Tpaduka
nHdopmMauunmn ynpaBnsAoLLmnX coodLeHni yepes XOoCT
06 n3ameHeHn mapupyTa 3M10yMblLUIEHHMKA
TCP - npotokon | TpaHcnopt | OTCcyTCTBME MEXaHU3Ma CyLeCcTBEHHOE CHMXEHNE
yrnpaBneHus HbIN NPOBEPKN KOPPEKTHOCTU CKOpPOCTU 0OMeHa n gaxe
nepegaden 3anosfHEHNs Cry>XeBbHbIX NOJSTHbIN pa3pbiB
3arosfioBKOB NnakeTa NPOU3BOSIbHBIX COEOVNHEHWI
no npotokony TCP
DNS - npotokon | MNMpuknagHo | OTcyTcTBUE CPeacTB danbcndukaumnsa oTeeta
yCTaHOBIIEHNSA n, NPOBEPKM ayTEHTUMKaLNK DNS-cepsepa
COOTBETCTBUA npeacTaBuT | NOSMYYEHHbIX OAHHbIX OT
MHEMOHMYECKNX | eNTbHbIN, NCTOYHMKA
WMEH N CETEBLIX | CEaHCOoBbIN
agpecos
IGMP - CeTteBom OTtcytcTBKE 3aBucaHue cuctem Win
NPOTOKON ayTeHTumnkauum 9x/NT/200
nepegayu coobeHnn o6 nameHeHum
coobueHnn o napamMeTpoB MapLupyTa
MapLupyTu3aumm
SMTP - MpuknagHo | OTCcyTCTBME NOAOEPKKM Bo3MOXXHOCTb
NPOTOKON n, ayTeHTUdUKaumm 3arofioBKOB | NogaensiBaHNa coobLLeHni
obecneyeHus npeacraBuT | coobLeHni ANEKTPOHHOW NOYThI, a
cepBuca enbHbIN, Takke agpeca oTnpaBuUTens
AOCTaBKM CeaHCOBbIN coobueHuns
coobLeHnn no
3I1IEKTPOHHOM

noyrte




SNMP - MpuknagHo | OTcyTCTBUE NOAAEPXKKU Bo3MOXXHOCTb

NPOTOKON n, ayTeHTUUKaLmMn 3aronoBKoB | NepenosniHeHUss NPONYCKHOM
yrnpaBneHus npeacTasuT | coobLueHui CnocobHOCTUN ceTu
MapLUpyTU3aTop | €fibHbIN,

aMu B CeTsax CEaHCOBbLIN

[na cuctematudaumm onmcaHusi MHOXeCTBa YsI3BUMOCTEN ucnonb3yeTca eanHas 6asa
AaHHbIX ysa3sumMmocTtenn CVE (Common Vulnerabilities and Exposures), B pa3paboTke KoTopoWn
NpUHUManu ydyactme cneunanmctbl MHOMMX M3BECTHbIX KOMMaHUM M OpraHM3auuin, Takux Kak
MITRE, ISS, Cisco, BindView, Axent, NFR, L-3, CyberSafe, CERT, Carnegie Mellon
University, nHcTutyT SANS 1 T.4. 3Ta 6a3a AaHHbIX NOCTOSAHHO MOMOSHAETCS U UCMNONb3yeTCcs
npy dopmmpoBaHun 6a3 AaHHbIX MHOMOYUCIIEHHBLIX MPOrPaMMHbLIX CpPeACcTB aHanuaa
3alMLLEHHOCTU U, Npexae Bcero, ceTeBbIX CKaHEPOB.

5.2.2. O6wWan xapaKTepucTuka ya3sBumMocTen NpuKNagHoro nporpamMmmHoro
obecne4yeHus

K npuknagHomy nporpamMmMHOMYy O6ecrneyeHuto OTHOCATCA MNpuKNnagHble nporpamMmmbl
obLero nonb3oBaHUs 1 crneuunanbHble NpUKNagHbie NporpaMmmeil.

MpuknagHble nporpamMmmbl O6OLIEro noNb30BaHUA - TEKCTOBble WU rpaduyeckme
pefaktopbl, Meagua-nporpaMmmbl (ayano- n BuaeonpourpbiBaTenv, nporpamMmmMHble cpeactsa
npueMa TENEBU3NOHHbLIX MNporpamMm U T.N.), CUCTEMbI YynpasneHna 6aszamu AOaHHbIX,
nporpaMmmHble nNnaTtgopMbl 06LWEero NoNbL30BaHNA Ass pa3paboTkM NporpamMMHbIX NPOAYKTOB
(Tvna Delphi, Visual Basic), cpeacTtsa 3awuTbl UHopMauum odiero nonb3oBaHna U T.0.

CneumnanbHble nMNpUKNagHbie nporpaMmbl - 3TO  NporpamMmbl,  KOTopble
paspabaTtbiBalOTCA B MHTEPECAX PELUEHNS KOHKPETHbIX NPUKNagHblix 3agad B gaHHon NCIOH
(8 TOM u4ucne nporpammMHble cpeactsa 3awuTbl MHpoOpmaumn, paspaboTaHHble Ans
KoHkpeTHon NCI1OR).

YA3BMMOCTU NPUKNAQHOro NnporpaMmHoro obecneyeHns MoryT npeacraBnsaTbe cobon:

dYHKUMM N npouenypbl, OTHOCALWMECHA K pas3HbiM MpUKNagHbIM nNporpaMmmam wu
HecoBMeCTUMble Mexay cobon (He (PYHKLMOHUPYIOLLME B OQHOW OnepaunoHHON cpeae) us-3a
KOH(PNIMKTOB, CBA3AHHbIX C pacrnpeaenieHMeM pecypcoB CUCTEMBI;

yHKUMN, npouenypbl, U3MEHeHue onpefeneHHbiM obpa3oM napameTpoB KOTOPbIX
No3BOSISIET UCMOMb30BaTb NX ANs1 NPOHMKHOBEHUS B onepaunoHHyto cpeny VCIOH n Bbi3oBa
WTaTHbIX (PYHKUMIA OnepaumoOHHON CUCTEMBbI, BbINOSTHEHUS HECAHKLUMOHWMPOBAHHOIO OCTyna
6e3 06HapyXeHNs TakKNX M3MEHEHUI ONEPaLMOHHON CUCTEMOW;

dparmMeHTbl Koga nporpamm ("ablpbl", "nokn"), BBEeAEHHble pa3paboTyMkom,
nosponswwme ob6xoauMTb npoueaypbl  MaeHTUdMKauMM, ayTeHTUdUKaumm, MpPOBEPKM
LEenoCTHOCTU 1 Ap., NPeAyCMOTPEHHbIE B ONepaLmOHHON CUCTEME;

OTCYTCTBME  HeOoOXoOAMMbIX CpeAcTB  3awuTbl  (ayTeHTudukauun,  NpoBEpKu
LeNoCTHOCTKN, npoBepkn dopmaTtoB coobueHnn, O6noKMpoBaHUS HeCaHKLMOHUPOBAHHO
MOANULMPOBAHHbBIX (PYHKUMIA U T.M.);

owmnbkn B nNporpammax (B 00bsABNEHUN nepemMeHHbIX, YHKLMIA 1 npoueayp, B Kogax
nporpamm), KOTopble Npy onpeAeneHHbIX YCroBuUSaxX (Hanpumep, Npu BbIMOAHEHWUW NIOMMYECKNX
nepexoaoB) NpUBOAAT K COOsIM, B TOM Ymcrie K cO0siM (PYHKLIMOHMPOBaHUSA CPEeACTB U CUCTEM
3aWmThl MHOPMaLMK, K BO3MOXHOCTN HECAHKLIMOHMPOBAHHOIO JOCTYNa K MHopMauuu.

[aHHble 06 ys3BMMOCTSAX paspabaTtbiBaemMoro W pacnpoCTpaHsSeMoro  Ha
KOMMepP4YeCKON OCHOBE MpMKNagHOro nporpammMmHoro obecneveHmst cobupatorcs, obobLiatoTcs
n aHanmanpytotca B 6ase gaHHbix CVE™.



5.3. O6Lwan xapakTepucTuKa yrpo3 HenocpeAcTBEHHOro A4OCTyNa B onepaLoOHHYIO
cpeAy WHGOPMaALNOHHOW CUCTEMbI NePCOHaNbHbIX AAHHbIX

Yrposbl goctyna (MPOHMKHOBEHMSI) B OMepauuoHHYy cpedy KoMnbkoTepa W
HeCaHKUMoHMpoBaHHoro goctyna kK MNOH cBa3aHbl ¢ 4OCTYNOM:

K nHcopMaumm n komaHgam, xpaHsawmmcsa B 6asoson cucteme Beoga/Bbisoga (BIOS)
NCIOH, ¢ BO3MOXHOCTbLIO MepexBaTa ynpaBrieHUsl 3arpy3kon onepalyoHHOW CUCTEMbl U
nosly4eHMem npas LOBEPEHHOroO Nonb3oBaTens;

B OMepauuoHHyl0 cpefy, TO eCTb B cpedy (YHKLMOHMPOBAHUSA FOKarbHON
onepaumoHHON cUcTeMbl oTAenbHoro TexHuyeckoro cpeactesa WCIOH ¢ BO3MOXHOCTbIO
BbIMOSTHEHUS  HECaHKUWOHUPOBAHHOIO A0CTyna nMyTeM Bbl30Ba LWTATHbIX MNporpamMm
onepaumMoHHOW cuUCTeMbl WNK  3anycka creumanbHO  paspaboTaHHbIX  Nporpamm,
peanuayloLmnx Takne encTeus;

B cpedy YHKUMOHMPOBAHUSA MPUKIadHbIX nporpamm (Hanpumep, K JOKarbHOM
cucTeme ynpasneHnsa 6azamm gaHHbIX);

HenocpeacTBEHHO K WMHGopMauuu nonb3oBaTens (K hannam, TEKCTOBOW, ayamo- n
rpadoudeckon WHgopmMaumm, MonssM U 3anucsM B 3NEKTPOHHbIX 0asax AaHHbIX) U
00ycrnoBneHbl BO3MOXHOCTbH HapyleHus ee KOHMUAEHUManbHOCTN, LENOCTHOCTU U
AOCTYNHOCTM.

OTK yrposbl MOryT BbITb peann3oBaHbl B criydae nonyyeHus pmsndeckoro goctyna K
NCMNOH vnn, no kpanHen mepe, Kk cpeactesam Beoga uHdopmaumm B UCTOH. X MOXHO
00beaAnHNTL NO YCNOBUAM peanusaumm Ha Tpy rpynnbl.

MepBas rpynna BkNoYaeT B cebs yrposbl, peanusyemble B XO4e 3arpysku
onepaumoHHON CcUCTeMbl. TN Yrpo3bl 6e3onacHOCTM MHOPMaUUK HanpaBeHbl Ha nepexsat
naponen wunu unaeHTUUKaTopoB, MoauduKauuil nporpaMmMHOro obecnedeHns 6Ga3oBow
cuctembl BBoga/BbiBoga (BIOS), nepexBaT ynpaBneHust 3arpy3koM C  U3MEHEHUeM
HeobXxoanMMon TexHoMnorn4eckon nHgopmauumn gna nonyydeHns HCJl B onepaumoHHyo cpeny
NCMAOH. Yawe Bcero TakMe yrposbl peanusyloTcss C UCMONb30BaHMEM OTYYXOaeMbIX
HocUTEenen NHpopmaumu.

BTopasa rpynna - yrposbl, peanudyemble nocne 3arpyskM onepauuoHHOW cpeabl
He3aBMCUMMO OT TOro, Kakasi npukrnagHasa nporpamma 3anyckaeTcs norib3oBartenem. ITu
yrpossbl, Kak npasuno, HanpasfeHbI Ha BbIMOSIHEHNE HenocpeacTBEHHO
HEeCaHKLUMOHNPOBAHHOIO A0CTyna K MHdopmauuun. MNMpu nonyyeHnn aoctyna B onepaunoHHy
cpeny HapywuTenb MOXeT BOCMONb30BaTbCA Kak CTaHAAPTHbIMU PYHKLMSMW OonepauuoHHON
CUCTEMbI MMM KakoW-NMBO NpuKNagHoW nporpammbl obLiero nonb3oBaHWsa (Hanpumep,
cUcTeMbl ynpasrieHuMst 6asamu gaHHbIX), Tak U cneyuanbHO CO34aHHbIMWU OM1S1 BbINOSTHEHUS
HeCaHKUMOHUPOBAHHOIO JOCTYyrNa nporpammMamu, Harnpuvep:

nporpaMmmamMu NnpocMoTpa u moandukaumm peecTpa;

nporpaMmamMn roucka TEeKCTOB B TEKCTOBbIX (panriax Mo KI4YeBbIM CroBam W
KONMMpoBaHus;

crneumanbHbIMU NpOorpaMmmMamMy NPpocMoTpa 1 KONMPoBaHWs 3anucen B 6asax gaHHbIX;

nporpaMmmamMmm BbICTPOro NpocMoTpa rpaduyecknx annos, Ux pegakTupoBaHuUs Unum
KOMMpoBaHUS;

nporpaMmmamMn MoAAEPXKKM BO3MOXHOCTEN peKOoHUrypaumm nporpaMMHoON cpeapl
(HacTpouku NCIOH B nHTEpecax HapywmTens) n ap.

HakoHeu, TpeTba rpynna BKAYaeT B ceba  yrposbl, peanus3aums KOTOPbIX
onpegensieTcsd TeM, Kakas W3 MNpuKnagHbiX NporpaMmm 3anyckaeTcd nornb3oBaTenem, wUnu
dakTomM 3anycka nodon U3 npuknagHbix nporpamm. bonbluas YacTb TakMx yrpos - 3TO Yrposbl



BHeOpEeHNA BPEOJOHOCHbLIX NMporpamMm.

5.4. O6Lwan xapaKkTepucTuKka yrpo3 6e3onacHoOCTH nepcoHanbHbIX JaHHbIX,
peannsyeMbiX C UCMOSIb30OBaHUEM NPOTOKONOB MEXCeTeBOro B3aumoaencTBust

Ecnrm  WNCIMNOH peanusoBaHa Ha 6ase nokanbHOM wnNu  pacnpeneneHHom
WH(POPMALMOHHON CUCTEMbI, TO B HEW MOryT ObiTb peanu3oBaHbl yrpo3bl HGe3onacHoCcTu
WMHopMauun nyTeM UCNONb30BaHNA MPOTOKONOB MEXCEeTeBOoro B3avmmonenctaus. MNMpu atom
moxeT obecneunBaTtbea HCL k MOH nnn peanusoBbiBaTbCA yrpo3a oTkasa B 06CnyXnBaHus.
OcobeHHO onacHbl yrposbl, korga WCIMOH npegcrtaBnser cobon pacnpeneneHHyro
MHPOPMALNOHHYIO CUCTEMY, MOAKIOYEHHYHO K CeTAM o0Lwero nonb3oBaHuA U (Mnu) ceTam
MexayHapogHoro  uMHdopmaumMoHHoro obmeHa. KnaccudumkaumoHHas cxema  yrpos,
peanu3yemMbix N0 CeTu, NpuBeaeHa Ha pucyHke 5. B ee OCHOBY MOMOXEHO CeMb CrneayroLnx
NepBUYHbIX MPU3HAKOB Krnaccudukaumm.

1. Xapaktep yrposbl. 1o aTOMy npusHaKy yrpo3bl MOryT ObiTb MACCUBHbIE U aKTUBHBbIE.
MaccuBHas yrposa - 93TO yrposa, nNpu peanu3auum KOTOPOW He oOKasblBaeTcs
HenocpeacTeeHHoe BnusHWe Ha paboTty NCI1OH, HO MOryT ObiTb HapyLleHbl YCTaHOBIIEHHbIE
npasuna pasrpaHunyeHna goctyna kK MNOH nnu ceteBbiM pecypcam. [NpnumepomMm Takux yrpos
aBnseTca yrposa "AHanm3 ceTeBoro Tpadmka”, HanpasrieHHasi Ha NPocnyLnBaHNe KaHanos
CBA3W U nNepexsaT nepegaBaeMon MHpopmaumu.

AKTMBHag yrposa - 3T0O yrpo3a, CBA3aHHada ¢ Bo3genctanemM Ha pecypcbl NCIOH, npu
peanu3auun KOTOPOM OKasblBaeTCs HEMNOCPeACTBEHHOE BIMSHME Ha paboTy cuctembl
(M3meHeHVe KoHdUrypauuu, HapyweHue paboTocnocobHoCcTM M T.4.), U C HapyLeHnem
YCTaHOBMEHHbIX NpaBui pasrpaHndeHnsa goctyna K MNMAH nnu ceteBbiM pecypcam. [Npumepom
Takmx yrpo3 gaengetca yrposa "OTtkaz B obcnyxuBaHuu", peanuayemasi kak "WTopm
TCP-3anpocos".

2. Llenb peanusauyuun yrpo3sbl. 10 aTOMy npusHaKky yrpo3bl MOryT 6biTb HanpasnieHbl Ha
HapyLleHne KOHMMAEHUNanNbHOCTH, LLeNOCTHOCTN U OOCTYNHOCTU MHdopMaumm (B TOM Yucne
Ha HapylweHue paboTtocnocobHocTn VCIOH unu ee anemeHTOoB).

3. YcnoBne Hayana OCyLecTBNeHUsa npouecca peanusauum yrposbl. 1o atomy
NPU3HaKy MOXeT peann3oBbiBaTbCH yrpo3sa:

no 3anpocy oT 06beKTa, OTHOCUTENBHO KOTOPOro peanusyeTtcs yrposa. B atom cnyyae
HapyLwmMTenb oXuaaeT nepegadn 3anpoca onpeaesieHHoro Tmuna, Kotopbli u 6yaeTt ycrnosmem
Hayana oCyLleCTBNEHUA HECAHKLMOHNPOBAHHOMO JOCTYNa;



Knaccuduxanus yrpos 6e30macHocTi HEGOPMALNH, PEATU3YEMbIX C UCONB0BAINEM POTOKOJIOB MEKCETEBOTO
B3aUMOJIEHCTBIS B aBTOMATH3HPOBAHHBIX CHCTeMaxX

» . o nanuuuio o6pamnoit 1o pacnonooicenuio cyGvexma
o xapaxmepy 1To yenu gozoeticmeus 1o yenosuio navana npoyecca caszu ¢ UCTITn amaru omnocumensuo HCITIH
go30eiicmeus peanuzayuu y2poser
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PucyHok 5. KnaccudukaumoHHass cxema yrpo3 C  UCNOSIb30BaHMEM  MPOTOKOSIOB

MeXCceTeBoro B3anmoaencTens”

Mo HacCTYNfIEHNO OXMaaemoro cobbiTuas Ha ob6bekTe, OTHOCUTENbHO KOTOPOro
peanusyeTcs yrpo3a. B aToMm crnyyae HapywuTenb OCyLeCTBASeT NOCTOsIHHOEe HabnwgeHue
3a cocTtosiHueM onepaunoHHon cuctembl VICTOH n npyv BO3HUKHOBEHUM OMNpenerieHHOro
cobbITNA B 3TOM CUCTEME HAYMHAET HECAHKLMOHUPOBAHHbLIN SOCTY,

OesycnoBHoe  Bo3genctBne. B 3TOM  cnyyae  Havano  OCyLWECTBIEHUS
HEeCaHKLUMOHUPOBAHHOIO [OCTyna ©e3yCrnoBHO MO OTHOLWIEHMIO K Lenu [OocTyna, TO ecTb
yrposa peanusyeTcsa HemeaneHHO U 6e30THOCUTESTbHO K COCTOSAHMIO CUCTEMBI.

4. Hannune obpatHon cBssum ¢ UCIIOH. Mo aTtomy npu3Haky npouecc peanusaumm
yrpo3bl MoXeT 6bITb ¢ obpaTHOM cBA3bIO U 6e3 obpaTHOM CcBA3W. Yrpo3a, ocyllecTBnsiemas
npu Hanudnmn obpaTtHon ceasm ¢ NCIOH, xapakTepusyeTcs TeM, YTO HA HEKOTOpPbIE 3anpochl,
nepeganHble Ha VICTOH, HapywuTenio TpebyeTcs nonyyunTb otBeT. CnegoBatensHO, Mexay
HapywuTtenem n WCIMOH cywecTtByeT obpaTHasa CBsA3b, KOTOpas MO3BOSIIET HapYLUUTESO
afleKBaTHO pearmpoBaTtb Ha Bce M3MeHeHus, npoucxoaswme B NCIOH. B otnnymne oT yrpos,
peanusyemMbix Npu Hann4mm obpatHoun ceasn ¢ CIOH, npyn peanusauuun yrpo3 6e3 obpaTtHom
CBs3M He TpebyeTca pearmpoBaTb Ha Kakne-nnbo nameHeHus, npouncxogswme B UCIOH.

5. PacnonoxeHnue Hapywutena otHocutenbHo WCIOH. B cooTBeTcTBMM C 3TUM
NPU3HaKoM yrpo3a peanuayeTcs Kak BHyTPUCErMEHTHO, Tak U MeXcerMeHTHo. CermeHT ceTu -
dusnveckoe obbeanHeHne xocToB (TexHunyeckmx cpeacts VCIOH unmM KOMMYHUKALMOHHBIX
3NeMEHTOB, MMetoLWKnX ceteBon agpec). Hanpumep, cermeHT NCIOH obpasyeT COBOKYNMHOCTb
XOCTOB, MOAKMIOYEHHbIX K CepBepy No cxeme "obuwas wuHa". B cnyyae, korga uMeeT MecTto
BHYTPUCErMEHTHasl yrpo3a, HapywuTenb uMeeT duandecknin [OOCTyn K annapaTHbIM
anemeHtam WCIOH. Ecnm umeeT MeCcTo MexXCerMeHTHas yrposa, TO HapywuTenb
pacnonaraetcs BHe WCI[OH, peanun3ys yrpo3y M3 OPYron CeTu WM u3 Jpyroro cermeHta
NCMNAH.

6. YpoBeHb 3TafioHHOMW MOAENM B3aMMOLEWCTBUA OTKpbITbIX cuctem™ (ISO/OSI), Ha
KOTOpOM peanu3yeTcs yrposa. [1o 3ToMy npu3Haky yrpo3a MOXeT peann3oBbiBaTbCHA Ha
PU3N4YECKOM, KaHarbHOM, CEeTeBOM, TPaHCMOPTHOM, CEaHCOBOM, MpeaAcTaBUTENbHOM WU



npuknagHom yposHe mogenun 1ISO/OSI.

7. CooTHOWweHMe konuyectBa Hapywutenen mn anemeHtoB WCIIOH, oTHOCUTENbHO
KOTOpbIX peanusyeTtcs yrposa. 1o aTomy npusHaky yrpo3a MoxeT BbiTb OTHECEHa K knaccy
yrpos, peanusyemMbiX OOHWUM HapyLiMTereM OTHOCUTESIbHO OOHOro TEeXHUYECKOro cpeacTsa
NCIMOH (yrposa "oauH K ogHoMy"), cpady OTHOCUTESIbHO HECKOSbKUX TEXHWYECKUX CpencTB
NCMNOH (yrpo3a "ogMH KO MHOMMM") WM HECKONbKUMW HapywuUTENsIMM C  pasHbIX
KOMMbIOTEPOB OTHOCUTENbHO OOHOrO WKW  HECKOMbKUX TexHudeckux cpeacts WCIOH
(pacnpegeneHHble UM KOMBUHUPOBAHHLIE YIPO3bl).

C yyeTOoM MpoBedeHHOW Knaccudukauum MOXHO BblAenuTb CeMb Haubornee 4acTo
peanuayeMblx B HacTosiLLee BpeMs yrpos.

1. AHanus ceteBoro Tpaduka (pUCyHok 6).

MapwpyTtnsartor 1 Mapuwpyrtni3aror 2 @

INpocnyueanue
KaHana|CBA3N

XocT HapywiiTens

Xocr N

"PucyHok 6. Cxema peanusaumm yrpo3abl "AHanm3 ceteBoro Tpagumka"

OTa yrposa peanusyeTcsi C NOMOLLbIO creLumanbHON NnporpaMmMbl-aHannu3aTtopa NakeToB
(sniffer), nepexsaTtbiBaloLLeN BCe NakeTbl, NepegaBaeMble No0 CErMEHTY CETU, U BblAeNnsoLwen
cpeauv HUX Te, B KOTOPbIX NepenarTca naeHTudukaTop Nonb3oBaTens u ero napons. B xoge
peanusauun yrposbl HapywuTenb W3yyYaeT JorMky paboTbl CeTM - TO €eCTb CTPeMUTCH
Nnosly4YMTb OAHO3HAYHOE COOTBETCTBUE COOLITUM, MPOUCXOOSALIMX B CUCTEME, U KOMaHQ,
nepecbiniaemMbix NPy 3TOM XOCTaMu, B MOMEHT MOSIBNEHNSA AaHHbIX cOObITM. B ganbHenwem
3TO NO3BOSISET 3MI0YMbILLSIEHHNKY HA OCHOBE 3afaHusi COOTBETCTBYIOLLUMX KOMaHA, MNONyyYnTb,
Hanpumep, NpUBUMErMpOBaHHbIE MNpaBa Ha AeUCTBUS B CUCTEME WIN paclMpUTb CBOU
NofTHOMOYMS B HERN, NepexBaTuTb MNOTOK NepeaaBaeMbiX AaHHbIX, KOTOPbIMM OOMeHMBaTCsA
KOMMOHEHTbI CETEBOW OMNepaumoHHON CUCTEMbI, ONS U3BMeYeHna KoHuaeHunanbsHONn mnnm
NOEHTUMPUKALNOHHON UHGOpPMauuK (HanpumMep, CTaTUYEeCKMX Naposfien nonb3oBaTenen Ans
AocTyna K yganeHHbIM xoctam no npotokonam FTP n TELNET, He npepycmaTpusatowmm
WwnposaHune), ee NogMeHbl, Mmogudukaumm n T.0.

2. CKkaHMpOBaHue CceTun.

CywHoCTb npouecca peanusauun Yyrposbl 3akrnyaeTca B nepefadye 3anpocos
ceteBbiM cnyxbam xoctoB WCIIOAH n aHanui3e oTBeTOB OT HuX. Llenb - BbisiBNeHue
NCNonb3yeMbiX MPOTOKOSOB, AOCTYMHbIX MOPTOB CETEBbLIX CrYX0, 3aKOHOB (POPMMPOBaHUS
NOeHTU(PNKATOPOB COEOVHEHUI, OMpPedeneHne akTUBHbIX CEeTeBbIX CEPBMCOB, Moabop
NOeHTNPUKaATOPOB MU Naposien nonb3oBaTenen.

3. Yrpo3a BbisiBfieHMsi napons.

Llenb peanunsauuu yrpo3sbl coctout B nonydyeHmmn HC nytem npeofoneHns naposibHoM



3aWNTbl. 3MOYMbILLNIEHHMK MOXET peanv3oBbiBaTb Yrpo3y C MOMOLLbIO LLenoro psiga MeToaos,
TakMx kak npoctonm nepebop, nepebop C MCNONMb3OBaHWEM creuManbHbiX CroBapen,
yCTaHOBKa BPEAOHOCHOW nporpamMMbl Onsi rnepexBata napons, NogMeHa [AOBEPEeHHOro
obbekta cetn (IP-spoofing) n nepexsat naketoB (sniffing). B ocHoBHOM anga peanusauuu
Yrpo3bl UCMONb3YTCA CrneunanbHble NPorpaMmbl, KOTOpPbIE MbITATCA NONYYUTb JOCTYN K
XOCTy nyTem nocnegosaTenbHoro nogbopa naponen. B cnyyae ycnexa, 3noyMbILNAEHHUK
MOXeT co3gaTtb Ana cebs "npoxoa" ana Gyayuwiero goctyna, KoTopbin ByaeT oencteoBathb,
AaXe ecrnn Ha XOCTe U3MEHUTb Naposb A0CTyna.

4. NogMeHa goBepeHHOro obbekTa ceTm 1 nepedaya no KaHanam CBA3N COOBLLEeHWI
OT €ro MMEHU C NPUCBOEHNEM €ro NpaB JocTyna (PUCYHOK 7).



1. Xocr X Beger HabnmogeHue 3a xoctaMu A ¥ B 1 onpeaensieT HyMepaLum o
MAKETOB COOOLIEHUH, HAYLLYHO OT XocTa B

Xocr X - XOCT HapyLUUTEIst

N

XocT A - noBepeHHbBIR XOCT

2. Xocr X noceiiaet Ha xocT A cepuic TCP-3anpocoB Ha CO3/1aHHE COSMHEHUS,
3ar0JIHsA TEM CaMbIM OUYepelb 3aMPOCOB € LUE/bI0 BBIBECTH U3 CTPOsI HA HEKOTOPOE
Bpemst xocT A

SYN,
ISSx
TCP-3anpoc¢ Ha OTKPBLITHE COEAUHEHUS OT UMEHM XOocTa A
SYN-OuT CHHXPOHH3ALMH HOMEPA NOCIEN0BATEIIBHOCTH
[SSx-npOoM3BONEBHEII HOMEpP NMOCJEN0BaTEIBHOCTH
XOCT A BBIBEAEH U3 CTPOS

OtBeT xocra B na TCP-zanpOC/

SYN, ACK, ISSb XocT B
ACK(ISSx+1)

SYN-GUT CHHXPOHU3AUUH HOMEPA [TOC/IEIOBATENLHOCTH
[SSb-Mpou3BOJILHBIR HOMEP MOCIEN0BATEILHOCTH XocTa B
ACK(ISSx-+1)-nomep noareepxxaeHus npuema TCP-nakera ot

xocTa A, paBHbIH [SSx+1

ASK(ISSb+1)-nomep noarsepxaecHusa nprema TCP-nakera ot xocra B,
B KOTOPOM aTakyUWHH yKka3sIBaeT noao0paHHslil HoMep [SSb+]

ACK, ISSx+1
ACK(ISSb+1) 7
__ - BT TASKASSx+ 1)-womep o B
———T cnenyrouierc TCP-nakera

——
——
—

OTcyTeTBRYeT coodleHue o paszpbiBe TCP-coenunenus ot
BbIBEJICHHOIO M3 CTPOs X0CTa A (MAaKET C 3ar0JIHEHHEIM
cnyxebHbiM 3arosioBkoM RST)

"PucyHok 7. Cxema peanusaumm yrposbl "lNogmeHa gosepeHHoro obbekra cetn”



Takas yrposa a(peKkTMBHO peannayetcs B cucTemax, rae NpUMeHSITCA HeCToMKue
anropuTMbl MAeHTUUKAUMM U ayTeHTMdUKaUMM XocToB, nonb3oBaTtenen wn t1.4. [loa
AOBEPEHHbIM OOBLEKTOM MNOHMMAaeTcss O0ObeKT ceTn (KOMMNbKTEP, MEXKCETEBOW 3KPaH,
MapLipyTu3aTop v T.M.), neranbHO NOAKIOYEHHbIV K CEPBEPY.

MoryT ObITb BblefneHbl [ABe PasHOBMAHOCTW Mpouecca peanusaumm yKasaHHOW
Yrpo3bl: C yCTaHOBMNEHNEM N 6e3 yCTaHOBMEHUS BUPTYanibHOr0O COEANHEHNS.

Mpouecc peanusauum C YCTaAHOBMEHWEM BUPTYarbHOIO COEAWHEHUS COCTOUT B
NMPUCBOEHNN MpaB AOBEPEHHOro cybbekTa B3aMMOAEWUCTBMUS, YTO NO3BONSAET HapyLUUTENHo
BECTM ceaHC paboTbl C OOBLEKTOM CEeTU OT UMEHW AOOBEPEHHOro cybbekta. Peanusauus
yrpo3bl AaHHOro Tuna TpebyeT npeoaoneHnsa cucTeMbl MOeHTUMUKaUMM U ayTeHTMdukaumm
coobueHun (Hanpumep, ataka rsh-cnyx6esl UNIX-xocTa).

Mpouecc peanusaumm yrposbl 6e3 yCTaHOBMEHUA BUPTYyanbHOrO COEOUHEHUA MOXET
UMETb MeCTO B CeTHAX, OCYLECTBNAWLWNX MAeHTUUKaLMIO nepegaBaeMbiX COOOLLEHNN
TONbKO Mo ceTeBOMY agpecy oTnpasuTens. CyLWHOCTb 3akniovaeTca B nepegade CnyxebHbix
coobLleHMn OT WUMEHU CeTeBbIX YNpPaBnfALWMX YCTPOUCTB (Hanpumep, OT UMEHU
MapLupyTn3aTopoB) 06 M3MEHEeHUN MapLIPYyTHO-aApeCHbIX AaHHbIX. [pn aToM Heobxoanmo
UMEeTb B BUAY, YTO €OUHCTBEHHbIMW uAaeHTUdUuKaTopamm aboHEHTOB M coeauHeHusa (no
npoTokony TCP) asnsatTca asa 32-6uTtHbix napameTpa Initial Sequence Number - ISS (Homep
nocnepoBaTtenbHoctn) u Acknowledgment Number - ACK (HOMep noaTBepXaeHus).
CnepoBatenbHo, Ansa popmupoBaHus noxHoro TCP-nakeTta HapyLwmnTento HeobxoaMMo 3HaTb
Tekylwime naeHtndukatopbl Ans gaHHOro coeanHenuns - ISSa n ISSb, rae:

ISSa - HekoTOpOe 4YUCNEeHHoe 3HadeHwe, xapakTepusylllee MnopsaaKoBbIA HOMEP
otnpaensiemoro TCP-naketa, yctaHaBnmBaemoro TCP-coegnHeHusi, WHULMMPOBAHHOIO
XOoCcTOM A;

ISSb - HekoTOpOe uMCneHHoe 3HadeHue, XapakTepusylLllee MnopsaKoBbIA HOMEP
otnpasnsemoro TCP-naketa, yctaHasnmBaemoro TCP-coegnHeHus, WHULMMPOBAHHOIO
xocTtom B.

3HaveHne ACK (Homepa nogrteBepxaeHus yctaHoBneHus TCP-coeauHeHus)
onpegensieTcs kKak 3HavYeHne Homepa, MOofydeHHOro OoT pecnoHaeHTa ISS  (Homep
nocnegoBaTenbHocTn) nnoc eanHnua ACKb = ISSa + 1.

B pesynbTaTte peanusaumm yrposbl HapywuTenb nofsiyyaeT npasa AoCTyna,
YyCTaHOBIEHHbIE €ro nonb3oBaTenemM Ans JOBEePeHHOro aboHeHTa, K TEXHUYECKOMY CpeacTBy
WCIMOH - uenu yrpos.

5. HaBsisbiBaHME NOXHOro MapLupyTa ceTu.

[aHHas yrpo3a peanusyetca OAHMM M3 OBYX CNOCOOOB: MyTEM BHYTPUCETMEHTHOrO
NN MEXCEerMEeHTHOro HaBA3blBaHWA. BO3MOXHOCTb HaBA3bIBAHWS NOXHOIMO MapLipyTa
obycnosneHa HegocTaTkamu, NPUCYLLUMM anropuTMam MapLupyTmsaumm (B YaCcTHOCTU, MU3-3a
npobnembl naeHTMdrKauMmn CeTeBbIX YyNpaBnAlLWMX YCTPOWCTB), B pe3ynbTaTte Yero MOXHO
nonactb, Hanpumep, Ha XOCT WM B CEeTb 3MOYMbIWEHHMKA, FO€ MOXHO BOWTUM B
onepaumoHHylo cpefny TexHuyeckoro cpeactsa B coctaBe WCIOH. Peanusauus yrposbl
OCHOBbIBAeTCH Ha HECaHKLMOHMPOBAHHOM WCNOSNIb30BaHMM MNPOTOKOMIOB MapLupyTM3aumm
(RIP, OSPF, LSP) n ynpasneHuna cetbto (ICMP, SNMP) ana BHeCEeHUs M3MEHEeHuUn B
MapLIpyTHO-aapecHble Tabnuubl. [pu aToM HapywwuTenio Heobxoaumo nocnaTb OT UMEHM
CETEeBOro YMpaBfsilOWEro YCTPOWCTBaA (Hanpumep, MapLipyTu3aTopa) Yynpasnsiollee
coobueHmne (pucyHku 8 n 9).
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6. BHegpeHue noxHoro obbekTa ceTu.

OTa yrpo3a OCHOBaHa Ha WCMNONb30BaHWM HEeOOCTATKOB ariropyuTMOB YAaneHHoro
noucka. B cny4yae, ecnn o6beKTbI CETU N3HAYanNbHO HE MMEIOT agpeCHON MHGopMaLuumn apyr o
apyre, UCnomnb3yTCs pasfiMyHble NPOTOKOMbl yaaneHHoro novcka (Hanpumep, SAP B ceTsax
Novell NetWare; ARP, DNS, WINS B ceTsx co ctekom npoTokosioB TCP/IP), 3akntovatoimnecs
B nepegaye Mo ceTu cneuuarnbHbIX 3anpocoB W MOMYyYEeHUW Ha HUX OTBETOB C MCKOMOM
nHdopmauuen. lNpn aToM cyLlecTByeT BO3MOXHOCTbL MNepexBaTa HapywmuTenem noucKOBOro
3anpoca M Bblda4Yn Ha Hero JIOXKHOro OTBeTa, WCNOoSfib30BaHME KOTOPOro npusener K
TpebyemMoMy MW3MEHEHUI0 MapLUpPYTHO-aApecHbIX [AaHHbIX. B  ganbHenwem Becb MOTOK
MHpopMaLUKN, accoUMMPOBaHHbBIA C OOBLEKTOM-XepTBOW, ByaeT NpoxXoanTb Yepes3 NOXKHbIN
06bekT ceTn (pucyHkm 10-13).
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wtopma DNS-otBeToB Ha DNS-cepBep”

7. OTKa3 B 0bcnyxnBaHuu.

OTN yrpo3bl OCHOBaHbl Ha HedocTaTkax CEeTeBOro NporpamMmHOro obecneyeHusi, ero
YA3BMMOCTSIX, MO3BONAOWINX HapyWUTENo co3gaBaTb YCMOBUS, Korga ornepauuoHHas
cUCTeMa OKasblBaeTCs He B COCTOSAHUM obpabaTtbiBaTb NOCTyNaoLLmMe nakeTbl.

MoryT 6bITb BblAeneHbl HECKOMbKO pa3HOBUAHOCTEN Taknx yrpoa:

a) CKpbITbI OTKa3 B 0OOCNY>XMBAHWW, BbI3BAHHbLIA MPUBMEYEHNEM 4YacTu pPecypcoB
NCMOH Ha o6paboTKy nakeToB, nepedaBaeMblX 3II0YMbILLMIEHHUKOM CO CHWKEHUEM
NPOMYCKHOM CMOCOBHOCTM KaHanoB CBA3W, MNPOU3BOAMTENBbHOCTU CETeBbIX YCTPOWCTB,
HapyweHnem TpeboBaHun KO BpemeHn 06paboTkm 3anpocos. Mpumepamn peanmsaumm yrpos
nogobHOro poga MOryT CRYXWUTb: HaNpaBEHHbIN LWTOPM 3X0-3anpocoB no npotokony ICMP
(Ping flooding), wrtopm 3anpocoB Ha yctaHoBneHne TCP-coeanHeHun (SYN-flooding), wropm
3anpocoB Kk FTP-cepsepy;

0) ABHbIN OTKa3 B 0bCNyXvMBaHWUW, BbI3BaHHbIN McvepnaHnem pecypcos UCTIOH npwu
obpaboTke NakeToB, nepedaBaeMblX  3MOYMbIWIEHHUKOM  (3aHATME BCEW  MOJSIOCHI
NPOMNyCcKaHNA KaHanoB CBSA3W, NMepernosiHeHne odepenen 3anpocoB Ha O6CnyXuBaHue), npu
KOTOPOM feranbHble 3anpocbl He MOryT ObiTb nepefaHbl Yepe3 ceTb M3-3a HeOOCTYNHOCTU
cpebl nepefayn nmbo nosnyyaroT OTKas B OOCNyXMBaHUW BBUAOY MNepPeEnofiIHEHUS odepenen
3anpocoB, AMCKOBOro NpoOCTpaHCcTBa namatv u 1.4. Npumepamn yrpo3 gaHHOro tuna mMoryT
CNYXWUTb WTOPM WnpokoBeLatensHblx |ICMP-axo-3anpocos (Smurf), HanpaBneHHbIA LWTOPM
(SYN-flooding), wtopm coobLieHnn nodtoBomy cepepy (Spam);

B) IBHbIN OTKa3 B OOCMyXWBaHUW, BbI3BAHHbIA HapyLUEHWEM FfOrM4Yeckon CBS3HOCTU
mMexay TexHudeckumn cpencteamum UCIOH npu nepefade HapywuTenem ynpasnsioLmnX
COOBLLEHUN OT MMEHMU CETEBBLIX YCTPOWCTB, MPUBOAALLNX K UBMEHEHUIO MapLUPYTHO-aApECHbIX
AaHHbIX (Hanpumep, ICMP Redirect Host, DNS-flooding) wnu wvaeHTUdUKALNMOHHONW W
ayTeHTUUKaLNOHHOM MHGOPMaLMK;

r) ABHbIA OTKa3 B 06CnyXnBaHuu, Bbi3BaHHbIN Nepeaayvyen 3royMblLUNIEHHUKOM NakeToB
C HecTaHgapTHbiMM aTpubytamu (yrposbl Tuna "Land", "TearDrop", "Bonk", "Nuke",
"UDP-bomb") unn umerowmx OnvHy, NpeBbIAOLY0 MaKCMMarnbHO AO0MNyCTUMbIN pasmep
(yrposa Tuna "Ping Death"), 4yTo MOXeT npmBecTn K COO0 CeTeBbIX YCTPOMCTB, YHaCTBYHOLLUNX
B 00paboTke 3anpocoB, Mpu YCNOBUM Hanuuus oOwWMOOK B nporpammax, peanuayloLmx
NPOTOKOSIbI CETEBOrO 06MeHa.

Pesynbtatom  peanu3auunm  JaHHOW  yrpo3bl  MOXeT  CcTaTb  HapyleHue
paboTOCNOCOBHOCTM COOTBETCTBYIOLWEN CryxObl NpefoCTaBfeHus yaaneHHoro Aoctyna K
MAH 8 UCIOH, nepegada ¢ 0gHOro agpeca Takoro KonM4ecTBa 3anpoOCOB Ha MOAKITOYEHNE K
TexHu4yeckomy cpeactsy B coctaBe VCIOH, kakoe MakcuManbHO MOXeT "BMecTUTb" Tpadumk
(HanpaBneHHbIM "WTOPM 3anpocoB"), YTO BreYyeT 3a cobon nepenosniHeHne ovyepeam 3anpocos
N OTKa3 OAHOWN N3 CeTEBbIX CY>XO MM NOMHY OCTAaHOBKY KOMMbOTEPA U3-3a HEBO3MOXXHOCTM
CUCTEMbI 3aHMMATbCS HUYEM APYrMM, Kpome 0b6paboTkm 3anpocos.

8. YaaneHHbIn 3anyck NpUnoXeHuin.

Yrpo3a 3akniwo4vaetcsd B CTpemsieHun 3anyctutb Ha xocte WCIOH pasnuyHble
npefBapuTenbHO BHeOPEHHbIE BPEeAOHOCHbIE MpOorpamMmbl: NPOrpaMmbl-3aknagki, BUPYCHI,
"ceTeBble LWMWOHBLI", OCHOBHAA LUeNb KOTOPbIX - HapyweHue KOoHPUAEHUNanbHOCTH,
LEeNOCTHOCTWN, OOCTYNHOCTU MH(popMauMm M MNOMHbIN KOHTPOSb 3a paboTton xocTta. Kpome
TOro, BO3MOXEH HEeCaHKLUMOHUPOBAaHHbLIN 3anycK MpuKnagHblX nporpaMm nonb3oBartenen ongd
HECaHKLUMOHUPOBAHHOIO MOSy4YeHUs HeobXoOuMbIX HapyLMTEento AaHHblX, Ans  3anycka
ynpasnsemMblx NpuKnagHou nporpaMmMon npoueccos 1 ap.

BblgensatoT Tpy nogknacca AaHHbIX Yyrpos:

1) pacnpocTpaHeHve ¢annoB, coepXalmx HeCaHKUMOHUPOBAaHHbLIA WUCMOMNHAEMbIN



Ko,

2) yoaneHHbIn 3anyck NPUNOXeHns nytem nepenosiHeHns Bydepa
NPUIIOXXEeHNN-cepBepPOB;

3) yOoaneHHbIn 3anyck NpuUnoXeHnsa nyteM UCnosib3oBaHMUS BO3MOXHOCTEN yaaneHHoro
yrnpaBneHns CUCTEMOW, NpefocTaBngeMblX CKPbITbIMA MNPOrpaMMHbIMKM U annapaTHbIMA
3aknagkamu nmbo ncnonb3yembiMU LWTaTHbIMU CpeacTBamMuU.

TunoBble yrpo3bl NepBoro U3 ykasaHHbIX NOOKIIaCCoOB OCHOBbLIBAKOTCA Ha akTUBM3aLUUK
pacnpocTpaHsieMbix hannos nNpu criydanHoMm obpalleHnn K HUM. MNMpumepammn Taknx dannos
MOTYT CNyXUTb: dpainbl, cogepXalme UCNoNHAeMbl Ko4 B BUAE MakpOKOMaHL (4OKYMEHTbI
Microsoft Word, Excel n T.n.); html-gokymeHTbl, coaepawme MCNoNHAeMbli Ko4 B Buae
anemeHToB ActiveX, Java-annnetoB, MHTEpPnpeTupyemMblX CKpUNTOB (Hanmpumep, TeKCTbl Ha
JavaScript); dhannbl, cogepxaline mncnonHsemble koabl nporpamm. [Ona pacnpocTtpaHeHust
hannoB MOryT MCMNONb30BaTbCA CAYXXObl 3NEKTPOHHOM MOYTLI, Nepegadn annos, ceTeBomn
¢rannoBon CUCTEMBI.

Mpwn yrposax BTOpOro rnogknacca UCnonb3yrTca HeLOCTaTKM NporpaMmm, peanuayoLwmx
ceTeBble CEPBUCHI (B YaCTHOCTU, OTCYTCTBME KOHTPONS nepenonHennsa dydepa). Hactponkon
CUCTEMHBIX PErnMcCTPOB WHOrAa YyAaeTcs MNepeknioynTb npoueccop nocne npepbiBaHus,
BbI3BaHHOro nepenosiHeHnem Bydepa, Ha UCNONHEeHWe Koda, COAepXallerocs 3a rpaHvuen
Oydepa. lNpumepom peanumsauum TakoW Yrpo3bl MOXET CNYXWUTb BHeLpPEeHWe LUMPOKO
n3secTHoro "Bupyca Moppuca".

Mpwn yrposax TpeTbero nogkracca HapyLwuTenb UCMNonb3yeT BO3MOXHOCTU yaaneHHOro
yrpaBreHns CUCTEMOW, npefocTaBnseMble  CKPbITbIMW  KOMMOHEHTaMu  (Hanpumep,
"TposHckuMmKn" nporpammamu Tuna Back Orifice, Net Bus) nunbo wratHbiMn cpeacTBamu
ynpaBneHnss M agMMHUCTPUPOBaHMS KOMMNblOTEPHbIX ceTen (Landesk Management Suite,
Managewise, Back Orifice n T.n.). B pesynbtate ux MCNofb3oBaHUS yaaeTca Ao0uTbes
yAaneHHOro KOHTPOrs Hag CTaHUuMen B CETU.

CxeMaTU4yHO OCHOBHble 3Tanbl paboTbl 3TUX MAPOrpamMMm BbIMAOAT cnegyownm
obpasowm:

WMHCTaNMauUMs B NaMaTu;

OXMAaHue 3anpoca C yaaneHHOro XocTa, Ha KOTOPOM 3anyLlieHa KrMeHT-nporpamma, u
obMeH ¢ Helr cooOLEHNAMN O TOTOBHOCTMU;

nepegava nepexsayeHHoOW UHOpMaLUKN KITUEHTY NN NPeaoCTaBrieHne eMy KOHTPOss
Haf aTakyeMblM KOMMNbIOTEPOM.

Bo3moxHble nocneacTeust OT peanu3auumn yrpo3 pasnuyHbIX KNaccoB MpuUBEOEHbI B
Tabnuue 3.

Tabnuua 3

Bo3MOXHble NocneacTBUs peanusaumm yrpo3 pasfinyHbIX KNaccoB

N Tun ataku Bo3moxHble nocneacTeuns
n/n

AHanna ceTeBoro Tpaguka WccnepoBaHne XapaKTepUCTuK CeTeBoro
Tpaduka, nepexsaT nepegaBaeMblX JaHHbIX, B
TOM u4ucne wnaeHTUdUKaTopoB W naponen
nonb3oBartenemn

2 CkaHupoBaHue cetun OnpepgeneHne NpoTOKOMOB, AOCTYMHbIX MOPTOB
ceTeBbIX Cnyxb, 3akoHOB (hOpMMPOBaHUSA
NOEHTUPUKATOPOB  COEAVMHEHUN,  aKTUBHbIX




CeTeBbIX CEpBUCOB, WOEHTU(MPUKATOPOB W
naponeu nonb3oBaTenen

"MNaponbHan" aTaka

BbinonHeHne ntoboro
JencTeus, CBA3aHHOro c
HeCaHKLMOHMPOBAHHOIO JOCTyna

OECTPYKTUBHOIO
nony4vyeHnem

MoameHa goBepeHHOro obbekTa

cetun

M3meHeHne Tpacchl NPOXOXAEHUA COOOLLEHNI,
HeCaHKLMOHNPOBaHHOE n3mMeHeHue
MapLUPYyTHO-aApPEeCHbIX OaHHbIX.
HecaHKUMOHMPOBaHHbBIA  OCTYN K CeTeBbIM
pecypcaM, HaBs3blBaHWE JIOXXHOM MHGOpMaLIMn

HaBsa3sbiBaHWe noxHoro mapwpyTta | HecaHKUMOHMpPOBaHHOE N3MeHeHne
MapLpyTHO-aApecCHbIX [AaHHbIX, aHanms u
mMoamdmkaumns nepegaBaeMbiX OaHHbIX,
HaBs3blBaHME NOXHbIX COOOLEHWI

BHenpeHwne noxHoro obvekta cetn | MNepexsat n NpPoOCMOTp Tpadouka.

HecaHKUMOHMPOBaHHbBIA  OCTYN K CeTeBbIM
pecypcam, HaBsi3blBaHWE JIOXXHOM MHGOpMaLn

OTkas | YactnyHoe ucyepnaHue CHwKeHne nponyckHOM CMOCOOHOCTU KaHarnos
B pecypcoB CBA3M, NpoOn3BOANTENBHOCTH CeTeBbIX
obcny yctponcTtB. CHwxeHne npoun3BoauTeNbHOCTH
XnBa CEPBEPHbIX NPUNOXEHUN
HuM | MNonHoe ncyepnaHue | HeBo3MOXXHOCTb MNepedayvm coobllieHun ms-3a
pecypcoB OTCYTCTBMSI OOCTyna K cpeae nepegayu, otkas
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ncnoJib3yemMbiMn
LUTAaTHbIMW CpeacTBamMu

Mpouecc peanusauunm yrpossbl B 06LLEM Crlydyae COCTOUT U3 YeTbIpex 3Tanos:

cbopa nHpopmaumu;

BTOP>KEHMUS (NPOHUKHOBEHNSA B ONEPALMOHHYIO cpeay);

OCYLLEeCTBMNEHNA HECaHKLMOHNPOBAHHOIO JOCTYNa;

NYKBMOAaUMM cnegoB HeCaHKUMOHMPOBAHHOMO AoCTyna.

Ha oatane cbopa wuWHdOpMaLMM HapywmnTensa MOryT WHTepecoBaTb pasfnyHble
cBenennsa 06 NCIH, B TOM yucne:

a)o TOonosiorMm cetn, B KOTOPOW dyHKUMOHUpYyeT cuctema. [lpu atom MoxeT
nccnenoBatbCsl 06nacTb BOKPYr CeTU (Hanpumep, HapywmTens MoryT MHTepecoBaTb agpeca
AOBEPEHHbIX, HO MeHee 3alMuLeHHbIX XOCToB). [1ns onpefeneHus AOCTYNHOCTM XOCTa MOryT
MCNonb30BaTbCs NpoOCTeNlne KoMaHnabl (Hanpumep, KoMaHga ping Ans  MOCbIfKKY
ICMP-3anpocoe ECHO_REQUEST c¢ oxmgaHuem Ha Hux ICMP-otBeToB ECHO_REPLY).
CyLlecTBYHOT yTUNAUTbI, OCYLLECTBAIOWME NnapansenbHoe onpegeneHne Ao0CTYNHOCTU XOCTOB
(takme kak fping), KoTopble CrNOCOBHbLI NpockaHMpoBaTb Oonblyd o06MNacTb agpecHoro
npocTpaHCcTBa Ha npeaMeT [OOCTYMHOCTM XOCTOB 3a KOPOTKUA MPOMEXYTOK BPEMEHW.
Tononorust ceTm 4acTto onpeaeniseTca Ha OCHOBaHWUM "cyeTyuka y3noB" (OuUcCTaHuuu mexagy
xoctammn). MNpu 3TOM MOryT NPUMEHATLCA Takne MeToabl, kak "mogynauum TTL" 1 3anucu
MapLipyTa.

MeTtog "moagynsumm TTL" peanusoBaH nporpammon traceroute (ana Windows NT -
tracert.exe) n 3aknoyaetca B mogynsumm nons TTL IP-naketoB. Ona 3anvcyn mapipyTta
mMoryT ucnono3oBartbcs ICMP-nakeTbl, CoO3gaBaeMble KOMaHLOM ping.

C6op nHdopmMauum MoOXeT ObITb Takke OCHOBaH Ha 3anpocax:

kK DNS-cepBepy 0 cnucke 3apermcTpMpoBaHHbIX (U, BEPOSTHO, aKTUBHbIX) XOCTOB;

K MapwpyTtusatopy Ha ocHoBe npoTtokornia RIP 006 wu3BeCTHbIX MapLupyTax
(nHbopmauma o Tononorum ceTn);

K HEKOPPEKTHO CKOH(UrypUpOBaAHHbIM YCTPOMCTBaAM, MNOAAEPXKMBAOLLMM MPOTOKON
SNMP (nHdopmaumst 0 TONoNorum cetn).

Ecnm WCIIOH HaxoguTcs 3a MexceTeBbiM 3kpaHom (M3), Bo3MOXeH cbop
nHdopmMauum o koHdurypauum M3 u o tononorum UCIMOH 3a M3, B TOM 4dncne nytem
NOCbISIKM MaKeTOB Ha BCe MOPTbl BCEX MpegnosiaraeMbiX XOCTOB BHYTPEHHEN (3alumLLaemMon)
ceTu;

6) o Tune onepaumoHHon cuctembl (OC) B WCIIOH. Cambii M3BeCTHbIN Cnocob
onpegenenna tuna OC xocTa OCHOBaAH Ha TOM, YTO pas3nuyHble Tunbl OC no-pasHoMy
peanun3ytoT TpeboBaHna ctaHgapTtoB RFC k cteky TCP/IP. 3710 no3BonsieT HapywuTento
yaaneHHo naeHtudgpuumposate Tmn OC, yctaHoBneHHon Ha xocte VCIMOH nyTem nocbinku
crneumanbHbiM 06pa3omM ChopMMPOBAHHBIX 3anNpPOCOB M aHanNu3a noslydeHHbIX OTBETOB.

CyLlecTBylOT cneumanbHble CpeacTBa, peanuaylowme AaHHble MeToAbl, B YaCTHOCTH,
Nmap 1 QueSO. MoxHO oTMeTUTbL TaKkke Takon meton onpegeneHunsa tuna OC, kKak
NPOCTENLLMA 3anpoC Ha YCTaAHOBMEHME COEeAWHEHUs MO MPOTOKOMYy yAaneHHoro JocTtyna
telnet (telnet-coegnHeHwnsi), B pesynbTaTe KOTOpOro no "BHelHeMy BuAay" OTBeTa MOXHO
onpegenutb TMn OC xocta. Hanuume onpeneneHHbIX CEPBUCOB TakKkKe MOXET ChyXuTb
AO0NOSTHUTENbHBIM NPU3HakoM Ansa onpeaenenus tuna OC xocTa;

B) O (DYHKLIMOHMPYIOLLMX HA XOCcTax cepucax. OnpegeneHme cepBmMCcoB, UCMNOSTHAEMbIX
Ha XOCTe, OCHOBaHO Ha MeTOoAE BbisIBIEHUs1 "OTKPbITbIX MOPTOB", HanpaBrneHHOM Ha cbop
MHdOpMaUuKn 0 JOCTYNHOCTU XocTa. Hanpumep, ans onpeaenenus goctynHoctu UDP-nopTta
Heo6xo4MMO NOoNy4YnUTb OTKNKK B OTBET Ha nocblniky UDP-nakeTa cooTBeTCTBYHOLLEMY MOPTY:

ecnm B oTtBeT npuwno coobuwenne ICMP PORT UNREACHEBLE, 70



COOTBETCTBYHOLLMIA CEPBUC HEOQOCTYNEH;

€eCcnu gaHHoe coobLeHne He NOCTYNUIIO, TO NOPT "OTKPbLIT".

Bo3amoxHbl Becbma pasHoobpasHble Bapuauuum MCMNOMb30BaHUA J3TOr0O MeToda B
3aBMCUMOCTU OT UCMNONb3yeMOro NpoTokona B cteke npotokonos TCP/IP.

Ona aeTomaTtusauum cbopa uHdpopmaumm o6 WCIOH paspaboTaHO MHOXECTBO
nporpaMmHbIX CpeacTB. B kayecTBe npumMepa MOXHO OTMETUTb CNeayoLlne U3 H1X:

1) Strobe, Portscanner - onTuMmn3anpoBaHHble cpeacTBa onpefeneHns O0CTYMHbIX
cepBucoB Ha ocHoBe onpoca TCP-nopTos.;

2) Nmap - cpeiCTBO CKaHMpPOBaHUS OOCTYMHbIX CEPBUCOB, npeaHasHadeHHoe ans OC
Linux, FreeBSD, Open BSD, Solaris, Windows NT. fABnsietca cambiM NONynsipHbiM B
HacTosiLLee BpeMs CpeCTBOM CKaHMPOBaHUS CETEBbLIX CEPBUCOB;

3) Queso - BbICOKOTOYHOE cpeacTBo onpeneneHna OC xocTa ceTu Ha OCHOBE MOCHLISNKN
Lenn KOPPEKTHbIX M HekoppeKkTHbiXx TCP-nakeToB, aHanu3a OTKNUKa U CpaBHEHUA ero C
MHOXXECTBOM M3BECTHbIX OTKMMKOB pa3nuyHbix OC. [JaHHOe cpeacTtBO Takke SABNAeTcs
NonynsipHbIM Ha CErOAHALWHNA AeHb CPEACTBOM CKaHUPOBAHUS;

4) Cheops - ckaHep TOMOMNOrMM CeTU NO3BOMSET NOSYYMTb TOMOSOMNI0 CEeTK, BKIOYas
KapTUHY gomeHa, obnactu IP-agpecoB u 1.4. Npn atom onpegensetca OC xocTta, a Takke
BO3MOXHbIE CETEBbIE YCTPONCTBA (NPUHTEPLI, MApPLLUPYyTU3aTOpPLI U T.4.);

5) Firewalk - ckaHep, ucrnonb3ylowun MeTodbl nporpammbl traceroute B MHTepecax
aHanmsa oTknuMka Ha IP-nakeTbl Ana onpeaeneHus KoHurypaumm MeXCeTeBOoro akpaHa um
NOCTPOEHNA TOMOSOrMKN CETH.

Ha atane BTOpXeHUs UccrnegyeTcsl HanuMume TUMOBbIX YS3BMMOCTEW B CUCTEMHbIX
cepBucax wnuM OWKMOOK B aAMUMHUCTPUPOBAHUM CUCTEMBbI. YCNEewWHbIM pes3ynbTaToM
NCMNONb30BaHNA YA3BMMOCTEN OObIYHO SBMSETCA MOMyyYeHUe npoLEeCCOM HapyLuTens
NPUBUIIETMPOBAHHOIO peXuMa BbINOMHEHNA (JOCTyna K MPUBUIENMPOBAHHOMY PEXUMY
BbIMOSIHEHNS KOMAHAHOrO Npoueccopa), BHECEHNE B CUCTEMY YYETHOM 3anuUCU HE3aKOHHOIo
nonb3oBaTens, nonyvyeHne (panna naponen wnNu HapyweHune paboTocnocobHOCTU
aTaKyemoro xXocTa.

OTOT aTan pasBuUTUS Yrposbl, Kak npaBuno, aBnseTcs MHorogasHeiM. K dasam
npouecca peanuaaumm yrpo3bl MOryT OTHOCUTLCS, HaNpUMep:

YCTaHOBJIEHNE CBSA3N C XOCTOM, OTHOCUTESTbHO KOTOPOro peannsyeTcs yrpoaa;

BbIsIBMIEHNE YSA3BUMOCTY;

BHeOpeHue BpeOHOCHOM NporpamMMbl B MHTEpecax pacluMpeHust npas v ap.

Yrpo3bl, peanudyemble Ha 3Tane BTOPXEHWs, NOAPa3LAENsiTCsA MO YPOBHAM CTeka
npoTokosioB TCP/IP, nockonbky oOpMUPYOTCS HA CETEBOM, TPAHCMOPTHOM UIK NPUKITagHOM
YPOBHE B 3aBMCUMOCTU OT UCMOJSIb3YEMOro MexaHn3mMa BTOPXKEeHUS.

K TMnoBbIM yrpo3am, peannsyemMbiM Ha CETEBOM W TPAHCNOPTHOM YPOBHSIX, OTHOCATCS
Takue Kak:

a) yrposa, HanpasfeHHas Ha NogMeEHY AOBEPEHHOIO 00bLEKTA;

0) yrposa, HanpaBfeHHasa Ha co3faHne B CETU JIOXKHOIMo MapLupyTa;

B) Yrpo3bl, HanpasfeHHble Ha Co3haHuMe JIOXKHOr0 oObekTa C MCNoSfib30BaHUEM
HeOCTaTKOB anropuTMOB yaaneHHOro noucka;

r) yrposbl Tuna "oTkas B obcnyxumBaHuMK", OCHOBaHHble Ha |IP-gedparmeHTaumm, Ha
dopmmpoBaHun HekoppekTHbix ICMP-3anpocos (Hanpumep, ataka "Ping of Death" n "Smurf"),
Ha dopmmpoBaHun HekoppekTHbix TCP-3anpocoB (ataka "Land"), Ha cos3gaHum "wTopma”
nakeToB C 3anpocamu Ha coeanHeHue (atakm "SYN Flood") u ap.

K TuMnoBbIM yrposam, peanudyemblM Ha MpUKNagHOM YPOBHE, OTHOCATCHA Yrpo3bl,
HanpaBfieHHble Ha HEeCaHKUMOHMPOBAHHbLIA 3amnycKk MpPUIoXeHU, Yrposbl, peanusauus
KOTOpPbIX CBSi3aHa C BHeEAPEHWEM MporpamMMHbIX 3aknagok (Tuna "TPOAHCKUMM KOHb"), C
BbIsiIBIeHWEM naposnen JOoCTyna B CeTb UMK K onpeaeneHHOMY XOCTy U T.4.



Ecnn peanusaums yrposbl He NpuHecna HapywuTesilo HauBbICLLUMX NpaB gOCTyna B
cUCcTeMe, BO3MOXHbI NMOMbITKW paclUMpeHns 3TUX nNpasB 40 MakCMMasnbHO BO3MOXHOMO YPOBHSI.
[nsa aToro MOryT MCnosib3oBaTbCA YA3BUMOCTU HE TOSMbKO CeTeBbIX CEPBUCOB, HO W
YS1I3BUMOCTM CUCTEMHOro nporpammMmHoro obecneyenunsa xoctos ACI1gH.

Ha aTane peanusaumm HeCaHKLUMOHMPOBAHHOIO JOCTYNa OCYLLECTBNASETCS COOCTBEHHO
OOCTUXEHWe Lenu peanusaumm yrposbi:

HapyLleHne KOH(pnaeHumMansHoOCTH (konupoBaHue, HenpaBoMepHoe
pacnpocTpaHeHue);

HapyLLleHWe LeNTOCTHOCTU (YHUUYTOXEHNE, UBMEHEHNE);

HapyLleHne A0CTYNHOCTM (GnoKknpoBaHue).

Ha atom >xe 3Tane, nocne ykasaHHblIX OEWUCTBUW, Kak Mpasurio, opmupyeTcs Tak
Ha3blBaeMbI "4epHbli BxOA4" B BMOE OQHOrO M3 CEPBUCOB (OAEMOHOB), OBGCMYXMBAKOLLMX
HEKOTOPbLIN MOPT U BbINOSHAKLWMX KOMaHAbl HapywuTend. "HepHbln Bxod" octaBndeTcs B
cucTeme B MHTepecax obecneyeHus:

BO3MOXHOCTM MONY4UTb AOCTYM K XOCTYy, Oaxe ecnu agMUHUCTpaTop YCTpaHuT
NCNONb30BaHHYO ANS yCrneLwHon peanusaunm yrposbl ya3BMMOCTb;

BO3MOXXHOCTM MOMYYNTb AOCTYN K XOCTY Kak MOXHO 6osiee CKpbITHO;

BO3MOXHOCTU MOMy4YMTb LOCTYN K XOCTYy ObICTPO (HEe MOBTOPSAS 3aHOBO MpoLecc
peanusauuu yrpossl).

"UepHbIn BXxo4" NO3BOMSET HAPYLUMTENIO BHELPUTL B CETb UMM Ha OnpeaesieHHbIN XOCT
BPeJOHOCHYKO nporpaMmmy, Hanpumep, "aHanusatop naponen” (password sniffer) -
nporpamMmy, BbIOENSAIOWY MONb3oBaTeNbCkMe MAEHTUMKATOPbl U Naponu K3 CceTeBoro
Tpaduka npu paboTe NpoToKonoB BbicOKOro yposHsa (ftp, telnet, rlogin u 1.4.). O6bekTamm
BHEAPEHNST BPEOOHOCHbIX MporpamMm MOryT ObiTb  Nporpammbl  ayTeHTUUKaUMM U
naeHTurKaummn, ceTeBble CepBUCHI, 9O0PO OMepauuoHHOM CUCTEMbI, ¢hannoBasd cUCcTeMa,
ononuoTteku n T.4.

HakoHel, Ha 3Tane nukBMgaumm CcrnegoB peanu3aumm yrposbl OCyLLeCcTBNsieTcs
nonbiTKa  YHUYTOXEHWUS CcnefoB  OeWCTBUMW  HapywwuTens. [lpy  3TOoM  ygansawTcs
COOTBETCTBYHOLLME 3aMNnCU U3 BCEX BO3MOXHbIX XYPHanoB ayauTa, B TOM Yucne 3anucu o
dakTe cbopa nHdopmaumu.

5.5. O6Lan xapaKkTepucTuka yrpo3s nporpaMmMHoO-MmaTte MaTU4ECKNX BO3AEUCTBUN

[MporpamMmMHO-MaTeMaTn4eckoe BO3OENCTBME - 9TO BO3LENCTBME C  MOMOLLbLHO
BPEAOHOCHbIX nporpamm. [lporpammor ¢ NOoTeHUManbHO OMNacCHbIMW MOCNEACTBUSIMA UMK
BPEAOHOCHOW MNpPOrpamMMoKn HasblBalOT HEKOTOPYK CaMOCTOSATESNbHYK nporpammy (Habop
WHCTPYKLUMI), KOTOpasi cnocobHa BbINOMHATL Noboe HenycTtoe NMOAMHOXECTBO CreadyrLmnX
YHKUMN:

CKpbIBaTb NPU3HaKM CBOEro NPUCYTCTBMSA B MPOrpaMMHON cpefe KOMMNbITepPa;

obnagate CNOCOBHOCTLIO K camogybnupoBaHuio, accoumMmpoBaHulo cebs ¢ apyrumu
nporpammamu 1 (MnNu) nepeHocy cBoux bparMeHTOB B MHble obnactu onepaTtMBHOW WUIK
BHELUHEW NAMSATH;

paspywaTtb (UCKaxaTb MpPOU3BOSIbHBIM 006pas3oM) Kog nporpaMM B OMNepaTMBHON
namsaTu;

BbINOMHATL 6€3 MHUUMMPOBAHUS CO CTOPOHbI Monb3oBaTens (Mofb30BaTerbCKOM
nporpamMmbl B LUTATHOM PEXWUME €€ BbINOSIHEHUS) AECTPYKTUBHbBIE PYHKLMN (KOMMpOBaHMe,
YHUYTOXEHUe, BnoknpoBaHue u T.n.);

COXpaHsATb oparMeHTbl MHGPOPMaLMM U3 ornepaTUBHOM NamMATN B HEKOTOPbIX 0BnacTax
BHELLHEN NamaATh NPSIMOro AoCTyna (NoKanbHbIX UK yaaneHHbIX);



NCKaXkaTb MPOM3BOSIbHBEIM 06pa3om, GrokupoBaTtb U (MNKN) NOAMEHATE BbIBOAMMBIA BO
BHELLHIO NaMsTb UMK B KaHan CcBA3W MaccuB MHGopMaumm, obpasoBaBLUniCcsa B pesyrbTaTe
paboTbl NPUKNagHbIX NPOrpaMm, UNKN yxXe Haxoddwmeca BO BHELWHEW NamMsiTM MacCuBbl
AaHHbIX.

BpenoHocHble nporpamMmmbl MOTryT ObITb BHECEHBI (BHEAPEHDI) Kak NpegHaMepeHHo, Tak
U cnyyamHo B nporpammHoe obecnedeHune, ucnonbdyemoe B WCIIOH, B npouecce ero
pa3paboTkM, COMPOBOXAEHMS, MoaucukaumMm u HacTponku. Kpome aToro, BpenoOHOCHbIE
nporpaMmmbl MOryT 6bITb BHECEHbI B npouecce akcnnyataumm VCIMOH ¢ BHELWWHUX HOCUTENEN
MHOpMaUUN UNn NOCPEeACTBOM CETEBOro B3auMOOeWCTBUsS Kak B pesynbtate HC[, Tak u
cnyyanHo nonb3oBatensamu NCIOH.

CoBpeMeHHble BpeOHOCHbIE MPOrpaMmMbl OCHOBaHbl HA UCMOSIb30BaHUM YS3BUMOCTEN
pasnuMyHoro poja nporpammMHoro obecneyeHust (CUCTEMHOro, obuiero, MNpUKNagHoro) u
pa3Hoobpa3sHbiX CeTeBbiX TEXHOMOrnn, obnagatT LWWMPOKMM CNEKTPOM LAEeCTPYKTUBHbIX
BO3MOXHOCTEN (OT HEeCaHKUMOHMpOBaHHOIro wuccrnegosaHna napameTtpos WCIMOH 6Ges
BMewaTenbctBa B dyHKumMoHuposaHne WCIOH, oo yHudtoxeHwus [OH v nporpamMmHOro
obecneyvenna UCIIOH) n MoryT aencrteoBaTb BO BCEX BMOax NporpamMmMHOro obecneveHus
(cuctemHoro, npuknagHoro, B ApariBepax annapaTtHoro obecneyeHunsa n t.4a.).

Hanuune B VCIH BpeooHOCHbIX NporpaMmmM MOXeT cnocobcTBoBaTb BO3HMKHOBEHUIO
CKPbITbIX, B TOM 4YMCfle HETPaAMUMOHHBLIX KaHanoB AO0CTyna K MHdopmauumn, no3BOnsrLLnX
BCKpbIBaTb, 06X0AMTb MM OBrOKMPOBaTb 3alUUTHblE MeXaHu3Mbl, MPedyCMOTPEHHblE B
cUCTeEME, B TOM YMCIe NaponbHY N KpUNTorpauyeckyto 3aLumTy.

OCHOBHbIMUM B1UaamMu Bpe4OHOCHbIX NporpamMMm siBRSIOTCS:

NpOorpaMmHble 3aKnaaKu;

Knaccuyeckme nporpaMmmHble (KOMMbIOTEPHbIE) BUPYChI;

BPEAOHOCHbIE MPOrpamMmbl, pacnpoCTpaHsoWmnecst No cetu (ceTesble YepBu);

Apyrne BpeAoHOCHbIe NporpaMmel, NpegHasHadeHHble Ans ocywectsnenna HCL.

K nporpammHbIM 3aknagkaMm OTHOCATCA Nporpammbl, oparMeHTbl Koda, UHCTPYKLUMMK,
dopmupyloLLMe  HeLeKnapuMpoBaHHblE  BO3MOXHOCTM  NPOrpamMHOro  obecneyeHus.
BpenoHocHble nporpamMmmbl MOryT MepexoauTb M3 OOHOro0 Buaa B LPYrOW, Hanpumep,
nporpaMmMHas 3aknagka MOXEeT CreHepupoBaTb MPOrpaMMHbIA BUPYC, KOTOPbIA, B CBOIO
odyependb, nonae B YCNOBUS CETU, MOXET COPMMPOBATL CETEBOrO YEpBS MM OpYryro
BPEAOHOCHYI0 nporpammy, NnpeaHasHayveHHyo ans ocywectenenna HCL.

Knaccudpmkaumss nporpaMmHbIX BMPYCOB W CETEBbIX 4YepBeEW NpeacTaBfneHa Ha
pucyHke 14. KpaTkaa xapakTepucTuka OCHOBHbIX BPEOOHOCHbLIX MporpamMm CBOAUTCA K
cnegyouwiemMy. 3arpy3oudHble BMPYCbl 3anucbiBaloT ceba nnbo B 3arpy304HbI CEKTOP AUCKa
(boot-cekTop), NMMBO B CEKTOP, coaepKaLlun CUCTEMHbIN 3arpy3yunk BuH4ectepa (Master Boot
Record), nMbo MeHsT ykasaTenb Ha akTUBHbIN boot-cekTop. OHM BHegpsAlTCs B NaMsTb
KOMMblOTEpa Mpu 3arpy3ke C UHPULMPOBAHHOrO Aucka. [Mpy 3TOM CUCTEMHbIN 3arpy3yumk
CUMTbIBAET COAEPXMMOE MEepBOro CeKTopa AUcKa, C KOTOPOro MNpou3BOAUTCS 3arpyska,
nomellaeT CUYUTaHHY0 WHopMauuio B NamMATb M nepefaeTr Ha Hee (T.e. Ha BUMpPYC)
ynpaeneHue. llocne 3TOro HauyMHalT BbIMNOMHATLCA WMHCTPYKUUW BMpPYCa, KOTOPbIA, Kak
npaBumno, ymeHbLllaeT o6bem cBOO6OOHON NaMATH, KONUpyeT B 0CBOOOAMBLUEECS MECTO CBOW
KOO W CcuMTbiBaeT C [Jucka CBOe npofofbkeHuMe (ecnn OHO ecCTb), nepexBaTbiBaeT
HeobxoouMmble BekTopa npepbiBaHUn (006biMHO - INT 13H), cuuTbiBaeT B namsATb
opurMHanbHbIA boot-cekTop 1 nepefaeT Ha HEro ynpaereHue.

B panbHenwem 3arpy3ouHbii  BUpYC BedeT ceba Tak ke, Kak (annoBblNi:
nepexeatblBaeT obpalleHus onepauuoHHOW CUCTEMbl K AMCKaM W WHUUMpyeT wux, B
3aBUCMMOCTN OT HEKOTOPbIX YCMOBUN COBEpLUAET AECTPYKTUBHbIE OENCTBUSA, Bbl3blBAET
3BYKOBble a(pdeKTbl UNn BUAEO3IPAEKTDI.

OCHOBHbIMM  OECTPYKTUBHbIMW  OENCTBUSMM, BbIMOMHAEMbIMA  3TUMW  BUpPYCaMM,



ABNAKOTCA:

YHUUYTOXEHNE MHpopMaLMK B CEKTOPaX OUCKET U BUHYECTEpa;

UCKITHOYEHNE
"3aBucaet");

UCKaXXeHne Koda 3arpys3duka,

BO3MOXHOCTU

3arpysku

ornepaumoHHOMn

CUCTEMBbI

dhopmaTupoBaHne ANCKET UMM NOMMYECKUX ANCKOB BUHYECTEPa;
3akpbiTve goctyna Kk COM- un LPT-nopTam;
3aMeHa CMMBOJIOB MpuY NevyaTn TEKCTOB;

noaepruBaHus akpaHa;
N3MEeHeHne MeTKN aucka unu OUCKeTbI;
co3gaHune nceBgoCOONHbIX KIacTepos;
co3faHue 3BYKOBbIX W (MNKn) BU3yanbHbIX addekToB (Hanpumep, nageHne 6GykB Ha

3KpaHe);

nopya pannos JaHHbIX;

nepesarpyska KoOMrnbroTepa,

BbIBOA Ha 9KpaH pa3HOobpasHbIX COOBLLEHWI;
OTKITOYEHME NepuepunHbIX YCTPOMUCTB (Hanpumep, KrnaesmaTypsbl);

M3MEHEHNE NAJTUTPbI SKpaHa,

3anoJsyiHeHne 3KpaHa NoCTOPOHHUMKN CMMBOJTaMnN UITN I/I306pa)KeHI/IFIMI/I;
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"PucyHok 14. Knaccudukaumsi nporpaMmMHbIX BUPYCOB U CETEBLIX YepBen”
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noralleHne aKkpaHa 1 NepeBo B PEXUM OXMAaHWUS BBOAA C KraBuaTypbl;
LUMpOBaHNE CEKTOPOB BMHYECTEPA;
BbIDOPOYHOE YHUYTOXEHME CUMBOJIOB,

KrnaBunaTypbil,

BbIBOOAMMbBIX Ha

YMEHbLLUEHNE obbema ornepaTuBHON NamMATw;
BbI30B ne4yatu coaep>XmMMoro aKpaHa,
6J'IOKVIpOBaHVIe 3anncun Ha anck;

yHu4TOXEeHue Tabnuubl pasbueHunsa (Disk Partition Table),

3KpaH npw

Habope ¢

nocne 3TOro KoMmnbrTEpP



MOXHO 3arpy3uTb TOMbKO C pNonnu-gucka;

OnoknpoBaHue 3anycka UCrnosHAeMbIX annos;

GnokmpoBaHue AoCTyna K BUHYECTEpY.

BonbLUMHCTBO 3arpy304HbIX BUPYCOB NepesanncbiBatoT cebsa Ha doronnu-ancku.

dannoBble BMPYCbl NPY CBOEM PasMHOXEHUM TEM UIM UHBIM CMOCOBOM MCMOMb3YHT
dannoByto cUCTEMY Kakon-nmbo onepaumoHHon cuctembl. 1o cnocoby 3apaxeHunsa dannos
BUpPYCbl OenaTca  Ha 3amewarowme  ("overwriting"), napasuTtudeckne  ("parasitic”),
KomnaHboH-BMpychbl ("companion"), "link"-Bupycbl, BUpPYCbI-4EPBU U BUPYCbI, 3apaxarome
o6bekTHble Moaynu (OBJ), 6ubnmoTtekun komnunatopos (LIB) n ncxogHble TEKCTbI Nporpamm.

MeToq 3apaxeHus "overwriting" siBnsieTcs Hambonee NpocTbiM: BUPYC 3anucbiBaeT
CBOW KO BMECTO Kofa 3apa)kaeMoro gpaunna, yHM4Toxasa ero cogepxmmoe. ECtectBeHHoO, 4To
npun aTom ann nepecraet paboTaTb U HE BOCCTaHaBNMBaeTCs. Takne Bupycbl o4eHb ObICTPO
obOHapyxuBaloT cebsi, Tak Kak onepauMoHHasi cuctema u NpUurnoXeHus OOBOSbHO ObICTPO
nepecratoT paboTaTb.

K napasuMtMyeckmm OTHOCATCA Bce  (pannoBble  BUPYCbl, KOTOpble  Mpu
pacnpoCTpaHeHMM CBOMX KOMUK 00s13aTenbHO U3MEHSIOT codepXmmoe ¢annoB, OCTaBMsAs
camu doannbl NPy 3TOM MOMHOCTLIO UM YacTUYHO paboTocnocoBOHbIMU. OCHOBHBIMU TUNAMK
Takux BUPYCOB SBNAOTCA BUPYCbl, 3anuCbiBalOLMECS B Hayano, cepeavHy Wunm KoHew
dannoB. OTaenbHO cnegyeT OTMETUTb LOBOSbHO HE3HAYUTENBLHYH Ipynny napasnTUdeckux
BUPYCOB, He nmetowmx "Toukm Bxoga" (EPO-Bupychl - Entry Point Obscuring viruses). K Hum
OTHOCATCA BMPYCbl, He 3anucbiBalolne KOMaHgy nepedadvu ynpasreHus B 3arofiloBOK
COM-gpannos (JMP) 1 He uameHsowmne agpec Toykum ctapta B 3aronoBke EXE-dannos.
Takue BUpPYCbI 3anUCbIBaOT KOMaHAY nepexoia Ha CBOW Ko, B kKakoe-rnmbo MecTo B cepeauHy
granna n nony4aroT yrnpasBneHne He HeNnocpeLCTBEHHO NPU 3anycke 3apakeHHoro danna, a
npu BbI30BE Npoueaypbl, cogepxallen ko nepefadn ynpasrneHust Ha Teno supyca. [Npuyem
BbINOSTHATLCA 3Ta npouenypa MOXET KpanHe peako (Hanpumep, nNpy BbiBoAe COOOLIEHUs O
Kakon-nubo creumdudeckon owwmnbke). B pesynbTate BMpyc MoOXeT gonrue rogsl “cnatb"
BHYTpUY barna n nposiButb cebs TONbKO NPy HEKOTOPbIX OrPAHNYEHHbIX YCIOBUSIX.

K kaTeropum "koMnaHbOH" OTHOCATCS BUPYCbI, HE U3MEHSOLLNE 3apaxkaemble dansbl.
Anroputm paboTbl 3TUX BMPYCOB COCTOMT B TOM, YTO AN 3apaxaemoro damna cosgaetca
(hann-ABOVHUK, NMPUYEM MpPU 3anycke 3apaxkeHHOro dpanna ynpasreHue nosiydaet UMEHHO
3TOT [ABOMHUK, TO ecTb Bupyc. Haubonee pacnpocTpaHeHbl KOMMAHbOH-BUPYCHI,
ncrnonb3yowme ocobeHHocTb DOS nepBbIM BbINONHATL dhannbl ¢ pacwmpeHem .COM, ecnu
B OQHOM KaTtarnore npucyTCTBYIOT ABa dpanna C OQHUM U TeM Xe MMEHEM, HO pasfiNyHbIMU
pacwupeHnamm umeHn - .COM un .EXE. Takvme Bupycbl cosgatwoT gns EXE-dannos
hannbl-CNyTHUKK, UMEKLne TO Xe camoe MMs, HO ¢ pacwmpeHnem .COM, Hanpumep, ons
danna XCOPY.EXE cosgaetca cdann XCOPY.COM. Bupyc 3anucbkisaetca B COM-thann n
HUKak He nameHsieT EXE-cpann. Mpu 3anycke takoro ¢paina DOS nepBbiM 0BHapyXuT K
BbinonHUT COM-chbann, 10 ecTb BUpPYC, KOoTopbin 3atem 3anyctut u EXE-cann. Btopyto
rpynny CocCTaBndAlT BUPYCbl, KOTOpble TMpU 3apaXeHuu MepenMeHoBbLIBalOT dann B
Kakoe-nubo Apyroe uMs, 3anoMMHAOT ero (4na nocnegyrowero 3anycka danna-xosamHa) u
3anucbiBalOT CBOWM KOO Ha AWCK Nog MMeHeM 3apaxaemoro dawna. Hanpumep, dann
XCOPY.EXE nepeumeHoBbiBaetcd B XCOPY.EXD, a Bupyc 3anucbiBaeTcsi No4 UMEHeM
XCOPY.EXE. lNpu 3anycke ynpasneHue nonyyaeT Ko BUpyca, KOTOPbIA 3aTeM 3anyckaet
opurnHansHbin XCOPY, xpaHsawwmncsa nog nmeHem XCOPY.EXD. UHTepeceH TOT akT, 4To
AaHHbIM MeToa paboTaeT, No-BMANMOMY, BO BCEX OMNEPaLMOHHbIX CUCTEMAX.

B TpeTtblo rpynny BxogaT Tak HasbiBaemble "Path-companion" Bupycbl. OHu nmbo
3anucbIBalOT CBOM KoL MOA4 MMeHeM 3apaxaemoro davna, HO "Bblwe" Ha OOWH YPOBEHb B
nponucbiBaeMblx nytsx (DOS, Takum obpasom, nepsbIM OBHAPYXUT 1 3anyCTUT hann-supyc),
nmbo nepeHocAT hann-xepTBy Ha OOAUH NoAKaTanor Bbilwe U T.4.



Bo3MOXHO cyllecTBoBaHME 1 APYrMx TUNOB KOMMaHbOH-BUPYCOB, UCMOMb3YOLWNX UHbIE
OpUrMHanbHble aeu unm oCobeHHOCTU APYrux onepaumoOHHbIX CUCTEM.

dannosble 4epBM (Worms) €ABNAKOTCH, B HEKOTOPOM CMbICfe, Pa3HOBUAHOCTLIO
KOMMNaHbOH-BMPYCOB, HO MpU 3TOM HWKOMM 06pas3oM He CBA3bIBAlOT CBOE MPUCYTCTBUE C
KakMM-nmbo BbINONHAEMbIM hansioM. [pn pasMHOXEHMM OHM BCErO NNLLb KOMUPYKOT CBOW KOA,
B KakuMe-nubo KaTanorm AWCKOB B Hagexae, 4To 3TW HoBble konuu OyayT korga-nvbo
3anyLeHbl nonb3oBaTtesnieM. VIHorga Ty BUpPYChbl Aal0T CBOUM KOMUaM "crieumnarnbHble” nuMeHa,
4YTOObI NOATONKHYTL MOMb30BaTENA Ha 3anyck ceBoen konuu - Hanpumep, INSTALL.EXE vnn
WINSTART.BAT. CyuwecTtByloT BUPYCbI-4EPBU, MWCMOMb3yoLWmMe [OBOMIbHO HeOobblYHbIE
npuemMbl, HanNnpuMep, 3anucbisatowme ceoun konum B apxmebl (ARJ, ZIP n npoune). HekoTtopbie
BMPYCbl 3anucbiBalOT KOMaHOy 3anycka 3apaxeHHoro dauna B BAT-caunbl. He cnepgyert
nytatb anrnosble BUPYCbI-4EpPBU C CeTeBbiMU 4YepBAMU. [lepBble UCMONb3YHT TOMbKO
pannoBble (PYHKUUM KaKOM-NMBO OnepaumoHHOW CUCTEMbI, BTOpble e npu CBOEM
pa3MHOXeHUU Norb3YyTCA CETEBBIMU NPOTOKOIAaMN.

Link-BMpYyCbl, Kak U KOMMNAHbOH-BUPYCbl, HE W3MEHSIT (PU3NYECKOrO COAEPXKUMOro
dannoB, ogHaKO Npu 3anycke 3apaxeHHoro dgarvna "3actasnsoT" OC BbINONHUTL CBOW KOA.
OTON uenun oHn gocTuratoT mogudurkaumen Heobxoanmblx nonen gannoBon CUCTEMBI.

Bupychbl, 3apaxatowime 6ubnmotekn KOMNUNSATOPOB, OOBbEKTHbIE MOLYNN U UCXOOHbIE
TEKCTbl MporpamMm, LOCTAaTOYHO 3K30TUYHbI M MPAKTUYECKM He pacnpocTpaHeHbl. Bupycel,
3apaxatowme OBJ- u LIB-gannbl, 3anucbiBaloT B HUX CBOM kog B dopmaTte OOGBLEKTHOro
Moayns unn 6ubnmnoTekn. 3apaxeHHbln pann, TakuMm obpasom, He ABMSETCHA BbINOSHAEMbIM
N He cnocobeH Ha AdanbHenwee pacrnpocTpaHeHue BUpyca B CBOEM TEKyLLEM COCTOSHUMW.
Hocutenem xe "xnoro" Bupyca ctaHosutcss COM- nnu EXE-cann.

Monyuuns ynpaeneHune, annoBbI BUPYC COBEPLUAET crieayrowme obLimne oencTBus:

npoBepsieT onepaTMBHYD NaMATb Ha HanuyMe CBOEWN KOMUU U UMHUUMPYET namsaTb
KOMMblOTEPA, €Cnn KOnMua Bupyca He HangeHa (B crnyvyae, ecnu BUpYC SBMSETCH
pPe3naEHTHbIM), ULLIET He3apaXKeHHble dhanrbl B TEKYLLEM U (UNN) KOPHEBOM KaTasnore nytem
CKaHMPOBaHWS OepeBa KaTanoroB IIOrMYEeCcKMX AWUCKOB, a 3aTeM 3apakaeT ObHapyXeHHble
dannsl;

BbINOSTHAET LOMNOSHUTENbHbIE (€CNN OHWU €CTb) PYHKUMKW: AeCTPYKTUBHbIE AENCTBUS,
rpadpudeckme mnu 3BykoBble 3dpdeKkTbl U T.4. (AONOMNHUTENbHbIE (PYHKUUK pPe3ngeHTHOro
BMpYyCa MOryT BbI3blBaTbCS CMYCTS HEKOTOPOE BpPeMs Mocrie akTMBu3aumm B 3aBUCUMOCTU OT
TEeKyLLero BpeMeHu, KOHUrypauum cuUCcTeMbl, BHYTPEHHUX CHETYMKOB BUpYyCa WU AOpYrux
yCrnoBun, B 3TOM Cly4yae BUPYC NpuW akTuBm3aumm obpabaTtbiBaeT COCTOSIHWE CUCTEMHbIX
YacoB, YCTaHaBMMBAET CBOU CYETUYUKN U T.4.);

BO3BpallaeT yrnpaBreHMe OCHOBHOW mporpamme (ecnu oHa ecTb). [lapasutnyeckue
BMPYCbl Mpy 3TOM NMBO neyaT ann, BbINOMHAKT €ro, a 3aTeM CHOBa 3apaxatoT, nubo
BOCCTaHaBNuBalwT nporpamMmy (HO He (pavn) B ucCxogHOM Buge (Hanpumep, Yy
COM-nporpammbl  BOCCTaHaBfMBaETCA HECKONbKO nepBbix 6Gaut, y EXE-nporpammebl
BblYMCNAETCA WUCTUHHBIA CTapTOBbIM adpec, y ApanBepa BOCCTaHaBMMBAKTCA 3HA4YeHUs
aflpecoB NporpaMmm cTpaTternn u npepbiBaHus).

HeobxoaumMo OoTMeTUTb, YTO YeM BbICTpee pacnpoCcTpaHAeTCa BUPYC, TeEM BEPOSTHEE
BO3HWKHOBEHME 3NUAEMUM ITOrO BUpPYCa, YEM MEASIEHHeEe pacnpOCTpaHseTcss BUPYC, TEM
CrnoXxHee ero obHapyxuTb (ecnv, KOHEYHO Xe, 3TOT BMPYC Heu3BecTeH). HepesnaeHTHble
BUPYCbl YacTO ABNAIOTCA "MeanieHHbIMU" - BONbLUMHCTBO M3 HUX NPW 3anycke 3apaxaeT OauH
unn aBa-Tpu pamna m He ycneBaeT 3anofloHUTb KOMMbIOTEP [O 3arnycka aHTUBUPYCHOM
nporpamMmmbl (UM NOSAABMEHUS HOBOWM BEPCUU aHTMBMPYCA, HACTPOEHHOW Ha AaHHbIA BUPYC).
CyLuecTBYHOT, KOHEYHO Xe, Hepe3naeHTHble "ObiCTpble" BUPYChI, KOTOPbIE MPY 3anycke ULLyT
N 3apakaloT BCe BbINOSHAEeMble annbl, OAHAKO Takue BUPYCbl OMEHb 3aMeTHbI: Npu 3anycke
KaXX[oro 3apakeHHOro (pansia KOMMbTep HeKoTopoe (MHOorda OOCTaTOYHO [OSroe) Bpems



aKTMBHO paboTaeT C BMHYECTEPOM, YTO AemMackupyeT Bupyc. CKOpOCTb pacnpocTpaHeHus
(MHUUMPOBaHNA) Y pPe3naeHTHbIX BUPYCOB OObIYHO Bbille, YeM Y Hepe3UOEHTHbIX - OHU
3apaxatoT pannbl Npu Kakmx-nmbo obpalleHnax kK HUM. B pesynbtate Ha AnCKe OKa3biBaloTCA
3apaXXeHHbIMK BCe UMM MOYTU Bce painbl, KOTOPblE NMOCTOSHHO UCMONb3YTCA B paboTe.
CkopocTb  pacnpocTpaHeHusi  (MHPUUMPOBAHUA) pe3nAeHTHbIX (PannoBbIX  BUPYCOB,
3apaxarowmnx gansbl TONbKO NPU KX 3anycke Ha BbINOSIHEHUE, BydeT HUXe, YeM Y BUPYCOB,
3apaxatowmx annbl U Npyu NX OTKPbITUX, NEPEMMEHOBAHUN, U3BMEHEHUN aTpMOyTOB danna n
T.0.

Takum o6pa3oM, OCHOBHblE OECTPYKTMBHbIE AEWCTBUSA, BbINOMHAEMble (haninoBbiMu
BMpyCcamMu, CBsi3aHbl C NopaxeHnem dannos (Y4awe MCNONHAEeMbIX UK pannoB OaHHbIX),
HECaHKUMOHUPOBAHHbLIM ~ 3anMyCKOM  pasfiMyHbIX KOMaHg (B TOM  4ucre, KOMaHp,
dopMaTMPOBaAHUS, YHUUTOXEHUSA, KONMUPOBaHMA WU T.M.), U3MEHeHWeM Tabnuubl BEKTOPOB
npepsiBaHnn 1 ap. BmecTte ¢ Tem, MOryT BbINOSTHATLCS U MHOMME AECTPYKTUBHbIE AENCTBUS,
CXOJHble C TEMU, KOTOPbIE YKa3blBanuncb 4S8 3arpy304HbIX BUPYCOB.

MakpoBupycbl (macro viruses) ABNAKOTCA NporpaMmMamu Ha Asblkax (MakposA3blkax),
BCTPOEHHbIX B HeKoTopble cucTteMbl 006paboTkM AaHHbIX (TEKCTOBble  pefakTopbl,
3MEKTPOHHblIEe Tabnuubl M T.4.). Ona cBOero pasMHOXEHUS TakMe BUPYCbl WUCNOMb3YOT
BO3MOXXHOCTU MaKpOA3bIKOB M NPU UX MOMOLLWM MEePeHOCAT cebs U3 OOHOro 3apaXkeHHOoro
danna (gokymeHta unu Tabnuubl) B Apyrne. Haubornbliee pacnpocTpaHeHue mnonyy4unu
MaKpOBMpPYCbl AN NakeTa npuknagHbix nporpamm Microsoft Office.

[ns cywecTBOoBaHUS BUPYCOB B KOHKPETHOM cucteme (pegaktope) Heobxoammo
Hanuyne BCTPOEHHOro B CUCTEMY MaKpOA3blka C BO3MOXHOCTSMMU:

1) NPUBA3KM NporpamMmbl Ha Makposi3blke K KOHKpeTHOMY channy;

2) KONMpoBaHUA MakponporpamMmm M3 ogHoro darna B Apyrowu;

3) nony4yeHnst ynpasrieHUs Makpornporpammon 06e3 BmellaTenbCcTBa MNoNb3oBaTens
(aBTOMaATMYECKME MNN CTaHAAPTHbIE MAKPOChI).

[aHHbIM yCcrioBusM yaooBneTBOPSOT npuknagHele nporpammbl Microsoft Word, Excel n
Microsoft Access. OHu copgepxat B cebe Mmakposasbikn: Word Basic, Visual Basic for
Applications. Mpn aTom:

1) MmakponporpaMmbl MNPUBSA3aHbl K KOHKPETHOMY ansly WnnM HaxogaTcs BHYTPU
danna;

2) Makposi3biK NO3BONISIET KONMpoBaTb hbannbl UM nepemellatb Makponporpammbl B
cnyxebHble hannbl cUCTeMbI U pefakTupyemble doannsbl;

3) npu paboTte c channom npu onpeaeneHHbIX ycrnoBusax (OTKpbITUE, 3akpbiTue 1 T.4.)
BbI3bIBAKOTCA MaKponporpaMmmbl (ECNKU TakOBblE €CTb), KOTOpble onpeaeneHbl crneumnasnbHbIM
06pa3omM UM NMeT CTaHOaPTHbIE MMEHA.

[aHHaa ocobeHHOCTb Makposi3blKOB NpeaHa3HavyeHa Ansi aBTomaTtndeckon obpaboTku
AaHHbIX B BOMbLIMX OpraHM3aumsx unu B rnobanbHbIX CeTAX M NO3BOMSET OpraHn3oBaTb Tak
Ha3blBaeMbIN "aBTOMATM3MPOBaHHbLIN LOKYMeHTo060opoT". C Apyron CTOPOHbI, BO3MOXHOCTH
MaKpOsi3blKOB TakMX CUCTEM MO3BOMSAT BUPYCY NEPEeHOCUTb CBOW KOA4 B Apyrve dpannbl u
Takum 0b6pa3om 3apaxkaTb UX.

BONbLUMHCTBO MakpoOBMPYCOB aKTMBHblI HE TOSIbKO B MOMEHT OTKPbITUSA (3aKpbITUS)
hanna, HO OO Tex nop, noka akTMeeH cam pefaktop. OHM cogepxaTt Bce cBOM PYHKUUKN B
Buae craHgapTHbix MakpocoB Word/Excel/Office. CywiecTByoT, ©OAHaKO, BMPYCHI,
NCronb3ytoLne NpuemMbl CKpbITUS CBOEro KoA4a U XpaHsiLme CBOW KOA B BMAE HE MaKpOCOB.
N3BecTHO Tpu NogobHbIX Npuema, BCe OHWM UCMONb3YOT BO3MOXHOCTb MakpOCOB CO3A4aBaTb,
pefakTmpoBaTb U UCMOMHATL Apyrve makpocbkl. Kak npasuno, nogobHble BUPYCbl MMEOT
HebonbLon (MHOrA4a - NONMMMOPHLIN) Makpoc-3arpy3dnMk BUpPYCa, KOTOPbLIN Bbi3blBaeT
BCTPOEHHbIN pefakTop MakpoCoB, CO34aeT HOBbIN MakpoC, 3amnofiHAeT ero OCHOBHbIM KOAOM
BMpPYCa, BbIMOSHAET 1 3aTeM, KaK NpaBumno, YHUYTOXaeT (4Tobbl CKpbITb Creabl NPUCYTCTBUS



Bupyca). OCHOBHOW KO, TakmMx BUPYCOB NPUCYTCTBYET NIMGO B CaMOM Makpoce Bupyca B BUae
TEKCTOBbIX CTPOK (MHOrAa - 3awudpoBaHHbIX), MO0 XpaHuTca B 06NacTm nepemMeHHbIX
AOKyMeHTa.

K ceTeBbiM OTHOCATCS BMPYCbl, KOTOpble Afs CBOEro pacrnpoCTpPaHEHWS aKTUBHO
NCNONb3yT MNPOTOKOSbI M BO3MOXHOCTW NOKamnbHbIX M rnobanbHbix ceTern. OCHOBHbIM
npuyHUMNOM paboTbl CETEBOro BMpyca SBMSIETCS BO3MOXHOCTb CaMOCTOATENbHO nepeaaTtb
CBOW KOA Ha yaaneHHbln cepBep vnu pabouyto ctaHumto. "MonHoueHHbIe" ceTeBble BUPYCHI
npy aToM o0OnagatT ele M BO3MOXHOCTbIO 3anyCTUTb Ha BbINOSIHEHME CBOW KOA4 Ha
yOaneHHOM KOMNbiTepe wunu, Nno KpavHen Mmepe, "MOATOSKHYTL" nonb3oBaTtensd K 3anycky
3apaxxeHHoro hanna.

BpenoHocHbiMM nporpammamu, obecneudnBatowmmm  ocyuwiectenedme HCH, moryt
ObITb:

nporpammbl nogbopa 1 BCKPbITUSA Naponew;

nporpaMmbl, peanuayoLlmne yrpossbl;

nporpaMmmbl, 4EMOHCTPUPYIOLLINE UCMNOSTb30BaHNE HeaeKappoOBaHHbIX BO3MOXHOCTEN
NporpaMmMHoOro 1 nporpammMHo-annapartHoro obecnedenus VNCIOn;

nporpaMmmbl-reHepaTopbl KOMMbLIOTEPHbBIX BUPYCOB;

nporpaMmmbl, EMOHCTPUPYIOLLME YI3BUMOCTU CPeACTB 3aLunTbl MHopMaumm 1 ap.

B cBA3M ¢ ycnoxHeHnem n Bo3pactaHnemM pasHoobpasns nporpaMMHoro obecrneyeHus
YMCMO BPEOOHOCHbIX nporpamm ObicTpo Bo3pactaeT. CerogHs uasectHo 6onee 120 Thicay
CUrHaTyp KOMMbIOTEPHbLIX BUPYCOB. BmMecTe Cc Tem, Janeko He BCe W3 HUX MpeactaBnsaoT
peanbHyt0 yrposdy. Bo MHOrmMx cny4asix yCTpaHeHue Ys3BUMOCTEW B CUCTEMHOM WK
npuKnagHoM NporpaMMHOM obecnevyeHnm NpmMBENO K TOMY, YTO psiA BPEOOHOCHbIX NpOorpamMm
yXe He cnocobeH BHeApUTbCS B HUX. YacTO OCHOBHYH OMacHOCTb NPeaCcTaBrslOT HOBblE
BpeOOHOCHbIE NporpamMmsl.

5.6. O6LWwan xapakTepucTuka HeTPaAULMOHHbIX MH(POPMALIMOHHbIX KaHaNoB

HeTpaguUMOHHBIN  MHOPMALMOHHBIA KaHan - 9TO KaHan CKpbITHOM nepegayuv
WHpopMauun C  UCNONb30BaHMEM TPAOMLMOHHBLIX KaHaroB CBA3W U cheumanbHbIX
npeobpasoBaHui NnepegasaeMon NHPOPMaLINMKN, HE OTHOCALLIMXCS K KpUnTorpauyeckmm.

Ansa popMmupoBaHns HETPaAOULMOHHbBIX KAHANoB MOryT UCMOSb30BaTbCA METOAbI:

KOMMbIOTEPHOW cTeraHorpaduu;

OCHOBaHHble Ha MaHunynsaumMmM pasnuuHbix xapaktepuctuk WCIOH, koTopble MOXHO
nosiyyatb CaHKUMOHMPOBAHO (Hampumep, BpemMeHuM o06paboTkM pasfiMyHbIX 3anpocos,
06BbEeMOB JOCTYMHOW MaMATU MW OOCTYMHbIX ANA YTEHUS MAEHTMAUKATOPOB (DansioB Unu
npoLeccos U T.M.).

MeToObl KOMMBLIOTEPHOW CTeraHorpaduu npegHasHadeHbl ONd  CKpblITUS  pakTa
nepefaym coobueHns nyTem BCTpaMBaHUSA CKpbIBAEMOM MHGOPMaLMM BO BHELLHE
6e3006uaHble OaHHble (TEKCTOBblE, rpaduyeckne, ayamo- unu Buaeodansibl) U BKAKOYAOT B
cebsa oBe rpynnbl METO40B, OCHOBAHHBbIX:

Ha WCNONb30BaHUM creumanbHbIX CBONCTB KOMMbIOTEPHbLIX (POPMATOB XPaHEHUA U
nepegayv AaHHbIX;

Ha WM30ObITOYHOCTN ayauo-, BU3yanbHOW WM TEKCTOBOW WHGOpMauMm C no3vuuun
NCUXOPU3NONOrMYeCcKNX 0COBEHHOCTEN BOCNPUATUS YeroBekKa.

Knaccuduvkauma MeToaoB KOMNbIOTEPHOW CTeraHorpadumn npmveeaeHa Ha pucyHke 15.
Wx cpaBHUTENbHAasA XxapakTepucTuka npusegeHa B tabnuue 4.

Hanbonblwee pasButne 1 MNpUMEHEHWE B HacTosiWee BpeMs HaxogaT MeToapl
COKpPbITUSA NHPOPMaLNN B rpacpuyeckux CTErOKOHTENHepax. 3TO 0ByCNoBNeHO CpaBHUTENBHO



6onbwmm 06bLEMOM MHGPOPMAaLUK, KOTOPbIN MOXHO Pa3MeCTUTb B TakMX KOHTenHepax 6e3
3aMETHOr0 MCKaXXeHUs1 Un300paKeHusl, HannmymeMm anpuopHbIX CBeAeHUMrM O pasmMepax
KOHTEeNHepa, CcyllecTBOBaHMEM B OONbLUMHCTBE peasnbHbiX M300paXeHun TEeKCTYPHbIX
obnacten, MMeKLWMX LWYMOBYK CTPYKTYpYy M XOPOLO MNOAXOASWMX Ansi BCTpanBaHuUS
UHdopMauun, npopaboTaHHOCTLIO MeToaoB uudpoBon 0O6paboTKM M306paxeHnn u
uMdgpoBbIX hop MaTtoB npeactaBneHus mM3obpaxeHun. B HacTosiuee Bpems CywecTByeT
Uenbin psag Kak KOMMepyeckux, Tak m 6ecnnaTHbIX NPOrpaMMHbIX NPOAYKTOB, AOCTYMHbIX

OObIYHOMY MONb30BaTEND, peanusylLlnX U3BECTHble CcTeraHorpaduyeckue MeToabl
COKpbITUS UHGOpMauun. [Mpn 3TOM nNpeuMMyLecTBEHHO UWCMNOMb3YTCA rpaduyeckne u
ayaMo-KOHTenHepblI.

Metoan CITH

I'lo Tuny KOHTeHHepa T
I

| T I ’ |

MeToati, Meroznel. METO/IE!, HCMONB3YIOLIHE
MCHOIL3YIOLIHE R rpaciueckue
Ay IMOKOHTEHHepb! TEKCTOREIC KOHTEHHCPLI KOHTCHHEpbL

I1o cioco6y| cokpbITHs TTo npeBeuTHBHOCTH OPMMPOBAHHS KOHTElHHEpa I'lo crmocoby coxphITUS

T
Metomm - ABTOMaTM4ECKHE [ TlomyaBTOMaTHYECKHE L Merontt Meronit Merons
B )
Meromw COKpBITHS! Ha Meron METOALL COKPLITHA METO/IbI COKPBITHA COKpBITHS B COKPBITHS Ha MCTONL30BAHMS MATPHL
ITUS B
COKPBITHSI B OCHOBE COKpE | Mo cnocoly cOKphITUA . .- | mpoctpancTReHHE- OCHOBE TMPOMEXKYTOUHBIX
A30BYIO o -
HaumenbLnx | | wymonono6- basony BPEMEHHO# pacnipesienenus | | Bbrucnenmit npouecca
7 [OCIIEN0Ba- " , e .
Gurax HBIX Texuuseckue JIuHrBUCTHYECKME obnacn 110 CIICKTPY okarus rpaduy. nud.
TENBLHOCTh METOIET 1
CHTHAJIOR METOJIBI COKPBITHS
. COKPBITHA To THIy MORYJISLHK
) S s S B T Il s e
O TIPHUEMY COKP MeTonbl CoKpLITUS o npuemy cokpeITHs 1 [lo MeToay CKATUS
MeTozel COKpBITUS Meronel CoKpEITHA MeTozt COKpLITUA Ha OCHOBE
Ha OCHOBE || Ha OCHOBC I Ha OCHOBE HCIIONL30BAHUA || Merons: Meross
pacnpeiesieHus nc npoGernios MCTIONB30BAHMS KaprOHHOTO KOAa Metone COKPBITHS © COKPLITHS,
criexTpy ocoGeHHoCTelH | CORPRITHA B | [ oo arem OCHOBAHHBIE HA
MeTostbi COKPEITHS wpngra | MeTob! COKpLITYS HaUMCHRIIHX Hemmneiion | BeiRyer- I
Ha OCHOBE Ha OCHOBE 3HAYaIMX GUTAxX JVS— npeobpasosanuu
CHUITAKCHYECKHX METO/BI COKPBITHS e BopamBACMOTO rpadhiceroii ‘
cret o [€TO/ILI COKPBITHS! _
ocobeHHocTei Ha OCHOBE J reoMeTpudecKoli A1 COKD COOBIIEHHs unhopmanmm
Texc] ; Ha OCHOBE
MeTombl COKpBITHA TeKcTa MCTIOJIb30BaHMA cHCTEMD)
Ha OCHOBE KOJ1a JIOKYMEHTOB B v AC 1)
HCHIOJIB30BAHUS X0~ MeTOHbI COKPBITHS daiiion CTOMBI COKPLITI MHJICKCHOTO v
Ha .
crrnaa maocrone | nenomsonas boprs Merom corgurmin
CHHOHUMOR TIPENCTARNCHIA COKPBITHA € P :
HEpeNOBAHNS OCHOBAHHbIE Ha
MCTIONL30BANEM
Mer HJIUHBL CJIOB - K()Cl/lHyCH()M
€T0j1bl COKPHITHSA METOZEI COKpEITUS 3HAKOBOH H | rpeospasosasmm
Ha OCHOBE OIMGOK MeTOIEL COKpBITHA 12 OCHOBE MOYILIMM paduecKof
Ha OCHOBE J agTokoppenson- |- | Berpaneaemorc WnbopMaLTM
MeTO/IbI COKPBITHS Ha OCHOBC HCIIOSB30BAHHS HO# Qhy I coobiHeHus
reHepaliu KBasUTeKcTa nepBbIX GYKB
TeKcTa
"PucyHok  15. Knaccudpmkaums  MeTogoB  CTeraHorpadudeckoro  npeobpasoBaHus

nHpopmauum (Crn)"

Tabnuua 4

CpaBHUTenNbHas XxapakTepucTuKa cteraHorpadmyeckux MeToaoB nNnpeobpasoBaHUsA

nHdopmMauuu
CrteraHorpaduye | KpaTkas xapakTrepucrtuka HepoctaTtku MpenmywiecTtBa
CKum metop MeToaa
MeToAabl cOoKkpbITUA MH(pOPpMaLUKN B ayAUOKOHTENHEepax
MeTopg cokpblTna | OCHOBaH Ha 3anucu HeBbiCOKas CKpbITHOCTb HoctaTto4yHo
B HAMMEHbLLUNX coobueHuns B nepegayv coobLueHus. BblCOKas
3Havawmx 6utax | HaMMeHbLlUMe 3Havawme | Huskas ycTon4mMBOCTb K €MKOCTb
OUTbI NCXOAHOrO NCKaXXEHUAM. KOHTenHepa (o
curHana. B kayectBe Ncnonb3syetca Tonbko ana | 25%)
KOHTEeNnHepa onpegerieHHbIX hopmaToB




ncrnonb3yeTcs, Kak
npaBumno, HecxaTtbln
aygunocurHan

ayano-annos

MeTop cokpbITUS
Ha OCHOBE
pacnpegeneHus
no cnekTpy

OcHoBaH Ha reHepauum
ncesaocry4amHoro
Lwyma, SBnstoLLerocs
PyHKUMEN BHEOPSEMOTO
coolLleHus, n
nogmMmeLlMBaHum
NOJSTy4YEHHOrO LWyMma K
OCHOBHOMY
CUrHany-KoHTENHepy B
KayecTBe aaauTUBHOMN
COCTaBnAIOLLEN.
KoaunpoBaHue noTokoB
nHdopmMauumn nytem
paccesaHuns
KOOMPOBaHHbIX AAaHHbIX
no CrnekTpy 4YacTtoT

Hunakun koadppnymeHT
NCMonb30BaHus
KOHTeNHepa.
3HaunTenbHble
BblYMCIIUTENbHbIE 3aTpaThl

CpaBHUTENBHO
BbICOKasi
CKPbITHOCTb
coobueHmns

MeTop cokpbITUS
Ha OCHOBE
NCNOonb30BaHUS
3X0-CuUrHana

OcHoBaH Ha
Ncnonb3oBaHun B
KayecTBe
LWwymonogobHoro curHana
camoro ayguocurHana,
3aJep>KaHHOro Ha
pasnu4yHble nepnoapl
BPEMEHM B 3aBUCUMOCTH
OT BHEOPSAEMOro
coobLeHus
("mo3BoHO4YHOro axa")

Hunakun koadppnumeHT
NCMonb30BaHus
KOHTEeNHepa.
3HaunTenbHble
BblYMCIIUTENbHbIE 3aTpaThbl

CpaBHUTENBHO
BbICOKasi
CKPbITHOCTb
coobLeHns

MeTopa cokpbITUs
B (pase curHana

OcHoBaH Ha hakTte
HEeYyBCTBUTENbHOCTU yXa
yenoBeka K
abConTHOMY 3HAYEHUIO
drasbl rapMOHUK.
Ayano-curHan
pa3buBaeTcs Ha
nocnegoBaTenbHOCTb
CermMeHToB, coobLieHne
BCTpauBaeTcd nytemM
Moaucumkaumm dasbl
nepBoOro cerMeHTa

Manbin koadppnuneHT
NCNoSb30BaHUS
KOHTenHepa

Obnapaet
3Ha4YUTENbHO
©onee BbICOKOM
CKPbITHOCTbIO,
yem meToabl
COKpbITUS B
H3b

MeToabl COKpbITUA UH(POPMaLUKN B TEKCTOBbLIX KOHTeMHepax

MeTop cokpbITUSA
Ha ocHoBe
npobenos

OcHoBaH Ha BcTaBke
npo6enoB B KOHLE
CTPOYEK, Nocre 3HaKoB
NpenuHaHns, mexay
cnosamu npu
BblpaBHUBaAHWUM ANWHbI

MeToapbl YyBCTBUTESbHbBI K
nepeHocy TeKcTa U3 O4HOro
dopmata B opyroun.
BoamoxHa noteps
coobLeHns. HeBbicokas
CKPbITHOCTb

J[loctaTo4HOo
oonbluas
nponyckHasi
CNocobHOCTb




CTPOK

MeTop cokpbITUS
Ha OCHOBE
CUHTaKCUYECKNX
0COOEHHOCTEN
TekcTa

OcHOBaH Ha TOM, 4YTO
npaeuna NyHKTyaumm
gonyckatoT
HEeOAHO3HAYHOCTUN Npu
paccTaHOBKE 3HAKOB

OyeHb HM3Kas NponyckHas
cnocobHocTb. CNoXHOCTb
AEeTEeKTUPOBaAHUS
coobLeHuns

CywectByeTt
noTeHumanbHas
BO3MOXHOCTb
nogobpartb
Takon mMeToa,

npenuHaHus npu KOTOPOM
noTpedytoTcs
BecbMa
CIOXHble
npouenypbl 4ns
pacKpbITUS
coobLeHuns
MeTopg cokpbiTna | OcHOBaH Ha BCTaBke CnoxeH npumeHntensHo K | OanH n3
Ha OCHOBE MHdOpMaLunKM B TEKCT PYCCKOMY 513blKYy B CBSA3U C Hanbonee
CUHOHMMOB npu NOMOLLN BGonblwKnM pasHooOpasmMem | NEPCNEKTUBHBIX
YyepeaoBaHWs CroB U3 OTTEHKOB B Pa3HbIX METO/OB.
Kakon-nnbo rpynnbl CUHOHUMaXx O6napaet
CWUHOHMMOB CPaBHUTESbHO
BbICOKOW
CKPbITHOCTbIO
coobLeHus
MeToga cokpbiTust | OCHOBaH Ha MackupoBke | HeBbicOkas nponyckHas Becbma npocTt B
Ha OCHOBe MHOPMAaLUMNOHHBLIX BUTOB | CNOCOBHOCTL. BbICTPO NPUMEHEHNN.
NCNosib30BaHNSA NnoJ ecTeCTBEHHbIE BCKpbIBAeTCs npu Bbicokas
owmnbok OLLINOKK, oneYvaTku, CTaTUCTUYECKOM aHarnmse. CKPbITHOCTb Npu
HapyLUeHNs1 NpaBun aHanuse
HanncaHua couYeTaHun YenoBEKOM
rMacHbIX U COrMacHbIX,
3aMeHe KMpunnmupbl Ha
aHanorun4Hble no
BHELLHEMY BMAY
natuHckmne OyKBbl U Op.
MeTtopn cokpbiTna | OcHOBaH Ha reHepauun HeBbicokas nponyckHas CKpbITHOCTb
Ha OCHOBE TEKCTOBOIO KOHTEMHEpPA | CMNOCOBHOCTb. onpeaensieTcs
reHepaumm C UCMNONb30BaHNEM BeccmbicneHHOCTb MeToaamu
KBa3uTeKkcTa Habopa npasun CO3[aHHOro TekcTa lwncppoBaHmsa un,

NOCTPOEHUs
npeanoXxeHun.
Wcnonbayetcsa
CUMMETPUYHas
Kpuntorpadus

Kak npaBuno,
BecbMa BbICOKa

MeTopg cokpbITus
Ha OCHoBe
MCNONb30BaHUSA
ocobeHHoCTeN
WwpudTa

OcHoBaH Ha BcTaBke
nHdopmMauum 3a cyet
N3MEHEHNA TUNa
wpudTa n pasmepa
OykB, a Takke Ha
BO3MOXXHOCTU
BCTpaMBaHus
nHdopmauum B 6110kM C

Jlerko BbisiBnsieTCs Npwm
npeobpasoBaHnK
Macwrtaba goKymeHTa, npu
CTaTUCTUYECKOM
cTeroaHanuse

Bbicokun
KOa(ppuumeHT
NCronb30BaHUs
KOHTenHepa




HEeNn3BeCTHbIMW O1A

Opay3sepa

naeHTuunkaTopamm
MeTopg cokpblTna | OcHOBaH Ha Hunakasa CKpbITHOCTb NpU MpocT B
Ha OCHoBe pasmMeLleHnn n3BecTHOM dpopmate npUMeHeHnn
Ncnosib30BaHNSA nHdopmMauum B danna
Koda OOKYMeHTa | 3ape3epBMPOBaHHbIX U
n panna Hencnonb3yeMblX MNOSIsAxX

nepemMeHHOWN ONUHbI
MeTtopg cokpblTna | OCHOBaH Ha U3MeHeHun | Huskasa nponyckHas MpocT B
Ha OCHOBe 3Ha4yeHun cros CNOCOBHOCTb. Y3KO npUMeHeHnn
NCNoNb30BaHUSA crneumanusmpoBaH. Huskas
XXaproHa CKPbITHOCTb
MeTopg cokpblTna | OcHOBaH Ha reHepauum CrnoxHocTb hopmmpoBaHna | loctatovHo
Ha OCHoBe TeKCTa - KOHTenHepa ¢ KOHTenHepa n cooblieHnsa | Bbicokas
NCnonb3oBaHns | OPMUPOBAHUEM CITOB CKPbITHOCTb MpK
YyepenoBaHuUS onpeneneHHon AnvHbI aHanuse
AJIMHbI CNoB no U3BeCTHOMY npasuny 4YefIoBEKOM

KOONpOBaHUA

MeToa cokpbITUS
Ha ocHoBe
NCNosib30BaHNSA
nepebIx OYKB

OcHoBaH Ha BHegpeHun
coobLleHuns B nepsble
OyKBbI CIOB TEKCTa C
nondopom crnoe

CRnoXHOCTb cocTaBneHus
coobuieHuns. Huskas
CKPbITHOCTb COO0LEHMS

Haet 6onbLuyto
csobopny
BblbOpa
oneparopy,
npuayMbiBatoLL
emMy coobLieHne

MeToAabl cokpbITUA MH(popMaLum B rpachmyeckux KOHTeNHepax

MeTop cokpbITUS
B HAMMEHbLLUNX
3Havawmx butax

OcHoBaH Ha 3anucu
coobLieHuns B
HaMeHbLUMe 3Havallue

HeBblCOKasa CKPbITHOCTb
nepegayn coodLLeHus.
Hunskas ycTonumBocCTb K

JloctaTo4Ho
BblCOKas
€MKOCTb

OUTbl UCXOOHOIO NCKaXXEHNAM KOHTEWHepa (oo
n3obpaxeHus 25%)
MeTopg cokpblTna | OcHOBaH Ha peayKumm MpumeHsieTca CpaBHUTENBHO
Ha OCHOBE (3ameHe) uBeToBOW NPENMYLLIECTBEHHO K BblCOKas
Moaudukaumm nannTpbl 1 CXKaTbIM U306paKeHUsM. €MKOCTb
WHOEKCHOro ynopsigounBaHum UBeToB | HeBbICOKasi CKPbITHOCTb KOHTENHepa
dopmata B NMUKCENSIX C coceaHnMn | nepenaym coobLleHus
npeacraBneHns HOMepamu
MeTopg cokpbiTust | OcHOBaH Ha noucke ¢ CnoxHocCTb pacyeToB YCTONYMBOCTb K
Ha OCHOBE npUMeHeHnem GOnbLWMHCTBY
NCNonb30BaHUS aBTOKOPPENSALNOHHOMN HENWHENHbIX
aBToKoppensumo | pyHkuum obnacrten, npeobpasoBaHu

HHOW PYHKL MU

coaepXallunx cxoaHble
JaHHble

N KOHTENHepa

MeToa cokpbITna
Ha OCHOBE
NCNOonb30BaHUS
HENMMHENHOWN
MOAynsaunn
BCTpanBaemoro

OcHoBaH Ha mogynauum
nceBaocry4anHoro
CUrHamna curHanom,
cogepxalmm
CKpbIBaeMyo
MHdOpMaLNIO

Hunskaga TO4YHOCTb
AeTEeKTUPOBaHMUA.
NckaxxeHuns

J[loctaTo4HOo
BbICOKas

CKPbITHOCTb
coobLeHuns




coobueHns

MeTopg cokpblTna | OcHoBaH Ha mogynsaumMmM | Huakas TOMHOCTb JloctaTo4HOo
Ha OCHOBE ncesaocry4amHoro AEeTEKTUPOBaHUS. BbICOKas
NCNonb30BaHUS cuUrHana omnonsapHbIM NckakeHus CKPbITHOCTb
3HaKOBOWM CUrHanom, cogepxxatium coo0LLeHUs
MOAynsunn CKpbIBaeMyo

BCTPaMBaeMOoro nHdopmMauuto

coobLeHus

MeTopg cokpbiTus | OcHOBaH Ha CnoXxHoCTb pacyeToB Bbicokas
Ha OCHOBE 0cobeHHOoCTAX CKPbITHOCTb
BenBneT-npeobp | BenBneT-npeobpasoBaHn

as3oBaHus 7]

MeTopg cokpbiTna | OcHOBaH Ha CnoxHocCTb pacyeToB Bbicokas
Ha OCHOBE 0cobeHHOCTAX CKPbITHOCTb
NCNONnb30BaHNs | AUCKPETHOro

ANCKPETHOro KOCMHYCHOro

KOCMHYCHOro npeobpasoBaHus

npeobpasoBaHnsA

B HeTpagMUMOHHBLIX MHMOPMALMOHHBIX KaHanax, OCHOBAHHbIX Ha MaHUNynauuu
pas3nuyHbiX XxapaktepucTuk pecypcoB WCIIOH, wucnonb3ylTca AnsS nepedayvnm  AaHHbIX
HeKkoTopble pasgensemble pecypcbl. [lpu 3ToOM B kaHanax, WMCNOMb3YKLWNX BpPeEMEHHbIE
XapaKTepUCTUKK, OCYLLECTBIISETCA MOAyNnaAuMa NO BPEMEeHU 3aHATOCTU pasgernisieMoro
pecypca (Hanpumep, MOOYNUPYst BpeMs 3aHATOCTU Mpoueccopa, MPUNOXEHUS MOryT
obMeHMBaTLCA AaHHBIMN).

B kaHanax namsiTu pecypc UCMOnb3yeTcsl Kak NPOMEXYTOYHbIN Oydep (Hanpumep,
NPUNOXEeHNa MOryT oOMeHMBaTbLCA AaHHbIMU NyTEM MOMELLEHNS UX B MMEHa CO3[4aBaeMblX
dhannoB v anpektopun). B kaHanax 6a3 gaHHbIX U 3HAHUI UCNOSb3YKT 3aBUCUMOCTU MeXay
AAHHBIMW, BO3HUKAOLWMMWN B peNSAUMOHHbIX 6a3ax AaHHbIX U 3HAHUM.

HeTpaguuMOHHbIE UMHOPMAUMOHHbLIE KaHanbl MOryT 6bITb COPMUPOBaHbLI  Ha
PasnnyHbIX YPOBHAX PYHKUMOHUPpoBaHua NCIOH:

Ha annapaTHOM ypOBHe;

Ha YpOBHE MUKPOKOOOB U OpaniBEPOB YCTPOWCTB;

Ha ypoBHe onepaunoHHON CUCTEMBI;

Ha ypPOBHE MPUKIagHOro NPorpaMmMHOro obecneyeHns;

Ha ypoBHEe (PYHKLMOHUPOBaHUS KaHanoB nepegadn JaHHbIX U NIMHUA CBA3W.

OTU KaHanbl MOryT MCMNOSb30BaTbCA KakK [fs CKPbITOW nepefayn CKOMMpPOBaHHOWM
MHOpMaUuK, Tak U ONA CKPbITHOW nepedavyv KOMaHL Ha BbIMOSHEHWE OeCTPYKTUBHbLIX
AEenNCTBUK, 3anycka NpUNoXeHun n T.n.

Ona  peanu3auun  KaHanoB, Kak npaBwuno, HeobxogMmo  BHeApUTb B
aBTOMaTU3NPOBAHHYO CUCTEMY MNPOrPaMMHYK0 UMM NporpaMMHo-annapaTHy  3aknagky,
obecneyunBatoLLyo hopMmmnpoBaHme HETPaALMLMOHHOIO KaHana.

HeTpaguUMOHHBLIM  MHOPMAUVOHHBIA  KaHan MOXeT CyllecTBoBaTb B CUCTEME
HenpepbIBHO UMW akTUBM3MPOBATbLCA OOHOPA30BO UMW MO 3afaHHbIM ycrioBuam. [Mpu aTom
BO3MOXHO CyLLleCTBOBaHWe obpaTHom cBA3n ¢ cydobektom HCU.

5.7. O6Lwasn xapakTepucTuKa pe3ynbTaToB HECAaHKLIMOHUPOBAHHOIO UMK Clly4YarlHoro
AocTtyna



Peanunzauusa yrpos HCL Kk vHopmaumm MoxeT NpuBOAUTL K Criedyrowum Buaam
HapyLeHusi ee 6e3onacHOCTH:

HapyLUEeHWIO KOH(bMAEHUMANbHOCTH (konuposaHwe, HenpaBoMepHoe
pacnpocTpaHeHue);

HapyLIEHMIO LLENOCTHOCTU (YHUUTOXEHNE, NBMEHEHNE);

HapyLLEHMIO OOCTYNHOCTU (BnoKnpoBaHue).

HapylweHue KoHpmAeHUManbHOCTU MOXET OblTb OCYLLECTBIIEHO B Cryvae YTeYKM
MHdopMaLnK:

KOMMpPOBaHNA ee Ha OTYyXX4aeMble HOCUTENn nHopmMmaunu;

nepegayv ee no KaHanam nepegadv AaHHbIX;

npyv NPOCMOTPE UMW KOMMPOBAHUN €€ B XOA4Ee PEMOHTA, MoaudMKauun 1 yTunusauum
nporpaMmHo-annapaTHbIX CpeacCTB;

npu "cbopke mycopa" HapyumTenem B rnpouecce akcnnyataumm ACTOH.

HapylieHne uenoCcTHOCTM WHAGOPMaUMKM OCYLLECTBNSETCA 3a CYeT BO34enCTBUS
(Mogudukaumm) Ha nporpaMmmbl U AaHHble NOMb30BaTENsl, a TakKKe TEXHOMOrMYeCKyHo
(cuctemHyto) nHdopmaLumio, BKIHOYAIOLLYHO:

MUKPONPOrpaMmbl, JaHHbIE U ApaniBepa YCTPONCTB BbIYUCITUTENTbHOW CUCTEMDI;

nporpamMmmbl, [JaHHble W ApavBepa YCTPOWUCTB, obecneuvvBalolmnX  3arpysky
onepaumMoHHON CUCTEMbI;

nporpaMmbl WU AdaHHble (OecKpunTopbl, Oonucatenu, CTPYKTypbl, Tabnuubl 1 T.4.)
onepawumoHHON CUCTEMbI;

nporpamMmbl U JaHHbIE MPUKIALHOro NPOrpaMmMHoOro obecnedeHus;

nporpaMmmbl U JaHHbIE CNeumnanbHOro NPOrpamMmMHOro obecneyeHns:;

NPOMEXYTOYHblEe (OMepaTMBHbIE) 3HAYEeHWA nporpaMM W AaHHbIX B npouecce Ux
obpaboTkn  (4TeHus/3anucn,  nNpuemal/nepegadvn)  cpeactBamMm U yCTpoOMCTBaMU
BblYNCIIUTENBHON TEXHUKN.

HapyweHune uvenoctHocTy nHgopmaummn B WCIIOH MoxeT Takke ObiTb BbI3BAaHO
BHeApPEHVEM B Hee BpPEeOOHOCHOM nporpamMbl NPOrpamMMHO-annapaTtHOW 3aknagku wunu
BO34ENCTBMEM HA CUCTEMY 3aLUNTbI MIHGPOPMALMKN U €€ SNIEMEHTDI.

Kpome atoro, B WCIIOH BO3MOXHO BO34EWCTBME HA TEXHOSOIMMYECKYK CETEBYHO
MHpopmauuio, KoTopass MoxeT obecneumBaTb (YHKUMOHMPOBAHWE Pa3fiMYHbIX CPencTB
yrnpaBreHns BblYUCIIUTENBHON CETbIO:

KOH(purypaumen cetu;

agpecamu u MmapLipyTusauuen nepegadv AaHHbIX B CETH;

YHKUMOHANbHLIM KOHTPOSEM CEeTH;

6e30nacHOCTbIO MHPOpMaL MK B CETH.

HapyweHne p[ocTynHocTn uHdopmaumm obecnevmBaeTca nyteM opMmnpoBaHus
(Mogudmkaumm) MCXoOHbIX AaHHbIX, KOTOpble MNpy 06paboTke BbI3bIBAKOT HenpaBuilbHOE
byHKLUMOHNPOBaAHME, OTKa3bl annapaTypbl UM 3axeaT (3arpy3Ky) BblYUCIIUTENbHbIX PECYPCOB
CUCTEMBbI, KOTOPble HEOBX0AMMbI AN BbINOMHEHNSA NporpaMm u paboTbl annapaTypsbl.

YKkasaHHble AeUCTBUSI MOTyT MPUBECTU K HApPYLLUEHUIO UK OTKady (OYHKLMOHMPOBaHNSA
npakTuyeckn Nbbix TexHmyeckux cpeacts NCTOH:

cpenctB 06paboTkn MHGoOpMaLmK;

cpeAcTB BBOAA/BbIBOAA MHGOPMaLNK;

CPeACTB XpaHeHns nHdopmaunm;

annapartypbl 1 KaHanoB Nepeaayu;

CpPeAcTB 3amTbl MHpopmauuu.

6. TunoBble Mmoaenu yrpos 6e3onacHocTn nepcoHasrbHbIX AaHHbIX, OﬁpaﬁaTblBaEMbIX
B VIH(t)OpMaLIVIOHHbIX cuctemMax nepCoHasribHbIX AaHHbIX



B 3aBucumoctM oOT uenen u cogepxaHuss obpabotkm [1OH onepatop MoOXeT
ocyulecTBnatb ob6paboTky MNAOH B UCIMOH pa3nuyHbIX TMNOB.

Mo cTpykType MHGOPMaLMOHHbIE CUCTEMbI NOAPA3AENATCA HA aBTOMaTU3MPOBaHHbIE
paboune MecTa, foOKasnbHble  WHMPOPMAUMOHHbIE  CUCTEMbI M pacnpefeneHHble
MHOPMALNOHHbIE CUCTEMBI.

Mo HanMuuMio NOAKMYEHUN K CEeTsAM CBA3M obliero nonb3oBaHus U (MnK) ceTam
MeXOyHapoaHOro MHOPMaLNoOHHOIo obMeHa NHPOPMAaLIMOHHbIE CUCTEMBbI NOAPa3aenATCs
Ha CUCTEeMbI, UMetloLLMe NOAKINIYEHUS, U CUCTEMBI, HE MMEIOLLINE NOOKITHOYEHWUMN.

Mo pexumy o06paboTkM nepcoHanbHbIX AaHHbIX B MH(OPMALMOHHON cucTeme
MHOPMaUNOHHbIE cucTeMbl nogpasgenstTca Ha ofHoOMonb3oBaTenbCKne n
MHOrononb3oBaTeNbCKUe.

Mo pasrpaHuMyeHuto npaB AocTyna nosib3oBaTernien NH(OPMAaUMOHHbIE CUCTEMDI
nogpasgensaiTca Ha cuctembl 0e3  pasrpaHMyeHuss npaB  Joctyna M CUCTEMbl C
pasrpaHMyeHneM npas goctyna.

MHpOpMaLMOHHbIE CUCTEMBI B 3aBMCUMOCTU OT MECTOHAXOXAEHUA MX TEXHUYECKUX
CpencTB noapasgensTcs Ha CUCTEMBI, BCE TEXHUYECKNE CpeacTBa KOTOPbIX HaxoaaTcs B
npegenax Poccunckon depepaunmn, U CUCTEMbI, TEXHUYECKNE CPeaCcTBa KOTOPbIX YaCTUYHO
U LEeNnUKoM HaxoasaTcs 3a npeaenamun Poccunckon degepaumn.

B 3aBMCMMOCTM OT TEXHOMNOrnmM, CocTaBa WU XapakKTEPUCTUK TEXHUYECKUX CpPencTB
WCIMAOH, a Takke onacHocTu peanu3aumn YBIOH n HacTynneHus nocneacTeum B pesynbrate
HECaHKUMOHUPOBAHHOIMO WM ClyYamHOro AOCTyna MOXHO BbIAENUT cregylowme Tunbl
NCran:

aBTOMaTU3NPOBaAHHbIE paboune mecTa, HE MMelLWMe MOAKMIOYEHNE K CETSIM CBA3MN
obLLero nonb3oBaHNA U (UNKN) CeTAM MEXAYHapPOAHOro MHAPOPMALIMOHHOIO OOMeEHa;

aBTOMAaTU3NPOBAHHbIE paboume MecTa, UMELME MOAKMIOYEHNE K CEeTAM CBA3MU
obLLero nonb3oBaHNA U (UNnN) ceTAM MeXAYHapPOAHOro MHAPOPMALMOHHOIO 0OMeEHa;

nokanbHble ACIOH, He nmelome NOAKITIOYEHNE K CETSIM CBA3M 0OLLEro nosib3oBaHus
n (MnNun) ceTsam MexagyHapogHoro nHopmaLlmMoHHOro obmMeHa;

nokanbHble NCIOH, nmetowme nogknioYeHne K cetssM CBA3N o0Lero nonb3oBaHUS n
(Mnn) ceTam mexagyHapoaHOro MHOPMaLNoOHHOro 0bmeHa;

pacnpegenerHHole WCIOH, He umelwme nOoAKNIYEeHNE K ceTaM CcBA3n obuiero
Nonb30BaHUA N (UNK) CeTAM MeXayHapoaAHOro MHPoOpMaLMOHHOIo obMeHa;

pacnpegenerHHole WCIOH, wuMmelowme noaknyeHne K ceTaM  cBA3n  obuiero
Nosib30BaHUA U (MNK) ceTsIM MeXxagyHapoaHoro nHopmaLMoHHOro obmeHa.

MpumeHnTenbHO K ocHoBHbIM Tunam WUCI1[OH cocTaBnsoTca TUNOBbIE MOAENWU Yrpo3
6esonacHocTn [MOH, XxapakTepusylowme HacTynneHne pasfvyHbiX BUMAOB MOCNEeACTBUM B
pesynbTaTte HeCaHKUMOHUPOBAHHOIO UIK Criyd4anHoro goctyna u peanusauum YBIOH.

YacTtHble mogenu yrpo3 6es3onacHoctu NOH npumMeHUTenbHO K KOHKpeTHbiM WCTIOH
COCTaBMATCA onepatopamMu, 3aka3dvkamn wn paspabotumkamm WCIOH Ha 3aTanax wux
co3faHus n (Unu) akcnnyatauuu.

6.1. TunoBasa mopgenb yrpo3 6e30NacHOCTU NepCcoHalnbHbIX AAaHHbIX, 0OpabaTbiBaeMbIX
B aBTOMaTU3UPOBaHHbIX pabo4yux MecTax, He UMerLWMX NOAKIYEHUS K CETAM CBA3N
obLero nonb3oBaHUA U (UNKN) ceTAM MeXAYHapOA4HOro MH(hopMaLMOHHOro o6mMmeHa

Mpn obpabotke [lOH Ha aBTOMaATU3MPOBAHHOM paboyem MecTe, He UMENLLEM
NOAKMIOYEHMA K CeTAM CBs3M obLwero nonb3oBaHMs M (MNK) ceTaM  MexayHapoaHOro
MHdopMaunoHHoro obmeHa, BO3MOXHa peanusauusa cnegyowmnx YBIaH:



Yrpo3 yTeykn MHopMauum rno TEXHNYECKMM KaHanam;

yrpo3 HC[ k MN[H, obpabaTbiBaeMbiM B aBTOMaTU3MPOBaHHOM paboyem MecTe.

Yrpo3bl yTeYkn MHOpMaLUmM No TEXHNYECKMM KaHanam BKYalT B cebs:

Yrpo3bl YTEYKN aKyCTUYECKON (peyeBor) MHdopMauuu;

Yrpo3bl yTe4kn BUOOBOW MHGOPMaLMK;

Yrpo3bl yTeykn nHdopmauum no kaHany NIMUH.

Bo3HWKHOBEHME Yyrpo3 yTeukn aKyCTUYEeCKon (peyeBown) MHdopMaLumu, cogepallencs
HenocpeacTBEHHO B Npomn3HocMmon peyn nonb3oBatensa NCIOH, BO3MOXHO nNpu Hanuynem#
dyHkumn ronocosoro Beoga [1AH B WCIIOH wnu dyHkumin  BocnpoussegeHnsa [10H
akyctundeckummn cpeactsamu CIMOH.

Peanunsauusa yrposbl yTeyku BUMAOBOW WMHMOPMaUUM BO3MOXHA 3a CYeT npocmoTpa
NMHopMaLUKN C NMOMOLLLIO ONTUYECKNX (ONTUKOINEKTPOHHBIX) CPEACTB C 3KPaHOB AUCNIIEEB U
Apyrmx cpeacTts oTobpaxeHus cpencTts Bbl4UCNUTENBHOM TEXHWKM,
NH(POPMALNOHHO-BLIYMCIINTENBHBLIX  KOMMMEKCOB, TexHu4Yeckux cpeactsa# obpaboTku
rpadudeckon, Buaeo- n 6ykBeHHoO-LMdppoBon nHopmauum, Bxoadawmx B coctas VCTOH.

Yrpo3bl yTeuku nHpopmaumm no kaHany [MN3OMWH BO3MOXHbI K3-3a Hanuius
3NEKTPOMAarHUTHbIX U3fyYeHUn, B OCHOBHOM, MOHUTOPA WU CUCTEMHOro Grioka KoMnbloTepa.
OCHOBHYIO OMacHOCTb NPEeACTaBAslT Yrpo3bl YTEYKM M3-3a HaNUuns 3NeKTPOMarHUTHbIX
N3ry4eHun MoHuTOpA.

Yrpo3bl HC[] B aBTOHOMHOM APM cBsidaHbl C AENCTBUSIMU HapyLUMTENEN, NMEOLLMX
poctyn k  WCIMAH, Bkntodas nonb3osaTtenen  WCIMOH, peanusylowunx  yrposbl
HenocpeacTeeHHO B NCIOH. Kpome aToro, nctoyHmkamm yrpo3 HC[L k nHcdopmaumm B8 APM
MOryT BbITb annapaTHble 3aKnagku U OT4YyXgaemble HOCUTENN BPe4OHOCHbIX NPOrpaMm.

B UCIOH Ha 6a3e aBToHOMHOro APM Bo3MOXHbI Bce Buabl ysa3sumocten NCIOH, 3a
UCKMIOYEHNEM  YA3BMMOCTEN, CBSA3aHHbIX C  peanu3auuen MpOTOKOMIOB  CETEBOro
B3aMMOAENCTBMS M KaHANoB nepegayn gaHHbix. B Taknx NWCTOH BO3MOXHbI:

yrposbl, peanusyemMble B XOA4e 3arpy3ku onepaumoHHON CUCTEMbI U HamnpaBfieHHbIe Ha
nepexeaT naposien unm naeHTngunkaTopos, Mogudukaumo 6a3oBor cMcteMbl BBOAa/BbIBOAA
(BIOS), nepexsat ynpasrieHusi 3arpy3kom;

yrpo3bl, peanusyemble nocre 3arpysku onepauuoHHOW CUCTEMbI U HanpaBfieHHble Ha
BbIMOSIHEHWE HECAHKLUMOHMPOBAHHOIO AOCTyna C MNpUMEHEHWEM CTaHAAPTHbIX (PYHKUUIA
(yHU4YTOXEHME, KONMPOBaAHWE, NepemelleHne, dopMaTnpoBaHne Hocutenen nHpopmMmaummn n
T.M.) onepaumoHHON CUCTEMBI UIU KaKoM-NnBOo NpuUKNnagHon nporpaMmmbl (Hanpumep, CUCTEMBI
ynpasrneHus 6aszaMmyn OaHHbIX), C MPUMEHEHMEM cCreuManbHO CO3[4aHHbIX AN1S BbINOSIHEHNS
HCO nporpamm (mporpamm npocmMoTpa U moaudumkaumm peecTtpa, MNoucka TEKCTOB B
TEKCTOBbIX hannax u T.n.);

yrpo3bl BHEAPEHUS BPEAOHOCHbIX MpOorpamm.

6.2. TunoBasa mopgenb yrpo3 6e30NacHOCTU NepCcoHalnbHbIX AAaHHbIX, 0OpabaTbiBaeMbIX
B aBTOMaTU3UPOBaHHbIX pabo4nx mecTax, MMeHLKUX NOAKITHYEHME K CeTAM CBA3N
o6Lero nonb3oBaHUsA U (UNKN) ceTAM MeXAYHapO4HOro MHPOPMaLMOHHOIo oo MeHa

Mpn ob6pabotke T[OH Ha aBTOMaATU3MPOBAHHOM paboyem MecTe, UMeKLEeM
NMOAOKMIOYEHMA K CeTAM CBsA3M 0Owero nonb3oBaHus U (MNK) ceTaMm MeXOyHapOoLHOro
MHdopMaunoHHoro obmeHa, BO3MOXHa peanusauus cnegyowmnx YBIan:

Yrpo3bl yTeYKM MHGPOPMaLMM NO TEXHUYECKUM KaHanam;

yrpo3bl HC[ k MN[H, o6pabaTbiBaemMbiM Ha aBTOMaTU3MPOBaHHOM paboyemM MecTe.

Yrpo3bl yTeYkn MHpOpMaLUKN NO TEXHNYECKMM KaHanam BKYaloT B cebs:

Yrpo3bl YTEYKN aKyCTUYECKOW (peyeBor) MHdopMauuu;
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yrpo3bl yTeYkn BUOOBOW MHGOPMaLMK;

Yrpo3bl yTeykn nHdopmauum no kaHany NOMUH.

BosHukHoBeHWe YBIOH B paccmatpusaembix WCIOH no TexHUYeckuMm KaHanam
XapakTepusyeTcss TeMU Xe YCNoBUSMW U pakTopamu, YTO WU AN aBTOMaTU3MPOBAHHOIO
pabo4ero MecTa, He MMEIOLLLEro NOAKIYEHNS K ceTaM 0bLero nonb3oBaHUsa 1 (Unu) ceTam
MeXAyHapoaHOro MHopMaLUnoHHOro obmeHa.

Yrposel HC B UCIOH cBA3aHbl ¢ OeNUCTBUSMU HapylumTenen, UMeLWmnx AoCcTyn K
NCMAOH, Bkntodaa nonb3oBatenen WCIIOH, peanuaylowmx yrposbl HENOCPEACTBEHHO B
NCIMAOH, a Takke HapywwuTenen, He nmetowmx goctyna k VUCIOH, peanusyrowmx yrpossl u3
BHELWHMX ceTen cBA3M O6LWero nosfb3oBaHua KW (UnKM) ceTen  MexayHapoaHoro
NHOPMaLNOHHOTO obmeHa.

Yrposbl HCL] B UCIH, cBA3aHHbIE C 4EWCTBUSMU HapyLUMTENEN, UMEOLWNX SOCTYN K
NCIOH, aHanornyHbl TeM, KOTOpble MMEKT MecTo Anga otaenbHoro APM, He nNoaKtO4YEHHOro
K ceTaM cBA3n obLLero nonb3oBaHus. Yrpo3bl U3 BHELLHMX CETEN BKIHOYAOT B ceb4:

yrposbl "AHanmn3a ceTeBoro Tpadguka" c nepexsaTtom rnepegaBaemMon BO BHELUHWE CeTn
N NPUHUMAEMOWN 13 BHELLHNX ceTen nHdopMauuuy;

Yrpo3bl CKaHMPOBAHWUSA, HanpaBrfieHHblE Ha BbISBIEHWE TUMNa OnepaunoHHON CUCTEMbI
APM, OTKpbITbIX MOPTOB U CNYX0, OTKPbITbIX COEAUHEHWI N Op.;

Yrpo3bl BbISIBIIEHUS Naponen;

yrpo3bl nonyyeHna HCL nytem nogmMeHbl JOBEPEHHOIO 00BHEKTA;

yrposbl Tuna "OTka3 B obcnyxmsaHun";

Yrpo3bl yaaneHHoro 3anycka npunoxeHun;

yrpo3bl BHEAPEHUS NO CETU BPEAOHOCHbLIX NPOrpamMm.

6.3. TunoBasa mopgenb yrpo3 6e30NacHOCTU NepCcoHanbHbIX AAaHHbIX, 0OpabaTbiBaeMbIX
B NNOKaNbHbIX MH(POPMAaLMOHHbIX CUCTEMAX NEePCOHalbHbIX AAHHbIX, HE UMEIOLLNX
NOAKITIOYEHUS K CeTAM CBSA3U 06Lero nonb3o0BaHus u (Mnn) ceTam MeXxayHapogHoOro
MHdopmaLnMoOHHOro obmMeHa

Mpn obpaboTtke MOH B nokanbHbix VCIIOH, He umetowme# NOOKMYEHNUST K CETAM
cBA3M 0bLero nonb3oBaHUs U (MNK) CeTSIM MeXAyHapoAHOro WMHgopMauuoHHoro obmexa,
BO3MOXHa peanunsauma cnegyowmx YbI1OH:

Yrpo3bl yTeYKN HPOPMALUKU MO TEXHUYECKUM KaHanam;

yrpo3bl HC k MN[H, o6pabaTbiBaeMbiM Ha aBTOMATU3MPOBaHHOM paboyemM MecTe.

Yrpo3bl yTeYkM MHopMaLmMm No TEXHUYECKMM KaHanam BKA4YaloT B cebs:

Yrpo3bl YTEYKM aKyCTUYECKOM (peveBon) nHdopmaumu;

Yrpo3bl yTeYKN BUOOBOW MHGOpMALMK;

yrpo3bl yTedku nHgopmaumm no kaHany NoOMUH.

BosHukHoBeHne YBIOH B paccmaTtpusaembix WCIIOH NO TeXHUYECKUM KaHanam
XapakTepuayeTcss TeMU Xe ycrnoBusMuM u haktopamu, 4to U ana nokaneHbix WCIOH, He
UMEIOLWNX MOAOKIIYEHUS K CeTaM CBA3M  obuwlero nonb3oBaHus U (unu)  ceTam
MeXayHapoaHoro MHdopmaLMOHHOro obmMmeHa.

Yrpo3bl HCL B nokanbHbix CIOH cBA3aHbI C 4EUCTBUAMU HapyLUUTENEN, NMEOLLMX
poctyn Kk  WCIMAH, Bkntodas nonb3osatenen  WCIMOH, peanuaylowmnx  yrposbl
HenocpeacTeeHHO B NCIOH.

Yrposbl HCL B ACI1OH, cBA3aHHbIE C 4EACTBUAMU HapyLUUTENen, UMeLWmnxX JOCTyn K
WCIOH, aHanorn4Hbl TeM, KOTOpble MMEIOT MeCTo Ansa otaenbHoro APM, He noaknto4YeHHOro
K ceTam cBsA3n obuiero nonb3oBaHus. Kpome toro, B Takor NCIOH MoryT umMeTb MeCTO:

yrpo3bl "AHanusa ceTeBoro Tpaduka" C nepexsatoM nepegaBaemMonM Mo CeTu
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nHdopMaLuuu;
Yrpo3bl BbISIBIIEHUSI NApOnewn;
Yrpo3bl yaaneHHoro 3anycka npuoXeHun;
Yrpo3bl BHEAPEHMUS MO CETU BPEAOHOCHbLIX NPOrpamMmm.

6.4. TunoBasa mopersnb yrpo3 6e30nacHOCTU NepcoHasrbHbIX AaHHbIX 0bpabaTbiBaeMbIX
B NTOKaNbHbIX UH(POPMaLMOHHbLIX CUCTEMAX NEePCOHasbHbIX AAHHbIX, UMEKLUNX
noAaksiroYeHue K CeTAM CBA3M obLlero nonb3oBaHUs U (UNIN) ceTAM MeXxayHapogHoro
MHcpopMaLMOHHOro o meHa

Mpu obpabotke MAH B nokanbHbix VCIMOH, nMetowmx NOAgKOYEHNE K CETAM CBSA3N
obuiero nonb3oBaHWA W (MNK) CETAM  MEXAYHapOAHOro MHGOPMaUMOHHOrO obmeHa,
BO3MOXHa peanusaunsa cregyrowmx YbBIOH:

Yrpo3bl yTeYkM MHopMaLmm NO TEXHUYECKUM KaHanam;

yrpo3bl HC k INMOH, obpabaTbiBaemMbiM Ha aBTOMaTU3MPOBaHHOM paboyemM MecTe.

Yrpo3sbl yTeUkn MHpopMauumn no TEXHNYECKMM KaHanam BKYalT B cebs:

Yrpo3bl YTEYKN aKyCTUYECKON (peyeBor) MHdopMauuu;

yrpo3bl yTeYKN BUAOBOW MHpOpMaLMN;

Yrposbl yTeykn nHdopmauum no kaHany NIMMH.

BosHukHoBeHne YBIOH B paccmatpuBaemblx WCIIOH No TeXHMYECKMM KaHanam
XapakTepuayeTcst TEMU XXe yCrnoBuaMM U pakTopamu, 4YTo 1 anga npegbigywmx tunos VCMOH.

Yrpo3bl HC[ cBsA3aHbl C OecTBUAMM HapywmTenen, umerowmx goctyn Kk VCIOH,
Bkntodaa nonb3oBatenen UVCIIOH, peanuaytowmx yrposbl HenocpeacteseHHo B UVCIIOH, a
Takke HapywwuTenemn, He nmerowmx goctyna Kk VCIOH, peanuayowmx yrposbl U3 BHELLHUX
ceTen CBA3M oOWlero nonb3oBaHus M (UNKM) ceTen MexAyHapOoAHOro WHGOPMAaLWUOHHOIo
obmeHa.

Yrposbl HC[l, cBA3aHHble C AencTBuAMKU Hapywmtenen, numetowmx goctyn Kk UCMOH,
BKMOYalOT B ceba yrposbl, aHanornyHble Tem, KOTopble peanusytoTca B otaensHom APM, He
UMeIoLLIEM MOAKMIOYEHNS K CETAM CBA3M 06LLEero nofib30BaHus.

Yrpo3bl U3 BHELLHUX CETEN BKIHOYAKOT B ceb4:

yrposbl "AHann3a ceTeBoro Tpadguka" ¢ nepexsaTtom nepegaBaemMon BO BHELUHWE CeTH
N NPUHUMAEMOWN U3 BHELLHNX ceTen nHopMauuu;

Yyrpo3bl CKaHUPOBAHWUS!, HanpaBfeHHbIe Ha BbIsIBIIEHME TUNa onepauvoHHONW CUCTEMbI
WCIOH, ceTeBbix agpecoB paboymx CTaHUMWA, OTKPbITbIX MOPTOB U ChyX0, OTKPbITbIX
cCoeavHEeHUN 1 ap.;

Yrpo3bl BbISIBIIEHUS Naponen;

yrposbl nonyyeHns HCL nyteMm nogmMeHbl 4OBEPEHHOIO 06BHEKTA;

yrpo3bl Tuna "OTka3 B o6cnyxmnBaHnn";

Yrpo3bl yaaneHHoro 3anycka npuoXeHun;

Yrpo3bl BHEAPEHNSA MO CETU BPELOHOCHbLIX NPOrpamMm.

6.5. TunoBasa mopaenb yrpo3 6e30NacHOCTU NepCcoHarnbHbIX AaHHbIX, 0OpabaTbiBaeMbIX
B pacnpepgeneHHbIX MH(POPMAaLMOHHbIX CUCTEMAX NepPCOHaNbHbIX AAHHbIX, HE
MMEeRLWMX NOAKITIYEHUS K CETAM CBA3U o0Lero nosfib3oBaHusi u (UnK) ceTam

MeXAyHapogHOro MH¢popmMaLMOHHOro oomeHa

Mpun obpaboTtke MNOH B pacnpeaeneHHbix NCIOH, nmeowmnx nogknioyYeHne K ceTam
CBA3N 06OLEero Nonb3oBaHUA U (MNK) ceTaAM MeXOyHapo4HOro MHAOPMauMOHHOro obmeHa,



BO3MOXHa peanusauus criegyowwmx YBIaH:

Yrpo3bl yTe4ku MHopMaLmm No TEXHUYECKUM KaHanam;

yrpo3sbl HC[ k MNAH, o6pabaTtbiBaemMbiM Ha aBTOMaTU3MPOBaHHOM pabovem mMecTe.

Yrpo3sbl yTeukn MHopMauumn no TEXHNYECKMM KaHanam BKIYaloT B cebs:

Yrpo3bl yTEYKN aKyCTUYECKOW (peyvyeBor) MHdopMauuu;

Yyrpo3bl yTeYKN BUAOBOW MHpOpMaLMK;

Yrposbl yTeykn nHdopmauum no kanHany NIMMH.

BosHukHoBeHne YBIOH B paccmatpuaemblx WCIIOH NO TEXHUYECKMM KaHanam
XapakTepuayeTcsa TeMu Xe YCNnoBuaMn 1 paktopamu, 4to 1 ansa npegblaywmnx tunos NCIOH.

Yrpo3bl HCL cBsAi3aHbl C OencTBUAMM HapywmTenen, umerowmx goctyn Kk VCIOH,
Bkrtoyasa nons3osatenen VCMNAOH, peanuayowmx yrpossl HernocpeacteeHHo B NCTAH.

[Mpu 3aTOM MOryT BbITb Yrpo3bl, aHaNOrM4HbIe TEM, KOTOPbIE UMEKOT MECTO B OTAESIbHOM
APM, He noakmnto4eHHOM K ceTsiM obulero nosib30BaHUs, a Takke yrposbl, peanudyemble
BHYTPU  pacnpefeneHHon ceTm C  WCMNOMb30BaHMEM  MPOTOKOMIOB  MEXCETEBOrO
B3anMMOENCTBUS, B TOM YuCre:

yrpo3bl "AHanusa ceTeBoro Tpaduka" C nepexsatoM nepegaBaemMon Mo CeTU
MHdopMauunu;

Yyrpo3bl CKaHMPOBAHWS, HanpaBfieHHble Ha BbISIBNIEHWE OTKPbITbIX MOPTOB U CryX0,
OTKPbITbIX COEQVUHEHU 1 Op.;

Yrpo3bl BHEAPEHUS NOXHOro obbekTa ceTy;

Yrpo3bl HaBA3bIBAHUA JIOXKHOIO MapLipyTa nyTeM HeCaHKUMOHWPOBAHHOIO M3MEHEeHUS
MapLUPYyTHO-aAPECHbIX OAHHbIX;

Yrpo3bl BbISIBIIEHUS Naponen;

yrposbl Tuna "OTka3 B ob6cnyxmnsaHnn";

Yrpo3bl yaaneHHoro 3anycka npunoXeHun;

Yrpo3bl BHEAPEHNSA MO CETU BPELOHOCHbIX NPOrpamMm.

6.6. TunoBasa moaenb yrpo3 6e3o0nacHOCTM NepcoHarnbHbIX AaHHbIX, 0OpabaTbiBaeMbIX
B pacnpepaeneHHbIX UH(POPMaLMOHHbIX CUCTEMAX NePCOHaNbHbIX AaHHbIX, UMEIOLNX
NOAKIoYeHNe K CeTAM CBsA3U o6Lero nosib3oBaHus u (UnNu) ceTsiM MeXxXayHapoaHoro

MH(OpMaLUOHHOro obmMeHa

Mpn obpaboTtke MNAOH B pacnpegeneHHbix WCIMOH, nmeowmx nogkroyeHme K cetam
cBA3M obLuero nonb3oBaHMs U (MNK) CETAM MEXAyHapoAHOro WHdOPMaUNoOHHOro obmeHa,
BO3MOXHa peanusauma cnegyowmx YbI1OH:

yrpo3bl yTEYKN MHpopMaL MM NO TEXHUYECKUM KaHanaw;

yrpo3bl HC[ k MNMOH, o6pabaTbiBaemMbiM Ha aBTOMaTM3MPOBaHHOM paboyemM MecTe.

Yrpo3sbl yTeYkn MHopMauumn no TEXHNYECKMM KaHanam BKIYaloT B cebs:

Yrpo3bl YTEYKN aKyCTUYECKON (peyeBor) MHdopMauuu;

yrpo3bl yTEYKN BUAOBOW MHPOpMaLMN;

Yrpo3bl yTeykn nHdopmauum no kaHany NIMMH.

BosHukHoBeHne YBIOH B paccmaTtpuBaembix WCIMOH nO TexHMYeckum KaHanam
XapaKkTepuayeTcsa TeMM XKe YCIOBUAMU N hakTopamu, 4To 1 ansa npegbiaywmnx tunos NCT1OH.

Yrpo3bl HC[ cBsfi3aHbl C OeCTBUAMM Hapywmtenen, umerowmx goctyn Kk UCIMOH,
Bkntovaa nonb3oBaTenen WCIIOH, peanuaytowmx yrposbl HenocpeacteseHHo B WCIIOH, a
TaKkKe Hapywwutenen, He umerowmx gocrtyna Kk NCIQH, peanusyowmx yrposbl U3 BHELLUHUX
ceTen CBA3M oOWlero nomnb3oBaHus M (UNKM) ceTen MexAyHapoAHOro WHAOPMAaLVOHHOIo
obmeHa.

Yrposbl HC[l, cBA3aHHble C AencTBuMAMU Hapywmtenen, numetowmx goctyn k UCMOH,



aHanornmyHbel TeMm, KOTOpble WMET MecTo B pacnpegeneHHblx WCIOH, He umMmetowen
noakryeHnst K cetam obuwero nonb3oBaHus. Kpome toro, B Takon VCIIOH mumeloT mecTto
yrposbl, peanusyemble C MUCMNOSIb30BaHMEM MPOTOKOSIOB MEXCETEBOro B3avMOLENCTBUA U3
BHELLHNX CETEN, B TOM YMUCNeE:

yrpo3bl "AHanusa ceteBoro Tpaduka" c nepexsatom nepenasaemon ns VCIIOH w
npuHumaemon B CIOH 13 BHELWHUX ceTen MHdopmaLmm;

Yrpo3bl CKAHNPOBAHWA, HanpasfeHHble Ha BbiSiBfIEHWE TUna Unu TUNoB UCMONb3yeMbIX
onepaumoHHbIX CUCTEM, ceTeBblXx agpecoB paboumx ctaHuunm WCIOH, TOononorum cetwm,
OTKPbITbIX MOPTOB U CIYyX06, OTKPbITbIX COEAMHEHUN U Ap.;

yrpo3bl BHeAPEHUs NOXHOro oobekTa kak B ICT[H, Tak 1 BO BHELLHUX CETSAX;

Yrpo3bl NOAMEHbI JOBEPEHHOIO 00BHEKTA;

Yrpo3bl HaBA3bIBAHUA JIOXKHOMO MapLupyTa NyTeM HECaHKUMOHUPOBAHHOIO M3MEHEHUS
MapLUPYTHO-aapeCHbIX JaHHbIX KaK BHYTPU CETU, TaK U BO BHELUHUX CETSAX;

Yrpo3bl BbISIBIIEHMSI NApOnen;

yrposbl Tnna "OTka3 B obcnyxmsaHun";

Yrpo3bl yaaneHHoro 3anycka npunoXxeHun;

yrpo3bl BHEAPEHUS MO CETU BPE4OHOCHbLIX NPOrpaMm.

3amectutenb anpektopa PCTIK Poccum

* Bepetca 3apybexHon dpupmon CERT Ha kommepyeckon ocHoBe
** MexxpgyHapogHasa Opranusaums no Ctangaptusauum (1ISO) npuHana ctangapt 1ISO
7498, onucbiBaloLWNN B3anMmoaencrTeme oTkpbiTbix cuctem (OSI).



